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IMPACTUL PLATFORMIZARII ECONOMIEI ASUPRA
»EXODULUI DE CREIERE”

THE IMPACT OF ECONOMY PLATFORMIZATION ON THE
PHENOMENON OF 'BRAIN DRAIN'

Tatiana BUCOS

PhD, Associate professor,

Academy of Economic Studies of Moldova, Moldova,
ORCID 0000-0001-6448-6001
E-mail:bucos.tatiana@ase.md

Abstract: This article delves into the impact of the economy's platformization on the ‘'virtual brain drain'
within the Industry 4.0 revolution. It explores the transformation of economic and business systems through
digital platforms, transitioning from traditional brain drain to a virtual one. The study highlights the role of
these platforms in transforming data management, reshaping economic sectors, and influencing consumer
behavior. The paper examines the evolution of remote work from a pre-internet niche to widespread
adoption, particularly accelerated by the COVID-19 pandemic. It discusses the critical role of online
platforms in structuring remote work, including communication, project management, and data security.

At its core, the research focuses on the 'virtual brain drain’, where skilled professionals work remotely for
international companies without emigrating, particularly prevalent in IT, programming, and digital
marketing. This differs from traditional brain drain due to its virtual nature. The article addresses the
challenges of remote work, such as cultural and legal differences, time zone challenges, and data security. It
notes the adaptation of human resource management strategies, emphasizing collaborative technology and
virtual recruitment. In conclusion, the paper reflects on the labor market's significant changes due to the
virtual brain drain, altering talent attraction, retention, and management in a digitized, global work
environment, providing insights into the evolving workforce dynamics in a platform-dominated economy.

Keywords: platform economy, virtual brain drain, digitalization, remote work.
UDC: 004.77:334.72
JEL Classification: J21, 033, M12, F22.

INTRODUCERE

In contextul actual, marcat de o accelerare fira precedent a digitalizarii si
platformizarii economice, asistdm la o transformare radicald a modalitatilor traditionale de
munca. Aceast articol isi propune sd exploreze impactul pe care platformizarea economiei
1l are asupra fenomenului de exod al creierelor, un aspect deosebit de relevant in era post-
pandemie COVID-19. Pandemia a catalizat o schimbare majora in perceptia si adoptia
muncii la distanta, facand-o nu doar o necesitate temporara, ci 0 componenta permanenta a
peisajului muncii globale. Prin urmare, acest studiu se concentreaza asupra modului in care
platformele digitale, care faciliteazd munca la distanta, au contribuit la emergenta unui nou
tip de migratie profesionala: exodul de creiere virtual.

Articolul are drept scop analiza impactul platformelor digitale asupra economiei, in
special asupra pietei muncii, o atentie deosebitd fiind dedicatd fenomenului 'exodului de
creiere’. Obiectivele includ intelegerea dinamicii acestei migratii virtuale de talente si
implicatiile sale pentru piata globalda a muncii, precum si identificarea provocarilor si
oportunitatilor pe care le prezintd atat pentru indivizi cat si pentru organizatii.
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IMPACTUL PLATFORMELOR ASUPRA ECONOMIEI

Termenul de platformizare a economiei este unul recent aparut in limbajul stiintific,
dar care atrage atentia a tot mai multi cercetdtori, gratie impactului pe care il au
platformele digitale asupra proceselor economice si sociale. Dupa cum mentioneaza
Kenney&Zysman (2016), platformele digitale genereaza transformari profunde sistemului
economic prin modul in care faciliteazd interactiunile intre diferiti subiecti economici,
modul in care acestia lucreaza si creaza valoare [1]. Pe langa modificarile profunde la nivel
de sistem, platformele digitale provoaca schimbari esentiale in lumea afacerilor, Choudary
(2015) mentionand cd modelele de afaceri bazate pe platforme schimba paradigma
traditionala de business, permitand crearea de valoare prin gestiunea retelelor si
ecosistemelor [2]. In acelasi context, in raportul Deloite, “The rise of the platform
economy”’, publicat in anul 2019, se mentioneaza ca ,,lumea trece printr-o noud revolutie
economicad, perturband economia, afacerile, pietele muncii si viata noastra de zi cu zi intr-
un mod neintélnit de la revolutia industriala... in centrul aflandu-se ascensiunea economiei
bazate pe platforme.”[3].

Revolutia mentionatd in raportul Deloite, cunoscutd si sub denumirea ,,Industria
4.0” schimba esential lumea afacerilor, ca urmare a transformarilor legate de:

» digitalizarea si automatizarea avansata: Utilizarea tehnologiilor digitale, cum ar fi
inteligenta artificiald (IA), big data si analiza de date, pentru a automatiza si
optimiza procesele industriale si de afacerti;

= conectivitatea extinsd.: conectarea dispozitivelor si echipamentelor din industrie la
internet (IoT) permite comunicare intre ele, respectiv, monitorizarea in timp real,
analiza datelor si luarea deciziilor bazate pe date pentru a optimiza operatiunile;

» personalizarea masiva: capacitatea de a produce bunuri personalizate in masa,
adaptate nevoilor individuale ale clientilor, fara a creste semnificativ costurile;

= colaborarea om-masina: integrarea resursei umane cu tehnologiile pentru a
imbunatati calitatea si eficienta muncii.

Pozitionarea platformelor digitale in centrul revolutiei industriale 4.0, este
determinatd de rolul crucial ce revine platformelor in partajarea accesului la tehnologiile
esentiale care fac posibile schimbarile mentionate mai sus (vezi tabelul 1).

Tabelul 1. Contributia platformelor digitale la schimbarile caracteristice revolutiei
industriale 4.0.

Schimbare Exemplu de
Caracteristica piUl & Anul lansarii / Utilizatori Servicii oferite
. platforme digitale

Industriei 4.0
Digitalizarea si IBM Watson Lansat Tn 2013. Peste Furnizeaza servicii de inteligenta
Automatizarea 30.000 de clienti. artificiald si analiza de date pentru
Avansata optimizarea proceselor industriale.
Conectivitate Siemens Lansat in 2016. Peste 1,7 Permite conectarea echipamentelor
Extinsa MindSphere milioane de dispozitive industriale pentru monitorizarea si

conectate. optimizarea performantei.
Personalizare Amazon Web Lansat Tn 2006; Peste 2,3 Ofera servicii de cloud computing si
Masiva Services (AWS) milioane de clienti. analiza de date pentru colectarea si
analiza datelor.

Colaborarea Om- Microsoft Azure Lansat Tn 2010; Peste 722 Furnizeaza instrumente si servicii pentru
Masina milioane clienti. dezvoltarea de aplicatii Al

Sursa: Elaborat de autor
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Platformele furnizeaza infrastructura si instrumentele necesare pentru digitalizare,
conectivitate extinsd, personalizare masivd si colaborare om-masind, permitind astfel
companiilor sd adopte cu succes inovatii tehnologice si sa imbunatateascd semnificativ
procesele lor de productie si operatiunile generale.

Prin facilitarea accesului la tehnologii avansate, platformele permit afacerilor realizarea
cu cheltuieli reduse diverse sarcini de business. Tn acest scop, afacerile pot apela la o divesitate

mare de platfrome digitale ce permit realizarea unor sarcini concrete (vezi tabelul 2).

Tabelul 2. Unele tipuri de platforme digitale

Tipuri de platforme

Exemple de platforme

Operatiuni de afaceri posibile

digitale

Platforme de comert
electronic

Amazon, eBay, Shopify

Vanzare si achizitie de produse online.

Platforme de freelancing

Upwork, Freelancer, Fiverr

Angajarea de profesionisti pentru
proiecte.

Platforme de socializare

Facebook, Instagram,
LinkedIn

Marketing, gestionarea relatiilor cu
clientii.

Platforme de analiza de date

Tableau, Google Analytics,
Power BI

Analiza si intelegere a datelor de
afaceri.

Platforme de management al
proiectelor

Trello, Asana, Jira, GitHub,
GitLab

Gestionarea proiectelor si colaborarea
echipelor.

Platforme de cloud
computing

Amazon Web Services
(AWS), Microsoft Azure

Stocarea datelor si dezvoltarea de
aplicatii.

Platforme de invatare online

Coursera, Udemy, edX

Livrarea de cursuri si formare la
distanta.

Platforme de procesare a
platilor

PayPal, Stripe, Square

Procesarea platilor online si gestionarea
financiara.

Platforme de dezvoltare de
software

GitHub, GitLab, Bitbucket

Dezvoltarea colaborativa a software-
ului.

Platforme de marketing
digital

Google Ads, Facebook
Business Manager, HubSpot

Gestionarea campaniilor de marketing
online.

Platforme de analiza
financiara

QuickBooks, Xero, Zoho
Books

Gestionarea financiari a afacerilor,
inclusiv contabilitatea si raportarea
financiara.

Sursa: Elaborat de autor

Diversitatea platformelor digitale disponibile oferd afacerilor solutii versatile pentru o
gama larga de operatiuni, de la gestionarea proiectelor la analiza datelor si procesarea platilor.
Alegerea platformelor potrivite poate contribui la eficienta si succesul afacerilor in mediul
digital modern, oferind instrumentele necesare pentru a rimane competitive si inovatoare.

Importanta cruciald a platformelor pentru economie a determinat realizarea de
multiple studii focusate pe analiza impactului platformelor asupra economiei. Studiile
realizate in domeniu, abodeazd trei aspecte principale ale impactului platformelor:
infrastructurile de date, dinamica pietelor si mecanismele de guvernanta.

= Infrastructuri de date: Autori precum Kitchin (2014) si Mayer-Schonberger&Cukier
(2013) abordeaza procesul de "dataficare", unde platforme precum Apple si Google
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transforma activitatile In date, schimband practicile culturale si sectoare economice.

Nieborg&Helmond (2019) accentueaza importanta colectarii datelor comportamentale

prin intermediul infrastructurilor platformelor [4] [5] [6].

* Dinamica pietelor: Autori precum Rochet&Tirole (2003) si Argentesi&Filistrucchi
(2007) exploreaza ideea pietelor multi-fatete create de platforme, analizandule in
contrast cu pietele traditionale. Se discutd modul in care platformele restructureaza
relatiile economice, subliniind efectele de retea si distributia puterii economice [7] [8].

*  Guvernanta: Gillespie (2018) si Gorwa (2019) se concentreaza pe guvernanta
platformelor, evidentiind modul in care acestea structureaza interactiunile
utilizatorilor prin interfete, algoritmi si politici. Langlois&Elmer (2013) analizeaza
tensiunile intre guvernanta platformelor si normele locale/regulatorii [9] [10] [11].
Analizand literatura de specialitate, se observa ca impactul platformelor asupra

proceselor economice este profund si multidimensional. Platformele digitale, prin procesul
de dataficare, nu doar ca transformd interactiuni obisnuite in date valoroase, dar si
reconfigureaza fundamental sectorul economic, influentdnd modul in care se colecteaza, se
analizeaza si se utilizeaza informatiile. Acest aspect are implicatii semnificative asupra
practicilor culturale si comportamentului consumatorilor.

In contextul pietelor, platformele digitale creeazi ecosisteme multi-fatetate care
modificd structura traditionalad a pietei. Ele faciliteazd relatii complexe intre diferiti
stakeholderi, cum ar fi utilizatorii, dezvoltatorii si advertiserii, amplificand efectele de
retea si redefinind distributia puterii si a bogatiei in economie. Acest fenomen conduce la
noi modele de afaceri si strategii de piatd, obligdnd companiile sa se adapteze rapid pentru
a ramane competitive.

Pe planul guvernantei, platformele impun noi reguli si standarde, exercitand un
control semnificativ asupra modului in care sunt gestionate interactiunile si continutul.
Aceasta implicd o reevaluare a cadrului regulatoriu si o constientizare a impactului
algoritmilor si politicilor platformelor asupra libertatilor individuale si a concurentei de piata.

ROLUL PLATFORMELOR TN ADOPTAREA MUNCII REMOTE DE CATRE
COMPANII

Munca remote, cunoscuta si ca telemuncd sau munca la distanta, reprezinta modul
de lucru in care angajatii 1si desfasoarad activitatile profesionale din afara unui mediu de
birou traditional. Definitiile oferite muncii remote in literatura de specialitate scot in
evidenta caracterul flexibil de angajare, importanta tehnologiei si impactul benefici asupra
anagajilor. Astfel, Ferrara (2022) defineste munca la distantd ca un model in care angajatii
isi indeplinesc sarcinile 1n afara organizatiei folosind tehnologia, mentionand flexibilitatea
si autonomia acordata angajatilor n acest model, afectand perceptiile lor despre munca si
bunastarea personala [12].

Contextul aparitiei si dezvoltarii muncii remote este strans legat de progresul
tehnologic. Astfel, pot fi distinse cédteva etape in evolutia muncii remote, care
presupun, de fapt, sincronizarea practicilor de utilizare a muncii remote cu evolutia
tehnologiilor de comunicare:

* Pre-Internet (inainte de anii 1990): Munca la distantd era limitata si adesea se
referea la lucrul de acasa pentru scriitori, artisti sau in telemarketing. Comunicarea
se facea prin telefon sau corespondenta.
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= Tnceputul erei Internet (anii 1990 - inceputul anilor 2000): Internetul a inceput sa
faciliteze munca la distantd. Emailul si primele forme de comunicare online au
aparut, dar munca remote era inca neobisnuita.

» Dezvoltarea tehnologiei si software (inceputul anilor 2000 - 2010): Aparitia
Internetului de mare vitezd, imbunatitirea tehnologiilor de comunicatie si
colaborare (cum ar fi Skype) au facut munca remote mai accesibila si eficienta.

*  Adoptarea pe scara larga (2010 - 2020): Instrumente ca Slack, Zoom, si Google
Workspace au devenit populare. Multe companii au inceput sa adopte politici
flexibile de munca, iar munca remote a devenit mai acceptata.

= Boom-ul cauzat de pandemie (2020 - prezent): Pandemia COVID-19 a accelerat
tranzitia catre munca remote. Multe companii au fost fortate sd adopte munca la
distanta, iar unele au decis sa continue acest mod de lucru chiar si dupa pandemie.
Perioada pandemiei COVID-19 a reprezentat un punct de cotitura atit pentru

acceptarea muncii remote de catre companii, cat si pentru investitiile in tehnologii dedicate
organizarii acestei forme de munca. Platformele online au devenit o resursa cheie a multor
companii, ele facilitind organizarea muncii la distanta, dar si permitand cresterea eficientei
muncii si diminuarea chletuielilor legate de organizarea muncii. Vezi in babelul 3 tipurile
de platforme dedicate facilitarii muncii remote.

Tabelul 3. Platforme online implicate in organizarea muncii remote

Tip de platforma ‘ Exemple Modul de implicare in organizarea muncii remote
Platforme de Zoom, Microsoft Teams, | Faciliteazd comunicarea in timp real prin mesagerie,
comunicare Slack apeluri video si audio, esentiale pentru intlniri si

discutii de echipa.

Platforme de Asana, Trello, Jira Ajuta la organizarea sarcinilor, urmarirea progresului
management al si gestionarea termenelor limita, vitale pentru
proiectelor mentinerea organizarii.

Platforme de partajare | Google Drive, Dropbox, | Permit stocarea, partajarea si editarea colaborativa a
a figierelor OneDrive documentelor, fundamentale pentru accesul usor si
securizat la documente.

Platforme pentru BambooHR, Gusto Ofera solutii pentru gestionarea aspectelor HR, cum
managementul HR ar fi recrutarea si onboarding-ul, esentiale pentru
gestionarea resurselor umane.

Platforme de Time Doctor, Toggl Urmaresc timpul petrecut pe sarcini, oferind date
monitorizare a despre productivitate, utile pentru managementul
timpului timpului si evaluarea eficientei.

Platforme de NordVPN, ExpressVPN | Asigurd conexiuni securizate si protejeaza datele,
securitate si VPN cruciale pentru mentinerea securitdtii informatiilor

Tntr-un mediu de lucru distribuit.

Platforme de GitHub, GitLab Faciliteaza colaborarea in dezvoltarea software si
dezvoltare software gestioneaza versiunile codului sursa, fundamentale
pentru echipele de dezvoltare.

Sursa: Elaborat de autor

Platformele online sunt esentiale in facilitarea si optimizarea muncii remote, oferind
un cadru integrat pentru diverse aspecte ale activitatii profesionale la distanta. Ele permit o
comunicare eficientd, organizarea riguroasd a proiectelor, accesul facil la resurse si
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documente, gestionarea eficientd a resurselor umane, monitorizarea productivitatii si
asigurarea securitatii datelor. Prin aceste functionalitati, platformele online nu doar simplifica
tranzitia catre un mediu de lucru distribuit, dar si sporesc eficienta, colaborarea si
adaptabilitatea organizatiilor in fata provocarilor si dinamicii pietei muncii contemporane.
Importanta platformelor digitale in solutionarea diverselor probleme remote poate fi
demonstrata prin numarul mare de utilizatori a acestor platforme (vezi tabelul 4).

Tabelul 4. Popularitatea platformelor utilizate in organizarea muncii remote
Anul

lansari |Solutia specifica oferita Numar de utilizatori
i

Asana 2008 |Planificare si organizare proiecte Peste 75.000 de echipe

Tablouri  Kanban  pentru  task|Peste 50 de milioane de

Trello 2011 . .
management utilizatori
. ) N Peste 10 milioane de
Slack 2013 |Comunicare si colaborare in timp real . S
’ utilizatori zilnic
Videoconferinte, 1Intilniri virtuale,|Peste 300 de milioane de
Zoom 2013 : ’ . o
webinare utilizatori zilnic
Notion 2018 Orga.m%zare_ proiecte, gestiunea Pe.sjce 4 milioane  de
sarcinilor si documentelor utilizatori

Monitorizarea timpului, managementul
proiectelor si facturarea clientilor
Organizare task-uri si managementul|Peste 25 milioane de
timpului utilizatori

Sursa.: Elaborat de autor

Hubstaff 2012 Peste 10.000 de companii

Todolist 2007

Popularitatea platformelor utilizate Tn organizarea muncii remote a crescut
semnificativ, in special in contextul pandemiei COVID-19, care a accelerat tranzitia citre
modalitati de lucru flexibile si distribuite. Aceste platforme oferd numeroase avantaje,
contribuind la eficientizarea muncii, economia de resurse si Imbunatatirea colaborarii n
cadrul echipelor.

Facilitarea organizarii muncii la distantd prin intermediul platformelor digitale a
condus la producerea unei schimbari radicale in potentialul de recrutare si angajare a
specialistilor. Companiile nu mai sunt limitate la angajarea de specialisti din zona
geografica in care se afla birourile lor fizice, platformele digitale deschizand calea catre o
fortd de muncd mai diversa si mai calificata.

EXODUL VIRTUAL DE CREIERE

Revolutia produsd in economie ca rezultat a platformizarii a generat multiple
transformari esentiale in viata socio-eCOnomica, cit si aparitia de noi fenomene. Unul dintre
fenomenele generate de platformizare este cel al ,,exodului virtual de creiere”.

Exodul virtual de creiere este un termen care descrie fenomenul in care
profesionistii talentati si bine pregétiti parasesc sau lucreaza din afara tarii lor de origine
pentru a desfasura activitdti in cadrul economiei digitale si a platformelor online. Esenta
acestui fenomen rezida in migratia "virtuald" a capitalului intelectual, cunostintelor si

competentelor, in detrimentul locatiilor geografice traditionale.
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Diferenta cheie intre exodul virtual de creiere si cel traditional constd in modul in
care se desfasoara si in domeniile de activitate pe care le afecteaza (vezi figura 1).

mod de desfasurare

lucru remote pentru companii
localizate in alte tari, fara a parasi
fizic tara de origine.

migratia fizica in straindtate pentru
prestarea serviciilor de munca

domenii de activitate afectate mai des:

tehnologiei informatiei, programare,

— medicina, stiinta, ingineria . . . -
» SR, 108 design grafic si marketing digital

Figura 1. Exod virtual de creiere versus exod traditional
Sursa: Elaborat de autor
Exodul virtual de creiere este in mare mdsurd rezultatul revolutiei digitale si al
platformizarii economiei, permitdnd profesionistilor sd-si valorifice abilitatile intr-un mod
mai flexibil si global, fara a parasi fizic tara lor.
Amploarea fenomenului de exod virtual al creierelor este studiat in timp real de
Organizatia Internationald a muncii, in cadrul proiectului iLabour project (vezi figura 2).
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Figura 2. Evolutia cererii pentru munca online la nivel global, 01.06.2016=100%
Sursd: http.//onlinelabourobservatory.org/oli-demand/

In cadrul observatorului muncii online sunt monitorizate atat cererea companiilor
pentru munca online, cat si oferta. Datele oferite indica cd in topul tarilor beneficiare a
exodului virtual de creiere sunt Statele Unite ale Americii si Marea Britanie, iar domeniile
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cu cea mai Tnalta cerere pentru talentele angajate virtual sunt dezvoltarea de soft, impreuna
cu domeniul creativ si multimedia (vezi figura 3).

United States |

United Kingdom -

India-

Canada-

Australia |

Germany -

Software dev. and tech. -

Creative and multimedia-|

Clerical and data entry-

Writing and translation -

:s and marketing support-

Professional services-

e A

Figura 3. Top tari si domenii In cererea pentru munca online
Sursa: http://onlinelabourobservatory.org/oli-demand/

Similar exodului traditional de creiere, si in cazul exodului virtual in calitate de tari
de destinatie a exodului sunt tarile mai dezvoltate cu activitate inalta a businessului si
salarii competivite, tari de origine fiind tarile cu economii mai slab dezvoltate, respectiv,
cu un nivel mai redus al salariilor (vezi figura 4)
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Figura 4. Top 15 tiri in oferta de munca online (1) in domeniul dezvoltare de soft, (2)
in domeniu creativ si multimedia
Sursa: http://onlinelabourobservatory.org/oli-supply/

Un studiu realizat in anul 2021 de catre Boston Consulting Group, pe un esantion
de 209,000 respondenti din 190 tari arata ca indiferent de forma de migragie in scopuri de
muncd, traditionald sau virtuald, tarile de destinatie aflate in topul preferintelor, sunt
aceleasi (vezi figura 5).
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Figura 5. Tarile de destinatie in migratia pentru munca (unde ar dori sa migreze
respondentii)
Sursa: preluat din sursa 14, p.11.

Raspandirea fenomenului "exod virtual de creiere" a adus modificari semnificative
pe piata muncii, reflectdnd schimbarile in modul in care talentul este atras, retinut si
gestionat intr-un mediu de lucru globalizat si digitalizat. Pe de o parte, gratie platformelor
digitale ce permit munca remote, companiile au acces la un pool global de talente,
permitdndu-le sd angajeze cei mai buni profesionisti din intreaga lume, indiferent de
localizarea lor geografica. Pe de alta parte, creste semnificativ concurenta pentru talentele
de top, companiile fiind nevoiete sd adopte strategii de recrutare mai inovatoare si sa
utilizeze tehnologii digitale pentru a atrage si a evalua candidatii de la distanta.

In acelasi timp, utilizarea de catre companii a echipelor de specialisti localizati in
diferite tari aduce provocari specifice pentru managementul resurselor umane, precum:
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— Diferente culturale si de comunicare: Managementul unei forte de munca diverse
cultural necesitd o intelegere profunda a diferentelor culturale si a modurilor de
comunicare. Aceste diferente pot influenta stilurile de lucru, asteptarile si
interpretarea feedback-ului.

— Conformitatea cu legislatia locala: Fiecare tara are propriile sale legi si
reglementari privind munca, inclusiv contracte de munca, beneficii, ore de lucru,
concedii si impozitare. Navigarea si respectarea acestor legi poate fi complexa si
consumatoare de timp.

— Diferente in fusurile orare: Coordonarea si planificarea intdlnirilor sau termenelor
limita poate fi dificild datoritd diferentelor de fus orar. Acest lucru poate duce la
intarzieri in comunicare si poate afecta productivitatea.

— Managementul performantei la distanta: Evaluarea si monitorizarea performantei
angajatilor care lucreaza remote si in diferite locatii geografice pot fi
provocatoare. Exista riscul lipsei de vizibilitate si a dificultatilor in mentinerea
angajamentului si motivatiei.

— Probleme de securitate §i confidentialitate: Asigurarea securitatii datelor si a
confidentialitatii intr-un mediu de lucru distribuit este o provocare majord, mai ales
cand angajatii acceseaza sistemele companiei de la distanta.

— Construirea si mentinerea culturii organizationale: Crearea unei culturi
organizationale coezive si a unui sentiment de apartenenta in randul angajatilor care
nu se intalnesc fizic poate fi dificila. Acest lucru necesita eforturi constiente pentru
a promova valorile si obiectivele companiei.

— Comunicarea si colaborarea efectiva: Asigurarea unei comunicdri eficiente si a
colabordrii intre membrii echipei care nu se intalnesc fata in fata necesita utilizarea
eficientd a tehnologiilor digitale si a unor strategii de comunicare adaptate.

In contextul angajarilor remote si al formarii echipelor de specialisti localizati in
diferite tari, companiile adopta aborddri inovatoare pentru a gestiona aceste provocari.
Acestea includ investitii in tehnologii avansate de colaborare si comunicare, dezvoltarea
unei culturi organizationale care promoveaza diversitatea si incluziunea, si implementarea
unor strategii de recrutare si onboarding adaptate la mediul virtual. De asemenea,
companiile pun accent pe flexibilitate, adaptdndu-se la diferite fusuri orare si stiluri de
lucru, si se concentreazd pe managementul performantei si feedbackul continuu pentru a
mentine angajamentul angajatilor. Programele de dezvoltare profesionald accesibile
remote, politicile HR care respectd legislatia locald si internationald, promovarea
echilibrului munca-viata si construirea de echipe virtuale eficiente sunt, de asemenea,
esentiale. In plus, securitatea datelor si confidentialitatea sunt prioritizate pentru a proteja
informatiile sensibile intr-un mediu de lucru distribuit.

CONCLUZII

1. Ascensiunea economiei bazate pe platforme, parte a revolutiei Industriei 4.0, transforma
fundamental sistemele economice si de afaceri, modificind paradigma traditionala prin
digitalizare, conectivitate extinsa, personalizare masiva si colaborarea om-masina.

2. Platformele digitale au un impact profund si multidimensional asupra economiei,
influentdnd modul in care se colecteaza, se analizeaza si se utilizeazd informatiile,
reconfigurand sectorul economic, practicile culturale si comportamentul consumatorilor.
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3.

Munca remote, facilitatd de progresul tehnologic, a evoluat de la o practica limitata
pre-internet la o adoptie pe scard larga in era digitala, cu un boom semnificativ cauzat
de pandemia COVID-19.

Platformele online au devenit resurse cheie pentru organizarea muncii la distanta,
oferind un cadru integrat pentru comunicare, gestionarea proiectelor, securitatea datelor
si alte aspecte ale activitatii profesionale.

Fenomenul de exod virtual de creiere, unde profesionistii talentati lucreaza la distanta
pentru companii internationale fara a pardsi tara de origine, este o consecintd a
revolutiei digitale si platformizarii economiei.

Exodul virtual de creiere diferd de cel traditional prin natura sa virtuald, concentrandu-
se pe domenii precum tehnologia informatiei, programarea, designul grafic si
marketingul digital.

Companiile care adoptd munca remote se confruntd cu provocari specifice, cum ar fi
diferentele culturale, conformitatea cu legislatia locala, diferentele in fusurile orare,
managementul performantei la distanta si securitatea datelor.

Pentru a gestiona provocarile muncii remote, companiile investesc n tehnologii de
colaborare, dezvolta culturi organizationale care promoveaza diversitatea si adopta
strategii de recrutare adaptate la mediul virtual.

Fenomenul "exod virtual de creiere" a adus modificari semnificative pe piata muncii,
reflectdnd schimbarile in modul in care talentul este atras, retinut si gestionat Intr-un
mediu de lucru globalizat si digitalizat.
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Abstract: The extent of artificial intelligence can be realized by contributing to the scientific, technological,
economic and social development and progress of humanity. While Al is driving growth in many industries
and bringing economic benefits, it is causing deep disruption and structural transformations in the labor
market, in both positive and negative ways. We are witnessing the replacement of job roles by Al-driven
automation and a growing demand for professionals with Al expertise, new professions emerging that did not
exist before. On the other hand, the introduction of technologies leads to the reduction of middle-skilled
workers, increases the gap between low-wage and high-wage workers. Under these conditions, employees
and employers must adapt to these challenges in the labor market that produce changes in the occupational
structure by acquiring new skills.
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INTRODUCERE

Relevanta subiectului se datoreazd influentei utilizarii sistemelor de inteligenta
artificiald asupra pietei muncii, producand schimbari semnificative in cererea de personal
dar si a cerintelor fatd de angajati. Inteligenta artificialda (IA) are un impact transformator
asupra pietel muncii prin automatizarea proceselor, imbunatatirea procesului decizional si
deschiderea de noi oportunitati intr-0 varietate de industrii.

Odatd cu avansarea rapida a tehnologiilor digitale, IA influenteaza semnificativ
modul de desfasurare al activitatii profesionale a indivizilor. Adoptarea la scard largd a
tehnologiilor si sistemelor de IA ridica preocupari pe piata muncii, care sunt legate de
micsorarea cererii pentru unele profesii, aparitia de noi profesii, schimbarea structurii
ocupationale, modificarea profilurilor de competente la unele categorii de personal,
cresterea cerintelor de adaptibilitate a personalului, cerinte sporite pentru ,soft skills”,
cerere mare pentru specialisti cu dexteritate digitala.

Avansarea acceleratd la nivel global al sistemelor de IA reseteaza piata muncii prin
crearea de noi locuri de munca pentru tineri si persoane de inaltd calificare, intrucat
dezvoltarea si mentinerea sistemelor de IA necesitd o fortd de munca specializata si inalt
calificata. Aceasta stare de fapt, denota o crestere pentru profesionisti cu expertiza in 1A si
domenii conexe, precum stiinta datelor si invitarea automati. In acelasi timp, adoptarea pe
scara larga a tehnologiilor IA ridica preocupari privind inlocuirea locurilor de munca (unele
locuri de munca dispar si apar altele noi). In aceste conditii, se identific problema adaptarii
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la schimbarile de pe piata muncii prin dobandirea de noi abilitati, acceptarea Invatarii pe tot
parcursul vietii, perfectionarea si dezvoltarea continud a competentelor profesionale.

INTELIGENTA ARTIFICIALA

Inteligenta artificiald inseamnd capacitatea sistemelor inteligente de a executa
functii creative, care traditional sunt efectuate de catre om. Inteligenta artificiala se
prezintd drept o notiune interdisciplinard, avand mai multe sensuri. In Dictionarul
explicativ al limbii romane, IA este un domeniu al informaticii care dezvoltd sisteme
tehnice capabile sd rezolve probleme dificile de inteligenta umana [5]. Autorul P.H.
Winston defineste inteligenta artificiald “ca fiind studiul proceselor computationale care
permit perceptie, gandire si actiune” [19]. Intr-o alti defintie ,,Inteligenta artificiald este
acea activitate dedicata fabricarii masinilor inteligente, iar inteligenta este acea calitate care
permite unei entitati sd functioneze in mod adecvat si cu previziune In mediul sau” [12].
Printre primii care a incercat sa defineasca IA a fost Alan Turing, care 1n anii 1950 pentru a
raspunde la Intrebarea ce este un sistem ,,inteligent” creat de om, a prezentat o solutie:
»Dacd un ascultator nu poate spune dacd aude o conversatic umand sau una cu o masind,
atunci putem spune ca avem un sistem inteligent, sau inteligenta artificiala™ [8].

Termenul inteligenta artificiald este folosit pentru a descrie masinile care imita
functiile ,,cognitive”, pe care oamenii le asociazd cu mintea umana, cum ar fi ,,invatarea” si
»rezolvarea problemelor”. Capacititile masinilor moderne clasificate in general ca IA
includ intelegerea cu succes a vorbirii umane, concurenta in sistemele de joc strategice,
masini care opereaza in mod autonom, rutare inteligenta in retelele de livrare a continutului
si simulari militare [6, p. 47].

IA este de doud tipuri: software si Incorporatd. IA software include asistenti
virtuali, motoare de cdutare, sisteme de recunoastere faciald si vocald, programe
informatice care analizeazd imagini. IA incorporatd include robotii, dronele, masini
automate si internetul obiectelor. In functie de performanta sau de capacitatea de a realiza
diverse sarcini 1A poate fi:

IA traditionald poate efectua sarcini specifice pe seama unor algoritmi stabiliti,
reprezintd sisteme care nu pot invata din date, adica nu pot fi imbunatatite in timp.

Invitarea automati (machine learning), reprezinti un proces in care un program de
calculator se poate adapta independent si invdta din noile date.

IA conversationala permite masinilor sd inteleaga si sa rdspundad limbajului uman
intr-un mod asemanator omului, se utilizeaza pentru a crea sisteme interactive angajate in
dialog asemanator omului.

IGA (Inteligenta general artificiala) se referd la sisteme extrem de autonome, in
present ipotetice, care pot depdsi munca umand in cel mai valoros mod economic. Daca s-
ar realiza, AGI ar fi capabil sa inteleaga, sa invete, sd se adapteze si sa implementeze
cunostintele intr-o gama largd de sarcini.

IAG (Inteligenta artificiala generativd) — poate invéta din date si poate genera date,
utilizeaza tehnici de Invatare automatd, genereaza text asemanator omului si diferite tipuri
de date. Este utild In proiectarea asistentilor virtuali, care genereazd raspunsuri
asemanatoare oamenilor, Tn dezvoltarea jocurilor video, poate genera chiar date sintetice
pentru antrenarea altor modele di IA. Are un impact puternic asupra aplicatiilor de afaceri.
Poate stimula inovatia, poate automatiza sarcinile creative si poate oferi experiente
personalizate clientilor. Multe companii vad in IA generativd un instrument nou puternic
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pentru crearea de continut, rezolvarea problemelor complexe si transformarea modului in
care clientii si lucratorii interactioneaza cu tehnologia.

Sondajul global anual efectuat de McKincey privind starea actuald a inteligentei
artificiale denota o crestere a instrumentelor de IA generative.

Automatizarea si robotizarea 1n sfera activitatii economice, prin sporirea multipla a
productivitatii factorilor de productie si a produsului finit contribuie si accelereaza
cresterea economicd, creeazd noi posibilitdti pentru dezoltarea umand, influentand,
totodata, piata muncii prin deplasarea si substituirea fortei de munca.

In conditiile unor proiectii globale se estimeazi ci pand in 2030 cca. 70% din
companii vor utiliza cel putin o tehnologie IA (viziune computerizata, prelucrarea limbajului
natural, asistenti virtuali, automatizare/robotizare, machine learning), iar tehnologia va
genera rezultate economice aditionale de cca. 1.2% crestere anuald a PIB global [3].

Aparutd de la inceputuri drept o ramurd a informaticii, astdzi IA reprezintd un
domeniu multidisciplinar cu implicatii a economiei, psihologiei, ingineriei calculatoarelor,
lingvisticii, matematicii etc. cu influente reciproce, determinand si provoacand schimbari
in unele domenii de stiinte cu care se intersecteaza.

Avansarea fara precedent a tehnologiilor de varf in toate domeniile vietii (transport,
logisticd, medicina, comunicatii, sector militar, productie) nu a substituit forta de munca ca
factor de productie, ci a redefinit-o, crednd noi oportunititi de aplicatii intensive a
computerelor si tehnologiilor de varf [9].

IA este utilizata pe larg pe piata muncii, contribuind la transformari in majoritatea
industriilor. In domeniul sanatatii, prin IA cercetatorii analizeazd volume uriase de date
medicale pentru inovarea si perfectionarea diagnosticarii, spre exemplu un program de 1A
poate si recunoasci un atac de cord in timpul apelului de urgenti. In domeniul
transportului aerian se utilizeazd un sistem inteligent de organizare a navigarii, de
planificare a rutelor si de asigurare a functionmarii eficiente a navei aeriene. Fabricile
inteligente utilizeaza roboti in procesul de productie si optimizarea vanzarilor, in utilizarea
eficientd a resurselor umane si cresterea satisfactiei profesionale. Sisteme de inteligentd
artificiala sunt utilizate in banci pentru inlesnirea tranzactiilor financiare si inlaturarea
tranzactiilor ilicite. Utilizarea IA 1n agriculturd permite utilizarea la o scard mai redusa a
ingrasamintelor chimice, monitorizarea calitdtii solului, stabilirea cantitdtii necesare de
hrand pentru animale, modificarea geneticd a semintelor ca sd reziste in conditii de mediu
neprielnice. IA in educatie face ca Invatarea elevilor sd fie mai usoard, sa gdseasca mai
rapid informatia necesara la cateva click-uri distantd, aici adaugandu-se table inteligente,
software-uri de comunicare intre parinti si pedagogi. IA este folositd cu success in
domeniul resurselor umane, se automatizeaza sarcinile repetitive, procesul de recrutare,
evaluarea performantei, comunicarea internd si traininguri.

Aplicabilitatea IA in viata de zi cu zi se evidentiaza prin cumpardturile si
publicitatea online, cautari pe internet, asistenti personali digitali, traduceri automate, case
inteligente, securitatea cibernetica, reducerea dezinformarii (extragerea de falsuri de pe
retelele sociale prin aplicatii de inteligenta artificiald), detectarea si inldturarea conturilor
teroriste de pe platformele sociale etc.

IA accelereazd schimbul de profesii, creand noi locuri de muncd, in acest sens vom
preciza doud aspecte importante: inlocuirea fortei de munca (eliminarea sau reducerea locurilor
de muncad) si modificarea ponderii fortei de munca in valoarea adaugata a economiei [2].

IA este un domeniu dinamic si in evolutie rapidd, care cuprinde dezvoltarea de
sisteme software inteligente capabile sda indeplineasca sarcini, care necesitd in mod
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traditional inteligentd umana. Sistemele IA manipuleaza si analizeaza cantitati mari de date,
extragand informatii valoroase, care sporesc eficienta si inovatia afacerii. IA are potentialul
de a ne revolutiona viata si munca, de la automatizarea sarcinilor banale pana la crearea de
noi produse si servicii. Aplicatiile A sunt vaste si variate, de la masini cu conducere
autonoma si asistenti virtuali pana la diagnosticare medicala si analiza financiara.

Inteligenta artificiald vine s@ reseteze piata muncii prin utilizarea tot mai larga a
inteligentei artificiale generative, in rezultatul aplicarii careia se automatizeaza sarcinile
repetitive, are loc imbunatatirea procesului decizional uman si crearea de noi oportunitati
de angajare. Dupd cum am mentionat anterior, impactul asupra cresterii economice,
productivitatii si competitivitdtii este simtitor, insd aceste beneficii comporta provocari
structurale pe piata muncii.

Tn studiul McKencey (2023) se mentioneazi ci IA generativa si alte tehnologii
simulative comportd un potential de a automatiza circa 70% din activitdtile angajatilor,
care se datoreaza in principal posibilitatii IA generative de a intelege limbajul natural. In
rezultat, impactul inteligentei artificiale generative se resimte semnificativ in domeniile
ocupate in prezent de angajati cu un nivel educational peste medie. Potrivit analistilor
McKinsey, aproximativ jumadtate dintre activititile de lucru de astdzi ar putea fi
automatizate intre anii 2030 si 2060 [10].

Totusi, avantajul IA generative de a influenta cresterea productivitatii muncii de la
0,1 la 0,6% catre anul 2040 (in functie rata tehnologiilor adoptate) vine la pachet cu
necesitatea de a sprijini angajatii in tranzitia spre noi locuri de muncd, schimbarea
domeniilor de activitate, dezvoltarea de noi competente [10].

In conditiile create, se observa, ci transformdrile generate de IA la scard globali
exercitd o presiune tot mai mare asupra fortei de muncd, mai ales, cu referire la lucrétorii
bine platiti, ale caror activitati erau considerate relative imune la automatizare.

Era inteligentei artificiale generative abia incepe, iar primele studii de caz sunt
incurajatoare. Cu toate acestea, este necesar timp pentru a realiza o analiza comprehensiva
a beneficiilor aduse de aceasta tehnologie, iar autoritdtile publice si liderii de afaceri vor
trebui sd faca fatd unor provocari diverse, cum ar fi gestionarea impactului asupra fortei de
munca sau reorganizarea proceselor de afaceri.

In opinia noastra, polarizarea demonstreazi cel mai evident schimbirile in structura
pietei muncii influentata puternic de avansarile IA. Aceasta se explica prin cresterea
semnificativd a numadrului de lucrdtori cu inalta calificare si slaba calificare pe piata
muncii, $i In acelasi timp, printr-o scadere semnificativd a numarului de locuri de munca
care necesitd un nivel mediu de calificare. Aceasta inseamna cd potentialul pietei muncii
nu permite realizarea deplina a capitalului uman al unui numar de profesionisti angajati in
munca, care necesita calificdri de nivel mediu. Ca urmare, situatia ce se contureaza
conduce la o lipsa de oferta pe piata muncii si la deprecierea investitiilor intr-o serie de
profesii, care implica muncd manuala si semi-automatizata, dar necesitd un nivel suficient
de calificare si implicare, ceea ce duce la o scadere a veniturilor clasei de mijloc si o
reducere a bunastarii lor.

Amenintarea polarizarii pietei muncii din Republica Moldova, este asociata in primul
rand cu stabilitatea in sfera reinnoirii capitalului uman la nivel national. Importanta tot mai
mare a invatamantului superior si a competentelor specializate pe piata muncii au condus la o
piata a muncii polarizata, locurile de munca cu calificare inalta devin tot mai solicitate, iar
locurile de muncd cu salarii medii In scddere. Considerdm ca dezvoltarea invatamantului
secundar profesional si actualizarea programelor din punctul de vedere al tendintelor
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tehnologice moderne pot sprijini transformarea tehnologica a profesiilor aflate in pericol.
Prin urmare, o modalitate de a aborda polarizarea pietei muncii este de a investi in programe
de educatie si formare care 1i ajutd pe lucratorii sd dobandeasca abilitatile de care au nevoie
pentru a reusi in profesiile care sunt relevante pentru nivelurile date de tehnologie.

Recrutarea resurselor umane s-a transferat de ceva timp in zona online. Companiile
specializate in recrutare ofera soft-uri tip roboti pentru analiza datele candidatilor, precum
si a comportamentului acestora in timpul intervieverii (RPA-Robotic Process Automation).
Implicarea inteligentei artificiale In recrutare oferd posibilitate companiilor s analizeze
fluxuri de date in selectia celui mai optim candidat. Retelele si platformele sociale, precum
LinkedIn, Blog, Instagram, Facebook, Google+ au inceput sa fie utilizare pe larg de catre
companii Tn procesul de recrutare digital a resurselor umane.

Una dintre schimbdrile majore dintre care au intervenit pe piata muncii in ultimul
deceniu, tine de dezvoltarea masiva si avansareaa asa-numitei ,,Economie Gig” (Gig
economy), care se referd la angajarea resursei umane pe termen scurt, in realizarea unor
sarcini si proiecte concrete. Economia Gig readuce persoanele inactive, oferindu-le locuri
de muncd, cu referire si la persoanele, care au pierdut locuri de munca ca urmare al
impactului [A asupra pietei muncii, oferindu-le oportunitati de flexibilitate, diversificare si
avantaje financiare.

Prin urmare Economia Gig are un impact pozitiv asupra nivelului de activitate al
populatiei apte munca, idee sustinuta si de cercetatoarea D. Mulcahy, care mentioneaza ca
“prin intermediul economiei gig oamenii au acces la o varietate de oportunitati de munca,
care nu au fost disponibile 1n trecut, in acelasi timp, economia gig deschide usile cétre
piata persoanelor care nu au acces la piata traditionala a muncii” [11].

Mai multe companii internationale specializate in recrutarea personalului analizeaza
impactul A asupra pietei muncii, In acest sens Linkedin a evidentiat cinci tendinte de
dezvoltare a pietei muncii sub impactul aplicérii pe larg a A, dupd cum urmeaza [18]:

1. Automatizare si inlocuirea locurilor de munca.

Automatizarea proceselor de muncd prezintd motive de ingrijorare privind impactul
pe care il are asupra pietii muncii. Pe de o parte, creste productivitatea si eficienta, care se
soldeazad cu profituri mai mari pentru afaceri cu costuri mai mici; Automatizarea creeaza,
not oportunitati de munca, cum ar fi rezolvarea de probleme, gandirea critica si comunicarea.
Pe de alta parte, se inregistreaza pierderi semnificative de locuri de munca si scaderi ale
salariilor. Pentru a atenua aceste efecte, lucratorii trebuie sa-si dezvolte noi abilitdti si sa se
adapteze la cele mai noi tehnologii pentru a ramane competitivi pe piata muncii.

Automatizarea locurilor de munca slab calificate a devenit o problema critica in era
inteligentei artificiale. Pentru a reduce impactul automatizarii asupra acestor categorii de
lucratori, este imperativ sa se asigure accesul la formare si educatie, sd se investeasca in
programe de recalificare, care sd echipeze lucratorii cu abilitatile de care au nevoie pentru
a reusi intr-o economie in evolutie.

2. Cresterea tehnologiilor bazate pe IA si impactul lor asupra crearii de locuri de
muncad

Se asteaptd ca inteligenta artificiald sd revolutioneze piata muncii prin incurajarea

inovatiei si a cresterii in diverse industrii, cum ar fi sandtatea, finantele si educatia.

Tehnologiile bazate pe inteligenta artificiald, cum ar fi procesarea limbajului natural si

viziunea computerizata, deschid calea pentru colaborarea om-masina, ceea ce duce la noi

oportunitati de angajare. Sistemele de asistentd medicala bazate pe inteligentd artificiald
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pot ajuta medicii sa diagnosticheze si sa trateze pacientii mai precis si mai eficient, in timp
ce sistemele financiare bazate pe inteligentd artificiala pot ajuta bancile si institutiile
financiare si ia decizii de investitii mai bune. In plus, tehnologiile bazate pe inteligenta
artificiald pot contribui la reducerea decalajului de competente, oferind oportunitati de
formare si perfectionare pentru lucratori.

Totodatd, tehnologiile bazate pe inteligenta artificiald creaza pe piata muncii o
varietate de noi profesii (noi roluri de munca), cum ar fi analisti de date, ingineri de
invdtare automatd si eticieni in inteligenta artificiala. Pentru a se distinge in aceste noi
profesii, indivizii trebuie sa posede un amestec interdisciplinar de abilitdti tehnice si soft,
cum ar fi comunicarea si creativitatea. Companiile trebuie sa se adapteze si sa Imbratiseze
aceste noi tehnologii pentru a riméane competitive intr-un peisaj in continua schimbare. In
plus, crearea de noi roluri de munca prezintd oportunitdti interesante pentru persoanele,
care doresc sa intre In industria tehnologiei sau sa-si extinda setul de abilitati.

Se resimte mai puternic impactul IA asupra locurilor de munca de 1nalta calificare
prin faptul ca sarcinile banale se automatizeaza, iar locurile de munca cu inalta calificare se
imbunatatesc. Este esential sd recunoastem potentialul IA de a transforma piata muncii,
deoarece unele locuri de muncd pot deveni invechite, altele vor fi redefinite si vor aparea
noi oportunitdti. Pentru a crea o fortd de muncd mai eficientd si mai productiva, este
esential sa Tmbratisdm IA si potentialul acesteia de a spori capacitatile umane. Acest lucru
va imbunatati calitatea muncii. Procedand astfel, putem crea o fortd de muncd mai eficienta
si mai productiva, care valorifica punctele forte ale oamenilor si ale masinilor.

3. Perfectionarea i recalificarea pentru piata muncii bazata pe inteligenta artificiala

In timp ce piata muncii evolueaza continuu si este bazati pe IA, tot mai important este
ca lucratorii sa accepte perfectionarea si recalificarea, ca sa ramana competitivi si relevanti in
economia bazati pe IA. Imbunititirea competentelor implici imbunatatirea abilitatilor si
cunostintelor existente, In timp ce recalificarea implica Invatarea abilitatilor actualizate.
Abilitatile soft, cum ar fi comunicarea si rezolvarea problemelor, sunt, de asemenea, esentiale
pentru succesul intr-o economie bazata pe inteligenta artificiala, or angajatorii cauta din ce in
ce mai mult sd angajeze lucratori cu abilitdti tehnice si soft (hard skill si soft skill).

In aceste conditii intervine necesitatea programelor de instruire pentru piata muncii
bazatd pe inteligenta artificiala, dat fiind faptul cd nevoia de competente legate de IA este
in crestere. Universitatile si scolile tehnice au dezvoltat programe de studii specializate
axate pe IA si domenii conexe, iar organizatiile ofera programe de formare si certificari in
domenii precum analiza datelor, invatarea automata si programare.

4. Tendinte emergente in viitorul muncii

Inteligenta artificiald si alte tehnologii de ultimd ord modeleazd viitorul muncii.
Este posibil ca automatizarea sd inlocuiascd locurile de munca traditionale, in timp ce
Economia Gig castigd avant datorita flexibilitdtii si autonomiei mai mari. De asemenea,
inainteaza si accelereazd munca la distanta, datoritd progreselor tehnologice, facilitand
colaborarea si comunicarea lucrétorilor de oriunde in lume.

Inteligenta artificiala va deveni un factor cheie In viitorul muncii, deoarece va
permite companiilor sa automatizeze sarcinile banale si sa ofere informatii bazate pe date.
Chatbot-urile bazate pe inteligenta artificiald pot gestiona intrebarile si reclamatiile
clientilor, eliberdnd resursele umane pentru a se concentra pe sarcini mai complexe. De
asemenea, inteligenta artificiala va Tmbundtati performanta angajatilor prin analiza datelor
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si furnizarea de programe de formare personalizate, imbunatatind productivitatea,
satisfactia Tn munca si ratele de retinere.

5. Provocari si oportunitati pentru viitorul lucrului cu Al

IA la locul de munca are potentialul de a revolutiona munca, dar nu este lipsita de
provocari. Deplasarea locurilor de munca poate fi una dintre cele mai importante provocari.
Cu toate acestea, poate conduce si la crearea de noi locuri de muncd in domenii precum
analiza datelor, Invatarea automata si dezvoltarea Al Pentru a se adapta la aceste schimbatri,
atat angajatorii, cat si angajatii trebuie sd fie pregatiti sa accepte schimbarea. Angajatorii
trebuie sa investeasca in formarea si imbunatatirea fortei de munca pentru a se asigura ca
sunt echipati de a tine piept schimbarilor si a face fata cerintelor la locul de munca bazate pe
inteligenta artificiald, in timp ce angajatii trebuie sd achizitioneze noi abilitati actualizate si
sa-si asume roluri provocatoare pentru a ramane relevanti pe piata muncii.

Astfel, tendintele care se proiecteaza pe piata muncii bazatd pe IA evidentiaza
importanta soft skill-urilor si ale hard skill-urilor in procesul de acomodare ale lucratorilor
si angajatorilor la noile conditii proiectate pe piata muncii de catre sistemele de IA.

Soft skill-urile sunt abilitati interpersonale, care ajuta la adaptarea si interactionarea cu
alte persoane. Printre cele mai importante se contureaza comunicarea, empatia si creativitatea.
Comunicarea eficientd reprezintd un soft skill esential, deoarece lucratorii trebuie
sd poatd sa comunice eficient atat cu colegii, cat si cu clientii. Empatia, se prezinta la fel
de necesara, deoarece lucratorii care pot intelege si pot relationa cu clientii au sanse mai
mari sd reuseascd. Capacitatea de a gandi creativ si de a gasi solutii inovatoare in
rezolvarea problemelor reprezinta un alt soft skill din ce in ce mai cadutat pe piata muncii
bazatd pe inteligenta artificiala. Soft skill-urile sunt considerate trasaturi de caracter sau

.....

abilitati interpersonale, care ajutd resursele umane sa se adapteze, sa interactioneze si sa
poatd lucre in echipa.

Nu vom trece cu vederea si un alt soft skiil ce tine de managementul timpului,
estimat de angajatori, care apreciaza abilitatea angajatilor de a gestional cat mai eficient
timpul. Angajatii trebuie sa reuseasca sa termine sarcinile in timpul programului de lucru.

Etica la locul de munca - un soft skill care presupune integritate si profesionalism,
responsabilitate in relatiile cu colegii si cu clientii, respectarea culturii organizationale a
companiel. S1 atentia la detalii, constituie un soft skill de top, mult apreciat de angajatori,
care poate ajuta la Inlaturarea unor erori sau greseli.

Spre deosebire de soft skill-uri, hard skill-urile sunt abilitati tehnice masurabile,
vizibile, care se invata, cu alte cuvinte reprezinta competente de care personalul are nevoie
ca sa-si desfasoare activitatea, aceste abilitdti tin de calificarea profesionald si se cultiva
prin practica.

Aceste doud tipuri de aptitudini personale analizate, hard si soft, formeaza
impreund competentele profesionale. Aptitudinile hard ajuta la obtinerea unui loc de
muncd, iar cele soft — la mentinea si pastrarea acestuia. Atunci cand persoana intrd pe piata
muncii, de cele mai multe ori, isi prezinta hard skill-urile, de aceea educatia si formarea
profesionald se concentreazi mai mult pe formarea acestor abilititi. In acest sens,
subliniem cd 1n procesul de pregatire al specialistilor se ignora abilitdtile soft, accentul
fiind pus mai mult pe pregitirea specialitatii. In aceste conditii, persoanele prezinta hard
skill-uri performante la angajare, dar faptul ca nu tot timpul posedd un set necesar de
abilitati soft, chiar dacd sunt experti in profesia pe care o exercitd, nu prea au sanse de a
avansa 1n carierd, deoarece nu poseda competente de relationare.
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In aceasta ordine de idei, mentionim importanta ambelor tipuri de skill-uri, care
reprezintd avantaje puternice pe piata muncii dominate de IA. In baza studiilor bazate pe
sinteza materialelor publicate pe platforme online care intermediaza angajare si recrutare in
campul muncii, evidentiem cele mai semnificative avantaje ale skill-urilor pe piata muncii
dominate de IA.

Avantajele posedarii hard skill-urilor:

1) Competente specializate: cunoasterea aptitudinilor hard permite obtinerea de
competente specializate intr-un domeniu specific, cum ar fi programarea, ingineria,
contabilitatea.

2) Demnitate profesionala: abilitati tehnice si incredere in abordarea sarcinilor
complexe.

3) Cerinta pe piata muncii: candidatii cu aptitudini hard sunt mai solicitati pe piata
muncii, beneficiaza de oportunitdti mai mari la angajare si avansare In cariera.

4) Precizie si eficienta: abilitatile hard asigurd precizie si eficientd in realizarea
sarcinilor, contribuind la rezolvarea problemelor, intr-un mod concret si practic.

Avantajele cunoasterii soft skill-urilor:

1) Flexibilitate si adaptabilitate in fata schimbarilor si a cerintelor variate ale mediului
de lucru;

2) Comunicarea eficienta faciliteaza relatiile interpersonale sanatoase si constructive;

3) Managementul conflictelor, aptitudinile soft dezvoltd abilitati de gestionare a
conflictelor, solutionare a problemelor, contribuind la un mediu de lucru armonios.

Potrivit sursei Global Manager.ro, cele mai cautate hard skill-uri pe piata muncii
bazatd pe inteligenta artificiala din Romania sunt: Computer skills (Outlook, Microsoft
Word, Microsoft Excel, PowerPoint) - 88%; Limbaje de programare (Java, C++, Smalltalk,
PHP, .NET) -41%; Cunostintele de limbi straine — 41%, Project Management (Waterfall,
Agile, SCRUM Methodology, Business analysis knowledge, certificari PMP, PRINCE
etc.) — 29% [7].

Aceiasi sursa citatd relateaza despre cele mai cautate competente soft pe piata fortei
de munca din Romaénia, dupa cum urmeaza: Capacitatea de adaptare la diferite sarcini si de
a gasi solutii inovatoare — 59%; Abilitatea de a lucra in medii culturale diverse — 59%;
Intelegerea sarcinilor si orientarea citre rezultate — 41%; Agilitatea in invitare — 41%;
Flexibilitatea cognitivd — abilitatea unei persoane de a se gandi la mai multe concepte
simultan — 29%; Abilitatea de a actiona intr-un mediu de business cu un nivel de
previzibilitate mai scazut — 29 % [7].

Potrivit unui studiu al ANOFM [1] angajatorii din Republica Moldova se confrunta
cu lipsa competentelor necesare in randul angajatilor, factor ce influenteaza negativ
activitatea agentilor economici. Se reclama lipsa urmatoarelor competente profesionale:

a. Cunostinte si competente profesionale specifice locului de munca (hard skill);

b. Competente de a invata sa inveti (dorinta de invata lucruri noi) (soft skill);

c. Competente lingvistice in limba materna (abilitatea de a citi si Intelege, precum si
de a scrie la un nivel relevant pentru locul de munca) (soft skill);

d. Competente digitale de operare a calculatorului pentru slujbasi (hard skill);

e. Competente sociale si civice (de comunicare si lucru in echipa) pentru muncitori

(soft skill).
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Rezultatele studiului sugereaza idea ca politicile educationale si de formare din tara
noastrd ar trebui sa se axeze si pe dezvoltarea competentelor, avand 1n vedere cererea de
competente de pe piata muncii autohtone [1].

Desi utilizate pe larg in diferite sectoare ale economiei, sistemele de IA nu sunt
reglementate adecvat, cu toate ca la nivel global si regional se depun eforturi in acest sens.
In conditiile evolutiei accelerate a utilizarii IA in economie la scard globala apare
necesitatea adoptarii unor masuri si politici strategice privind evidentierea si valorificarea
potentialului inovativ al A, precum si gestionarea riscurilor pe care le comporta evolutia
IA, fie sub forma de mecanisme juridice, standarde de bune practici, tratate obligatorii.

La nivelul statelor UE deja s-au intreprins si continua sa se intreprinda masuri de
reglamentare a [A. Astfel, politicile si documentele strategice europene privind IA pe linia
consolidarii capacitatii tehnologice si industriale a UE, pregatirea pentru schimbarile
generate de A, asigurarea unui cadru etic si juridic adecvat si urmarirea unei abordari
unitare la nivelul UE se regasesc in urmatoarele documente reglamentare la nivelul UE:

— Strategia europeana privind IA din aprilie 2018 (COM(2018)237)

— Inteligenta artificiala pentru Europa (SWD(2018)137)

— Cartea alba privind Inteligenta Artificiala (2020)

— Comunicarea CE privind datele, 2020 (COM (2020) 66)

— Planul coordonat privind inteligenta artificiala - Al Act din aprilie 2021

— Planul de actiune pentru educatia digitala 2021-2027 ((COM(2020) 0624)

In aceste documente, inteligenta artificiala este prezentata drept o dimensiune cheie
care aduce beneficii in multe sectoare de activitate pe piata comunitara. In acelasi timp, se
subliniazd ca UE doreste sa aiba pe piata sisteme de IA sigure si conforme cu legislatia
aplicabild privind drepturile fundamentale si valorile UE.

In documentele la care ne-am referit mai sus, distingem imbunititirea si obtinerea
de noi competente, care includ oportunitati de formare, identificarea locurilor de munca,
elaborarea strategiilor nationale In materie de competente, adaptarea cerintele si
exigentelor viitoare in procesul de formare profesionala (,,meserii ale viitorului”),
cooperare Intre institutiile de invatdmant superior si cercetare-dezvoltare etc. Totodata,
sunt concretizate sectoarele prioritare pentru adoptarea 1A in statele UE: transporturile,
asistenta medicald si industria prelucratoare. O importantd in crestere este acordatd
finantarii investitiilor In IA, Incepand cu introducerea domeniului in cadrul Programelor
Orizont 2020 si Europa Digitala.

In aprilie 2021, Comisia Europeani a publicat propunerea de cadru juridic privind
inteligenta artificiald, denumit la aceasta etapa ,,.Legea privind inteligenta artificiald”,
aceasta stabileste aspectele inteligentei artificiale care trebuie sd fie reglementate,
categorisind practicile de inteligentd artificiala interzise, cum ar fi sistemele care
manipuleazd persoanele prin tehnici subtile si influenteazda oamenii la nivelul
subconstientului sau cele care utilizeaza tehnici de punctare a comportamentului social [4].

In Republica Moldova, IA este mentionati doar in Strategia nationali de dezvoltare
»Moldova 20307, aprobatd de guvern in anul 2018, care prevede ca actiune prioritard
»elaborarea si adoptarea activad a tehnologiilor avansate (blockchain, inteligentd artificiala
si algoritmi de invatare asistatd de calculator) pentru a spori transparenta, integritatea si
trasabilitatea activitatii autoritatilor publice si managementului public, cu un accent special
pe sistemul finantelor publice, administrarea proprietdtii publice si achizitiile publice” [15].
Cu toate acestea, in tara noastrd deja existd un mediu favorabil pentru dezvoltarea si
implementarea ecosistemelor inteligentei artificiale, chiar daca nu este incd elaborata o
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strategie nationald in domeniul IA. Faptul cd Moldova este pregatita pentru aplicarea IA se
confirma de catre indexul produs de Oxford Insights [13], care claseaza Moldova undeva la
mijloc (locul 80 din 171 de tari). Indexul se bazeaza pe trei piloni: (1) guvernul; (2) datele
si infrastructura si (3) sectorul tehnologiei. In cadrul fiecirui pilon, indexul evalueazi
existenta conditiilor favorabile pentru inteligenta artificiald, cum ar fi disponibilitatea
datelor, a infrastructurii pentru capabilitati digitale sau a capitalului uman [13].

CONCLUZII

Impactul IA asupra pietii muncii este incontestabil, pe de o parte produce provocari
si presiuni pe piata muncii, iar pe de altd parte, prezintd oportunititi pentru persoanele
aflate in cadutarea unui loc de munca si angajatorii dispusi sa se adapteze. Reusita de a
rezita la schimbarile ce intervi rezultd din flexibilitatea angajtilor si angajatorilor de a fi
capabili sd-si actualizeze continuu abilitatile si sd imbratiseze cele mai noi tehnologii.
Totodata, angajatorii trebuie sa investeasca in formarea angajatilor, pentru a se asigura ca
au abilitatile necesare pentru a prospera la locul de munca bazat pe inteligenta artificiala.

IA are un impact transformator asupra pietii muncii prin automatizarea proceselor,
imbunatatirea procesului decizional si deschiderea de noi oportunitdti intr-0 varietate de
industrii. Automatizarea contribuie la cresterea productivitatii, dar comporta dezavantaje,
inclusiv pierderea locurilor de muncd de cétre indivizii, care nu sunt dispusi sau nu pot sa
se adapteze. Imbunititirea competentelor si imbratisarea noilor responsabilititi pe care IA
le oferd este o cerinta inaintata lucratorilor care doresc s se adapteze.

Intrucat, IA promoveazi inovatia, persoanele au nevoie de abilititi tehnice (hard
skill) si abilitdti soft (soft skill) pentru a reusi in profesie, deoarece, succesul Tntr-o
economie bazatd pe inteligentd artificiala necesitd atat perfectionare, cét si recalificare.
Pentru a reusi pe o piatd a fortei de muncd in schimbare, programele de formare si
dezvoltarea competentelor soft sunt esentiale.

VVom puncta efectele utilizarii pe larg a sistemelor de inteligenta artificiald in toate
ramurile asupra pietii muncii:

1. TA influenteaza semnificativ  modul in care angajatii desfasoara activitatea
profesionald. Masinile si software-urile alimentate de 1A Tnlocuiesc munca manuala
in diverse industrii, determinind scaderea anumitor oportunitati de munca. Are loc
schimbarea de sarcini. Aceasta tendintd se mentine pe masurd ce [A devine mai
sofisticata si capabila.

2. Se formeaza o cerere crescutd pentru profesionisti cu expertiza in IA si domenii
conexe (invatarea automata, stiinta datelor).

3. IA imbunatateste capacitatea de munca umana si productivitatea, datoritd faptului
ca poate oferi informatii valoroase si asista procesele decizionale.

4. Are loc inlocuirea locurilor de munca, eliminarea celor vechi si aparitia altor noi.
Pentru a suporta aceastd presiune este necesar ca indivizii sd se adapteze la
schimbdrile de pe piata muncii prin dobandirea de noi abilitati si sd accepte
invatarea continud pe tot parcursul vietii. Guvernele si organizatiile ar trebui, de
asemenea, sd investeascd in programe de reantrenare si sa creeze un mediu care
sustine tranzitia cdtre o economie condusd de TA.

5. Apar unele comprimari ale pietei muncii si a gradului de ocupare, deoarece sunt
necesare alte abilitati si performante profesionale ale lucratorilor si o flexibilitate
mult mai mare a managementului organizatiilor.
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6. IA redefineste spatiile sau mediile de lucru, care necesitd un grad inalt de
alfabetizare digitala a populatiei.

7. S-a observat ca existd o legaturd intre procesul de utilizare largd a IA si gradul de
ocupare. Pe de o parte, inovarea de proces poate conduce la reducerea locurilor de
munca pe seama cresterii productivitatii, iar pe de altd parte, inovarea de produs
conduce la un efect invers — nevoia de noi locuri de munca, aceasta situatie se
explicd prin faptul cd noile produse implicd o diversificare si o crestere a
productiei, respectiv si a cererii. Astfel, putem considera cd somajul cunoaste
fluctuatii mai mari sau mai mici, in dependentd de inovatiile tehnologice utilizate,
deoarece lansarea de noi produse determind cresterea numarului de consumatori, si
respectiv a numarului locurilor de munca din ce in ce mai calificate.

Suntem inca la o faza incipientd pentru a intelege potentialul si impactul 1A asupra

economiei in Intregime, precum si asupra pietii muncii. Consideram oportun promovarea
unui dialog social intre toate partile implicate — cercetatori, factori de decizie, reprezentanti
ai mediului de afaceri, reprezentanti ai sindicatelor, politicieni privind beneficiile,
oportunitatile, dar si amenintarile [A.

Cel putin, societatea nu trebuie sa aiba o atitudine pasiva fatd de IA, pentru ca

viteza cu care avanseaza tehnologia provoaca perturbari semnificative pe piata muncii, dar
si la nivel de societate Tn Tntregime.
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Abstract: This article presents changes in the demographic sphere of the Republic of Moldova, their impact
on the economic security of the country as a whole. The most serious threat to the country's economic
security is that as the population structure changes as the workforce shrinks (a shrinking and aging
population) and welfare costs increase for needy citizens, the economy may slow. The Republic of Moldova
at this stage is experiencing problems in the demographic sphere, which reduces the level of economic
security. The article presented the main trends in the demographic sphere and their impact on the economic
security of the country. Statistical indicators of demographic processes in the Republic of Moldova were
analyzed, and conclusions were drawn that in the Republic of Moldova there is a trend towards a decrease in
the birth rate, population size, an increase in mortality, and an increase in emigration , which reduces the
level of economic development. In this regard, it is necessary to take effective measures to improve the level
and quality of life of the population of the Republic of Moldova.
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INTRODUCERE

Situatia demografica este un factor important in dezvoltarea oricarei tari, deoarece
problemele din acest domeniu pot afecta semnificativ economia in ansamblu, piata muncii,
sistemul de pensii si sfera sociald din orice tard. Fertilitatea, mortalitatea, schimbarile
demografice, compozitia societdtii, imbdtranirea si migratia sunt importante pentru
intelegerea modului in care un guvern ar trebui sa utilizeze resursele limitate cel mai
eficient din perspectivda economica.

Tn ultimii ani, procesele demografice au trezit un interes sporit n randul oamenilor
de stiintd, deoarece, pe de o parte, natalitatea tarii este sub nivelul de Inlocuire, pe de altd
parte, speranta de viatd a crescut si continua sa creascad - un fenomen numit ,,societate de
imbatranire”. Toate acestea afecteaza reducerea resurselor de muncad din tard, ceea ce
reprezintd o amenintare la adresa securitdtii economice. Prin urmare, rezolvarea
problemelor demografice este de importantd majora.

Scopul cercetarii a fost de a analiza principalele tendinte din sfera demografica
Republicii Moldova. Pentru a atinge acest obiectiv, au fost analizati indicatorii demografici
al Republicii Moldova in ultimii ani, au fost identificate problemele si formulate concluzii
cu privire la rezolvarea acestor probleme.

Pentru a analiza sfera demograficd a Republicii Moldova, am selectat urmatorii
indicatori: dinamica populatiei, dinamica fertilititii si mortalitdtii, cresterea naturala a
populatiei si declinul, dinamica migratiei internationale, dinamica structurii populatieli,
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dinamica casatoriilor si divorturilor, speranta de viatd la nastere in Republica Moldova, si
in unele tari dezvoltate.

ANALIZA SI INTERPRETAREA REZULTATELOR

Factorul demografic este unul dintre factorii cheie in asigurarea securitdtii economice
a tarii. Populatia nu este niciodatd staticd; ea creste sau se contractd ca urmare a
interactiunii dintre fertilitate, mortalitate si migratie. Intelegerea cauzelor si consecintelor
dinamicii demografice a populatiei si prognoza acesteia ne permit sa fie luate deciziile
corecte Tn dezvoltarea socio-economica a tarii.

Procesele demografice sunt influentate de socuri economice, evenimente politice,
crizelor de guvernare, schimbari in viziunea asupra lumii (de exemplu, unul dintre
motivele scaderii natalitatii este ca cetatenii abandoneaza copiii pentru ca prefera cariera),
crestere si bundstare materiala.

Tarile pot avea diverse aspecte ale securitatii demografice. Principalele amenintari
demografice pot fi sistematizate astfel: dimensiunea populatiei, distributia populatiei,
structura populatiei, miscarea naturald a populatiei, miscarea migrationald a populatiei,
reproducerea populatiei.

Dimensiunea populatiei include astfel de indicatori ca:

— depopularea;
— cresterea excesiva a numarului de locuitori;
— densitate mica sau mare a populatiei etc.
Distributia populatiei se caracterizeaza prin:
— disproportionalitatea distributiei teritoriale a rezidentilor;
— discrepanta intre distributia efectiva a populatiei si obiectivele strategice ale
dezvoltarii socio-economice a statului;
— atenuarea si micsorarea populatiei rurale etc.
Structura populatiei se refera la:
— Imbatranirea populatiei;
— disproportionalitatea componentei pe sexe a populatiei;
— modificdri negative in componenta familiilor;
— schimbarea proportiilor etnice (rasiale, nationale, religioase si lingvistice) ale
populatiei etc.
Miscarea naturala a populatiei Se poate caracteriza prin:
— natalitatea scdzuta sau excesiv de mare a populatiei;
— rata mare de mortalitate;
— cresterea (scaderea) naturala negativa a populatiei;
— cresterea ratei divorturilor a populatiei etc.
Miscarea migrationala a populatiei include astfel de indicatori ca:
— 1iesirea rezidentilor 1n alte regiuni sau in afara tarii,
— afluxul excesiv de migranti;
— migratia ilegala;
— cresterea (scdderea) migratiei populatiei;
— fluxurile de migratie interna nu corespund obiectivelor strategice ale dezvoltarii
socio-economice a statului etc.
Reproducerea populatiei se poate caracteriza prin:
— speranta de viata scdzuta a populatiei;
— pierderi mari in reproducerea populatiei din cauza mortalitatii etc.
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Securitatea demograficd a oricarei tari din lume este determinatd nu numai de
procesele demografice care au loc in aceasta, ci si de procesele demografice care au loc in
afara granitelor acesteia (in statele, regiunile invecinate etc.).

Influenta demografiei asupra securitatii economice a unei tiri se exprima in
urmatoarele trei aspecte principale:

Tn primul rand, situatia demografica afecteazi semnificativ oferta de munca.

Tn al doilea rand, demografia influenteaza consumul de bunuri si servicii de citre
populatie, datoritd influentei sale asupra formarii cererii in sectoarele de alimente interne
si de import.

Tn al treilea rand, o scadere a populatiei in varstd de munca duce la cote mai mari
atat ale impozitelor, cat si ale contributiilor de asigurari sociale (pentru a oferi beneficii
sociale si plati de pensii). Ca urmare, pe masurd ce ratele cresc, costul bunurilor si
serviciilor creste, competitivitatea produselor interne scade, iar cotele de impozitare
ridicate reduc stimulentele de a munci si, in consecinta, incetinesc cresterea economica.

Se remarca impactul problemelor din sfera demografica asupra structurii societatii:
cu o penurie de muncitori, tarile trebuie sd creascd migratia, migranti din alte tari, care
inlocuieste populatia indigena si care poate provoca probleme interculturale, interetnice.

De aceea trebuie rezolvate problemele demografice. Politica demografica are ca
scop reglarea si stimularea cresterii naturale si a migratiei si a sperantei de viatd a
populatiei, tindnd cont de necesitatea imbunatatirii calitatii vietii.

In unele cercetiri se remarci sciderea populatiei in majoritatea tarilor din Europa
Centrala si de Est, atat din cauza scaderii fertilitatii, cat si in urma migratiei (Fihel, Okdlski,
2019). Republica Moldova este una din cele mai afectate tari din regiune, populatia careia,
catre anul 2050, poate sa se micsoreze cu 44,2%, cauza principala fiind migratia in masa.
Conform prognozelor demografice elaborate de Centrul de Cercetari Demografice pentru
anii 2019-2040 in baza datelor cu privire la populatia cu resedinta obisnuita a Republicii
Moldova in deceniile viitoare declinul demografic va continua cu ritmuri rapide, scaderea
anuald, conform scenariului scdzut, se va majora de la 1,6% pana la 2,3%, numarul
populatiei micsorandu-se pana la 1754,6 mii (cu 34,5%) catre anul 2040 [1].

Vom analiza unii indicatori a schimbdrilor demografice in Republica Moldova.

Numadrul preliminar al populatiei cu resedinta obisnuita

Numarul preliminar al populatiei cu resedinta obisnuita Tn Republica Moldova, la 1
ianuarie 2023, a constituit 2,5 milioane persoane, in scadere cu 52,3 mii persoane (sau cu
2,0% fata de inceputul anului precedent), ceea ce confirma o tendinta clara de micsorare a
efectivului populatiei [4].

Tabelul 1. Populatia cu resedinta obisnuita in Republica Moldova, la 1 ianuarie

2020 2021 2022 2023
Total populatie, persoane, mii
inclusiv pe grupe de varsta, in %: 2643,7 2626,6 2565,0 2512,8
0-14 18,5 18,4 18,3 18,1
15-59 59,8 59,3 58,7 58,1
60-79 19,3 20,0 20,6 21,4
80+ 2,4 2,3 2,4 2,4

Sursa: Biroul National de statistica https://statistica.gov.md/
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Pani in 2018, sciderea naturala a populatiei a fost nesemnificativa. incepand cu 2018,
numarul deceselor a depasit numarul nascutilor-vii, diferenfa majorandu-se pana in 2021,
ajungand la 16,1 mii persoane, iar in 2022, aceasta s-a redus la 9,2 mii de persoane [4].

Migratia netd (diferenta dintre imigranti si emigranti) rimane negativa. In anul 2022, au
iesit din tara cu 43 mii de persoane mai mult, decat au venit, fatd de 45 mii in anul 2021 [4].

Tendinta de reducere a populatiei tarii s-a pastrat si in anul 2022. Factorii care au
influentat declinul populatiei au fost atdt migratia internationald, cat si sporul natural
negativ al populatiei .
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Figura 1. Tendinte demografice, mii persoane
Sursa: Moldova 1n cifre https://statistica.gov.md

Miscarea naturala
Tn 2022, in Republica Moldova s-au nascut 27,0 mii copii, fiind in descrestere cu 2,4

mii copii (sau cu 8,1%) fatd de anul 2021. Numarul mediu de copii per femeie de varsta
fertild, in 2022 a constituit 1,69, fiind in scadere fata de anul 2018, unde valoarea a fost de
1,78 copii per femeie[4].

Numarul femeilor de varsta fertila (15-49 de ani) a fost in continud scadere, cu 142
mii Tn ultimii 9 ani.

Tn anul 2022 s-a inregistrat cel mai mic numar de decese comparativ cu ultimii ani,
fiind 1n descrestere cu 9305 persoane (20,5%) fata de anul precedent.

In anul 2022 s-au inregistrat 18157 casatorii si 9565 divorturi, din total cupluri
casatorite, 52,6% divorteaza [4].
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Tabelul 2. Indicatori demografici

2019 2020 2021 2022

Speranta de viata la nastere, ani

barbati 66,8 66,0 65,2 67,2

femei 75,2 73,9 73,0 75,7
Rata totala de fertilitate, per femeie 1,78 1,76 1,75 1,69
Varsta medie la prima césatorie, ani

barbati 28,9 27,8 29,4 29,4

femei 26,0 25,4 25,5 26,4
Casatorii, la 1000 locuitori 7,6 59 7,8 7,2
Divorturi, la 1000 locuitori 4,0 3,3 3,8 3,8
Nascuti-vii, la 1000 locuitori 12,2 11,7 11,3 10,6
Decedati, la 1000 locuitori 13,7 15,4 17,5 14,2
Mortalitatea infantile, la 1000 nascuti-vii 8,4 8,7 8,5 9,0
Mortalitatea copiilor sub 5 ani, la 1000 nascuti-vii 9,9 10,4 9,8 10,3

Source: Moldova in cifre https://statistica.gov.md

Populatia varstnica

Numarul persoanelor varstnice (60 ani si peste) la 100 locuitori din Moldova
inregistreaza o tendintd de crestere continud de la an la an. Populatia varstnica creste atat in
termeni absoluti, cét si relativi.

Tn Republica Moldova, la inceputul anului 2023 locuiau 598,3 mii de persoane in varsta
de 60 ani si peste, ceea ce constituie 23,8% din totalul populatiei cu resedintd obisnuitd. Din
numarul total al varstnicilor, 359,7 mii de persoane erau femei (sau 60,1%), fiecare a treia
persoana avea varsta cuprinsa intre 60-64 ani (32,6%) (figura 3). Ponderea persoanelor in
varsti de peste 60 ani este in crestere continui. In ultimii cinci ani a crescut cel mai mult
ponderea varstnicilor din grupul de varsta de 70-74 de ani — cu 8,5 puncte procentuale (de la
13,6%, la inceputul anului 2019 pana la 22,1% la inceputul anului 2023) [7].
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Figura 2. Populatia varstnica pe grupe de varsta, la 1 ianuarie 2019
Source: Biroul National de statistica https://statistica.gov.md/
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Figura 3. Populatia varstnica pe grupe de varsta, la 1 ianuarie 2023
Source: Biroul National de statistica https://statistica.gov.md/

Coeficientul de imbatrdnire al populatiei

La inceputul anului 2023, coeficientul de imbatranire a populatiei (numarul
persoanelor in varstd de 60 ani si peste la 100 locuitori) a constituit 23,8%, ceea ce

corespunde unui nivel inalt de imbatranire demografica. Comparativ cu inceputul anului
2019 acesta a Tnregistrat 0 majorare cu 3,0 puncte procentuale.

Diferente se constatd si in repartizarea pe sexe, coeficientul imbatranirii populatiei

feminine la inceputul anului 2023 fiind cu 7,0 puncte procentuale mai inalt fata de cel al
barbatilor si a constituit 27,1% comparativ cu 20,1% in cazul barbatilor [7].
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Figura 4.Coeficientul de imbéatranire al populatiei pe sexe, la 1 ianuarie 2023
Source: Biroul National de statistica https://statistica.gov.md/

Migratia internationala

Migratia neta a populatiei (diferenta dintre numarul de imigranti si cel al emigrantilor)
cu resedinta obisnuitd, in anul 2021, a urmat tendinta descrescdtoare din ultimii ani,
nregistrand o valoare negativa, de (-45,4) mii persoane. Din totalul emigrantilor, ponderea
cea mai mare, de circa 44%, o detin persoanele tinere din grupele de varsta 20-29 de ani si
30-39 de ani, cu 23% si, respectiv, 21%. In cazul imigrantilor, cea mai mare pondere, de
circa 40% din total, o detin grupele de varsta 30-39 ani cu 22% si, respectiv, 40-49 de ani
cu 18%. (Figura 5) [6].

Imigranti Emigranti
o 3% 10% 5% 2% 149

= 10-19 9%
= 20-29

9

14% = 30 39 14% 12%

n 40 49
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18% %
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Figura 5. Disributia imigrantilor si emigrantilor pe grupe de varsta in anul 2021
Source: Biroul National de statistica https.//statistica.gov.md/
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Moldova in prezent se confrunta cu al treilea val de migratie: migratia tinerilor.
Primul val a fost Tn anii 2000-2005, cand cetatenii Republicii Moldova plecau peste hotare
sa-si rezolve problema de supravietuire [4]. Al doilea val a fost n perioada 2015-2018,
valul pentru o viata mai bund. Acesti oameni nu mai erau intr-o sdracie extrema, aveau
venituri satisfacatoare, majoritatea de varsta 30-45 ani, oameni formati, cu familii, dar au
plecat pentru o viatd mai buna, calitativd. Acolo unde pe langa salarii bune mai ai si
drumuri, scoli, spitale, infrastructura. Intr-un cuvant bunistare oferitd de autoritati [4].
Dupa 2018 a inceput al treilea val de migratie a tinerilor care pleaca la studii.

CONCLUZII

In general, pentru imbunititirea indicatorilor demografici, este importanti
cresterea ponderii celor mai productive grupe de varstd si reducerea ponderii populatiei
incapabile de munca. Pentru a atenua consecintele Imbdatranirii populatiei si a prelungi
anii sanatosi ai vietii oamenilor, este necesar sa se dezvolte sistemul de sandtate publica,
sd se produca noi medicamente care incetinesc procesul de imbatranire si sa prelungeasca
anii sanatosi ai vietii oamenilor.

Pentru o crestere naturald a populatiei, este importantd imbunatatirea calitatii vietii
populatiei.Pentru a imbunatati procesele de migratie, este necesar sd se creeze conditii
pentru o viatd moderna si confortabild si sa se reduca tensiunea sociala.

Deci sunt necesare masuri in domeniul politicilor demografice si de migratie. Este
necesard imbunatatirea cadrului legislativ legat de demografie, imbunatatirea sistemului de
sanatate, stimularea cresterii natalitatii si a populatiei, imbunatatirea conditiilor de viata
pentru familiile tinere, i.e. imbunatateste in general calitatea vietii populatiei.
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Abstract: This paper holds paramount importance as it presents a pioneering approach to economic
development and state security through an economic-mathematical model. Focused on the Republic of
Moldova, the author delves into the intricate interplay between innovation, economic progress, and economic
security. The paper aims to establish a comprehensive model that integrates these elements, offering a
holistic vision for efficient management and the enhancement of economic competitiveness. The originality of
this work lies in its thorough analysis of the connections between innovation, economic progress, and
economic security specific to the Republic of Moldova. The author introduces an economic-mathematical
model, emphasizing the significance of information technologies and scientific leadership in fortifying
economic security. Notably, the paper utilizes a fuzzy model based on real data, providing personalized
strategies for sustainable economic growth and long-term security.In summary, the integrated model
underscores the critical role of adopting and implementing information technologies, equipping institutions
with advanced technology, leveraging scientific achievements, and implementing effective personnel policies.
These elements are identified as crucial for consolidating the economic security of the Republic of Moldova.
The promotion of these key factors is highlighted as a substantial contribution to bolstering institutional
effectiveness in the face of economic and security challenges, ultimately supporting sustainable economic
growth and ensuring the long-term security of the country.
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INTRODUCERE

In lumina schimbarilor rapide la nivel global, acest articol propune un model
economico-matematic inovator pentru analiza interdependentelor dintre inovatie, progres
economic §i securitatea economicd in Republica Moldova. Prin referiri la literatura de
specialitate si sintetizarea cunostintelor actuale despre subiect, se contureazd contextul
pentru investigarea acestor aspecte cheie.

Scopul lucrdrii constd in formularea unui cadru conceptual si practic pentru
elaborarea de strategii personalizate si durabile menite sa consolideze securitatea
economicd a Republicii Moldova intr-un mediu global dinamic si competitiv. Acest
obiectiv este exprimat prin intermediul ipotezelor si intrebarilor referitoare la interactiunile
complexe dintre inovatie si securitatea economica.
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Pentru atingerea acestui scop, lucrarea adoptd o abordare metodologica ce include
utilizarea unui model de concluzii fuzzy si a programarii matematice. Analiza detaliata pune
in evidentd importanta unor factori cheie precum securitatea financiara, fiscald, sociala si
tehnologiile informationale in consolidarea securitatii economice a Republicii Moldova.

Rezultatele relevate de studiu, sustinute de metode economice si matematice,
demonstreaza ca adoptarea tehnologiilor informationale, echiparea institutiilor, realizarile
stiintifice si o politicd de personal eficientd sunt esentiale pentru Intdrirea securitatii
economice. Implementarea strategiilor personalizate si durabile, conform modelului
propus, poate contribui semnificativ la promovarea unei cresteri economice durabile si
asigurarea securitatii pe termen lung a Republicii Moldova.

CONSOLIDAREA SECURITATII ECONOMICE DURABILE PRIN INOVATII

Procesul de dezvoltare economica si inovatie este intrinsec complex si influentat de
o varietate de factori interdependenti. in cadrul acestui context, securitatea economici
devine o preocupare majora, iar abordarea gestiondrii acesteia necesitd o analiza detaliata a
interactiunilor dintre diversi parametri. Pentru o gestiune eficientd a impactului factorilor
asupra dezvoltarii economice si a securitdtii statului, se propune aplicarea unui model
economico-matematic, cat si la alte informatii relevante.

Abordarea comprehensivd si orientatd catre dezvoltare din aceastd perspectiva
presupune adoptarea unei viziuni holistice asupra interdependentelor dintre inovatie,
progres economic si securitate economica [1]. Este important sa identificam si sa evaluam
cu atentie factorii care pot influenta asupra acestor domenii, astfel incat sa putem elabora

Modelarea repercusiunilor factorilor devine astfel un instrument fundamental in
intelegerea dinamicii acestor interdependente. Prin utilizarea schemei-bloc analitice si a
indicatorilor corespunzatori, statul poate evalua pericolele si oportunitdtile asociate cu
diverse aspecte ale progresului economic, inclusiv impactul inovatiilor [2]. Aceasta
abordare integratoare faciliteaza elaborarea unor strategii personalizate si durabile care sa
intareascd securitatea economica a Republicii Moldova [3].

In continuare vom nota conventional toate marimile fundamentale si a constantelor.
In vederea modelirii, vom desemna in mod obisnuit factorii de impact F;, F,, F3, F,.
Deoarece in realitate, securitatea economica a unei tari este afectatd de o multitudine de
factori, 11 vom reprezenta conventional ca F,. Inovatiile reprezinta in sine unul dintre acesti
factori care influenteazd performanta securitatii economice. Asa cum am mentionat
anterior, inovatiile depind si de alti factori, astfel incat ii vom nota ca pe niste elemente
esentiale. Pentru a ilustra aceastd interconectare, este necesar sa prezentdm un model
economico-matematic al impactului complexului de factori asupra cresterii eficientei
gestiunii si dezvoltarii securitdtii economice a statului (Fy,q, Fin2, Fins, Fina), care va fi
reprezentat prin relatia functionald prin forma data: F = F,,q, Fyno, Finz, Fma — 1, Unde: F,
este vectorul de factori de influentd; Fy,q1, Fin2, Finz, Fna sunt factorii de influentd; iar | este
criteriul eficientei functionarii inovatiilor.

In vederea construirii ulterioare a relatiei dintre securitatea economici a statului si
inovatii, este obligatoriu sa se contureze sub forma unui model economico-matematic.
Modelul economico-matematic al impactului criteriului eficientei functiondrii inovatiilor
(1) asupra criteriului eficientei functionarii securitatii economice a statului va fi reprezentat
printr-o relatie functionala de forma: F = F,,, F,, F3, F, ... F, = C, unde: F este vectorul de
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factori de influentd; F,,, F,, F3, F, ... F, reprezinta factorii de influenta; C este criteriul
eficientei functionarii securitatii economice a statului.

Intr-o formulare mai abstractd, complexitatea impactului generat de un numar
extins de factori asupra eficientei gestionarii si dezvoltarii securitatii economice a statului
este reprezentata in figura 1.
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Figura 1. Impactul factorilor asupra eficientei gestionarii si dezvoltarii securititii economice a statului
Sursa: elaborat de autor

Valorile F;, Fy,, ..., F, sunt obtinute prin intermediul unei concluzii logice bazate pe
modelul de concluzii fuzzy. Aceste valori ale factorilor vor reflecta abaterea (exprimata in
procente) fata de medii in ceea ce priveste securitatea economica a statului, intr-un interval
de timp predefinit.

Pentru a modela impactul complex al factorilor, este necesar sa: (1) utilizeze un
model de concluzii fuzzy: pentru a atribui valori si a evalua impactul fiecarui factor asupra
securitdtii economice a statului; (2) stabileasca devierile fata de medii: valorile factorilor
trebuie sa reflecte abaterile procentuale fatd de mediile considerate ca reprezentnd starea
normala sau de referinta.

In procesul de modelare, este important si avem in vedere ci rezultatele
concluziilor fuzzy pot sa nu coincida intotdeauna cu concluziile experimentale sau de facto.
Aceasta poate sa fie explicata prin faptul ca modelul de evaluare a impactului inovatiilor
asupra securitatii economice a statului este construit pe baza datelor statistice (care nu
totdeauna reprezinta adevarul). Astfel, discrepantele intre concluziile fuzzy si datele reale
pot sd apard din cauza complexitatii si a dinamicii reale a factorilor implicati (tabelul 1).

Pentru o analizd mai detaliata, este necesar sa identificim si s descriem factorii de
influentd (1-4) care afecteaza direct securitatea economicd a Republicii Moldova. Acesti
factori sunt interconectati si au o relatie proportionala intre ei, avand un impact direct
asupra starii economice generale. Deoarece acestia sunt strins legati de aspectele
financiare ale statului, exercita o influentd directa asupra structurii administrative.

Impactul factorilor (5-7) asupra securitatii economice a statului se realizeaza prin
intermediul organelor fiscale si de reglementare guvernamentale. Aceste entitati joaca un
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rol important in gestionarea si mentinerea stabilitatii economice prin implementarea
politicilor fiscale si a reglementarilor corespunzatoare.

Factorii 8, 9 si 10 afecteaza securitatea economica in mod indirect, dar importanta lor
creste in mod semnificativ in contextul proceselor globale de crestere din ultimii ani [4].

Impactul factorilor (11, 12) au un impact semnificativ in evolutia securitatii
economice a Republicii Moldova. De mentionat, cd este decisiv sd se inteleagd si sa se
gestioneze acesti factori in procesul de dezvoltare economica pentru a asigura o securitate
economica sustenabila.

ooooo

securitatii statului

Eactori de _ _ Modelul eficacitatii si dezvoltarii
) . Denumirea factorilor managementului competitivitatii
influenta . oxes .
’ economice a securitatii statului

Factor 1 Securitatea financiara a statului (f7);

Factor 2 Securitatea bugetara a statului (f3); K = f(fu, far far fa)

Factor 3 Securitatea internationala a statului (f3);

Factor 4 Securitatea bugetara a statului (f3);

Factor 5 Securitatea fiscala a statului (f5);

Factor 6 Securitatea a statului(fs); K =f(fs fef7)

Factor 7 Securitatea juridica a statului (f5);

Factor 8 Securitatea sociala a statului (fg);

Factor 9 Securitatea stiintifica a statului (fy); K'=fUs fo fro

Factor 10 Securitatea politica a statului (f10);

Factor 11 Securitatea energetica a statului (f4); K = f(fi1)

Factor 12 Securitatea ecologicd a statului (f7;); K = f(fi2)

Sursa: elaborat de autor

Pentru o credibilitate mai bund a rezultatelor obtinute, este obligatoriu sa se
efectueze o efectuare practicd a modelului fuzzy, avand la baza date statistice reale. Aceasta
implica rezolvarea unei probleme de optimizare non-liniara, prin intermediul metodelor de
programare matematica.

Tntr-un context mai amplu, sistemul poate fi perceput ca o reprezentare a unui
model care reflectd factorii ce influenteaza eficacitatea managementului in dezvoltarea
inovationale in cadrul sistemului de securitate economica.

Sistemul In ansamblu are o dubld semnificatie. Pe de o parte, poate fi utilizat pentru
elaborarea unui set de masuri menite sd sporeasca eficacitatea gestiondrii dezvoltarii
eficacitatii inovatiilor asupra sistemului si oferd mijloacele necesare pentru evaluarea
prognozelor privind nivelul de eficacitate al acestora.

Pentru a asigura credibilitatea rezultatelor, este necesar sa se efectueze o identificare
practica a modelului fuzzy pe baza datelor experimentale reale. Aceasta este o problema de
optimizare non-liniara, rezolvata prin metode de programare matematica (tabelul 2).

Tntr-un sens mai larg, sistemul poate fi vizut ca o reprezentare a sistemului de
modele care reflectd sistemul de factori care afecteaza eficacitatea managementului
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......

inovationale 1n sistemul securitatii economice a statului [5].

Sistemul general are o dubla semnificatie. Pe de o parte, poate fi utilizat pentru
dezvoltarea unui set de masuri privind dezvoltarea eficacitatii gestionarii dezvoltarii
asupra acesteia, evaluarea prognozelor nivelului de eficacitate.

Implementarea in practicd a modelului fuzzy bazat pe date statistice reale si
rezolvarea problemelor de optimizare non-liniara prin metode de programare matematica

.....

securitatii economice, ci ofera si instrumente necesare pentru evaluarea impactului
inovatiilor si anticiparea nivelului de eficacitate.

Tabelul 2. Modelul integrat al inovatiilor asupra eficacitatii si dezvoltarii securitatii
economice a statului

Factori de Denumirea factorilor Modelul studiului eficacititii influentei a inovatiilor
influenta pentru securitatea economica a statului
Factor 1 Inovatii de informatii (f,,, 1) K=f(fn1
Factor 2 Inovatii tehnologice (f, 2) K=f(fn2)
Factor 3 Inovatii stiintifice (f,;, 3) K=f(n3)
Factor 4 Inovatii organizationale K=f(fn4)
(fm 4)

Sursa: elaborat de autor

Analizand modelul integrat al inovatiilor asupra eficacitatii si dezvoltarii securitatii
economice a statului, mentionam ca este necesar sd elucidam factorii de influenta care au
un impact direct asupra securitatii economice a statului.

Factorul 1. Tehnologiile informationale, influentate de globalizare, au devenit

omniprezente in institutiile statului, avand un impact semnificativ asupra securitdtii

economice.

Factorul 2. Echiparea tehnica a institutiilor contribuie la eficienta acestora in

gestionarea resurselor, avand un impact pozitiv asupra securitatii economice.

Factorul 3. Realizarile liderilor de stiinta in domeniul politicii aduc contributii

semnificative la dezvoltarea solutiilor avansate, influentand securitatea economica.

Factorul 4. Politica eficienta de personal contribuie la un mediu propice pentru

mnovatii, influentand rezilienta institutiilor si capacitatea de a gestiona provocarile

economice.

Sistemul genereaza o multitudine de derivate independente in relatia cercetata,
inovationale 1n sistemul securitatii economice a statului. Analiza factoriald este esentiald in
acest context multifactorial pentru a reprezenta conexiunile complexe dintre securitatea
economica si inovatii.

Prin prisma impactului inovatiilor asupra institutiilor, cheia pentru securitatea
statului, acestea contribuie la eficienta operationala, capacitatea de adaptare rapida la
cercetarii si dezvoltirii. Intelegerea si gestionarea acestor inovatii devin esentiale pentru
asigurarea securitatii economice a Republici Moldova.
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CONCLUZII

Modelul integrat al inovatiilor si securitatii economice evidentiaza interconexiunea
stransd dintre tehnologii, leadership stiintific, echipamentul institutional si politica de
personal. Acesti factori, cand sunt gestionati eficient, pot contribui semnificativ la
consolidarea securitatii economice a Republicii Moldova.

Analiza factoriala relevd cd adoptarea si implementarea tehnologiilor
informationale, dotarea tehnica a institutiilor, realizarile stiintifice si o politica de personal
eficientd sunt elemente cheie pentru eficacitatea si rezilienta institutiilor in fata
provocdrilor economice si de securitate. Aceste aspecte influenteazd in mod direct
capacitatea institutiilor de a opera eficient, de a se adapta rapid la schimbari si de a
gestiona riscurile.

Prin promovarea inovatiilor in diferite domenii si crearea unui mediu propice
pentru dezvoltarea acestora, Republica Moldova poate experimenta imbunatatiri
semnificative in eficienta operationald, capacitatea de adaptare, gestionarea riscurilor si
institutiile relevante sa Inteleaga si sa gestioneze acesti factori Tn mod integrat, adoptand
strategii personalizate si durabile care sa consolideze securitatea economicd a tarii.
Implementarea acestor masuri ar putea aduce beneficii semnificative in promovarea unei
cresteri economice durabile si in asigurarea securitdtii pe o perioadd mai extinsd In
Republica Moldova.
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Abstract: The article analyzes the challenges to the security and functionality of the international trade
system, consisting of the trade flows between the states of the world, as well as a series of international
regulatory institutions.Among the main challenges we mention military and trade conflicts, divergent growth
trends in different regions, volatility of raw material prices, economic instability, governance issues within
the World Trade Organization, the increase in the number and importance of regional trade agreements that
gradually shift the focus of to the multilateral trade system to regional rules, the friendshoring trend. These
factors increase the fragmentation of the single trade space, by eroding the basic principles of the
international trade system, such as non-discrimination (the most favored nation clause, equal treatment for
domestic and foreign products), progressive trade liberalization, predictability through consolidation and
transparency, promoting fair competition, encouraging economic development and reforms. The outlook for
the international trading system remains uncertain. At the same time, even if in the current conditions the
countries aim, as a priority, to protect their national interests, we mention that from a strategic point of view,
all WTO members will benefit from the development of multilateral cooperation. Thus, it is extremely
important that the efforts of the world community support the multilateral systemic development of trade
relations.

When conducting the study, methods such as the systemic approach, analysis and synthesis, generalization,
comparative analysis were used. International statistical data, WTO, UNCTAD publications, official
documents of the European Union, international publications were used as informational support.
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TNTRODUCERE

In momentul de fati economia mondiali se afli in punctul de schimbare a
tendintelor pe termen lung care s-au dezvoltat in ultimul sfert de secol. Conditiile
conventionale care au sustinut globalizarea in ultimele decenii, si anume banii ieftini,
energie in cantitate suficientd, fortd de munca ieftina, logistica globala relativ ieftind — nu
mai functioneaza.

Agravarea contradictiilor politice si economice dintre state, poate fi considerata
drept principala provocare pentru sistemul comercial international, dar si sursd a
instabilitatii economiei globale. Razboiul Federatiei Ruse impotriva Ucrainei a devenit un
declansator pentru multe probleme in economia globald. Organizatia pentru Cooperare si
Dezvoltare Economica estimeaza ca in 2023, razboiul din Ucraina ar putea costa PIB-ul
global 2,8 trilioane de dolari productie pierdutd [1]. Are loc o redistribuire vadita a
resurselor in favoarea sectoarelor economiei care lucreaza pentru razboi. Cheltuielile
pentru demografie, dezvoltare durabild, mediu, educatie si sanatate sunt in scadere relativa.
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Instabilitatea este o caracteristica a economiei globale, iar incertitudinea si riscurile
negative in ce priveste perspectivele economice persista.

REZULTATE SI DISCUTII

Desi se evidentiaza o redresare a economiei globale in urma pandemiei si a crizei
energetice din 2022, tendintele de crestere sunt din ce in ce mai divergente pe plan global,
iar perspectivele pe termen mediu sunt considerate ,,mediocre”.

Se contureaza ingrijorari legate de reintensificarea inflatiei, In deosebi in tarile in
dezvoltare, de criza pietei imobiliare din China, volatilitatea preturilor la materii prime,
fragmentarea geopoliticd. De asemenea, riscuri noi au aparut in urma conflictului dintre
Israel si Palestina.

Conform datelor Fondului Monetar International (FMI), in 2022 PIB-ul mondial a
inregistrat o crestere de 3,5%. In raportul ,,World Economic Outlook” publicat in luna
octombrie 2023, FMI a mentinut estimarea cresterii economice globale la 3% pentru anul
2023, insa a redus prognoza pentru anul 2024 de la 2,9% la 2,8%. Se asteapta ca economiile
avansate vor incetini de la 2,6% in 2022 la 1,5% in 2023 si 1,4% in 2024. In SUA, se
prognozeaza o incetinire a cresterii de la 1,1% in 2023, la 0,8% in 2024, in mare parte datorita
impactului continuu al majorarii puternice a ratelor dobanzilor din ultimul an si jumatate [2].

In ce priveste economia europeana, aceasta si-a pierdut avantul in 2023 pe fondul
unui cost ridicat al vietii, al cererii externe slabe si al indspririi monetare. Prognoza de
toamna a Comisiei Europene revizuieste cresterea PIB-ului UE Tn scadere in comparatie cu
proiectiile sale de vara. In ansamblu, prognoza de toamni prevede o crestere a PIB-ului in
2023 cu 0,6% atat in UE, cat si In zona euro, cu 0,2 puncte procentuale sub prognoza de vara
a Comisiei. Se estimeaza, ca in 2024 cresterea PIB-ului UE va fi de 1,3%. Aceasta este inca
o revizuire descendenti in raport cu prognoza din vara. In zona euro, cresterea PIB-ului este
proiectatd sa fie usor mai scazuta, la un nivel de 1,2%. In 2025, odata cu diminuarea inflatiei,
se asteapta ca cresterea sa ajunga la 1,7% pentru UE si 1,6% pentru zona euro [3].

In cele 27 de tari din Uniunea Europeani, cresterea preturilor in termeni anuali in
septembrie 2023 a fost de 4,9%. Fatd de luna precedentd, preturile in UE au crescut cu
0,3%. Cea mai scazuta inflatie anuald din septembrie a fost observatd in Danemarca (0,6%)
si Belgia (0,7%). Mai mult, in Olanda, deflatia anuald a fost inregistratd la un nivel de
0,3%. Cea mai mare crestere a preturilor de consum a fost inregistrata in Ungaria (12,2%),
Romania (9,2%) si Slovacia (9,0%). In Germania, inflatia anuald a scazut la 4,3% de la
6,4% in august. in Franta, preturile au crescut cu 5,7% in septembrie, la fel ca in august. in
Italia, inflatia a crescut la 5,6% de la 5,5% cu o luna mai devreme. Se estimeaza, ca inflatia
a scazut la un minim din ultimii doi ani in zona euro in octombrie si va continua sa scada.
Se asteapta, ca inflatia in zona euro va fi de 5,6% in 2023 si de 2,9% in 2024 - inca
departe de obiectivul de 2% anual, pe care Banca Centralda Europeana incearca sa-l atinga
prin cresterea ratelor dobanzilor [4].

In ce priveste inflatia globald, conform previziunilor FMI, aceasta va scidea de la
8,7% 1n 2022 la 6,8% 1n 2023 si 5,2% in 2024. Se estimeaza, ca inflatia de baza va scadea
mai treptat, iar previziunile privind inflatia pentru 2024 au fost revizuite in sus. Rezolvarea
recentd a controversei privind plafonul datoriei din SUA si actiunile guvernamentale decisive
de la inceputul anului 2023 pentru a limita tensiunile din sectoarele bancare ih SUA si
Elvetia au redus riscurile imediate ale turbulentelor din sectorul financiar. Mdsurile adoptate
au atenuat riscurile negative asupra perspectivelor de dezvoltare. Cu toate acestea, riscurile
referitoare la cresterea economicd globald persistd si este posibild Inrautdtirea situatiei.
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Inflatia ar putea rdmane ridicatd si chiar sd creasca dacd vor avea loc socuri, inclusiv cele
asociate cu situatia In Ucraina si evenimente meteorologice extreme, care sa conducd la o
politicd monetard mai restrictivd. Turbulentele din sectorul financiar ar putea reveni pe
masura ce pietele se adapteaza la inasprirea In continuare a politicilor bancilor centrale [5].

,Economia globala se afla intr-o situatie precara”, spune Indermeet Gill, economist
sef si vicepresedinte senior pentru economia dezvoltarii la Grupul Bancii Mondiale. ,,Toate
regiunile, cu exceptia Asiei de Est si de Sud, sunt departe de dinamismul de dezvoltare
necesar pentru eradicarea sardciei, combaterea schimbarilor climatice si refacerea
capitalului uman” [6].

Banca Mondiala a apreciat, in octombrie 2023, ca raspandirea efectelor negative
este in curs de desfasurare si a estimat, cd Asia va avea o crestere de 4,5% 1n 2024, in
timp ce 1nainte de vara, institutia miza pe o crestere de 4,8% a PIB-ului in aceasta regiune.
O posibila sursa a instabilitdtii economice provine din China, a carei redresare economica
ar putea incetini, partial ca urmare a problemelor nerezolvate din sectorul imobiliar, ceea
ce va avea efecte negative transfrontaliere. Caderea companiei Evergrande, al doilea cel
mai mare dezvoltator imobiliar din China, ,,dezvaluie explozia unei bule imobiliare care a
fost in pregatire de zeci de ani, ducand la o scadere severd a cererii interne si a investitiilor,
impovarand economia in general”, considerda Xin Sun, specialist in economia chineza [7].

Dupd cum aratd prognozele recente ale Béancii Mondiale, socurile suprapuse ale
pandemiei, razboiul din Ucraina si o recesiune economicd brusca pe fondul Indspririi
conditiilor globale de creditare au impiedicat evolutia economicd in tarile emergente si n
dezvoltare pentru o lunga perioadad de timp, iar situatia nu se va schimba 1n viitorul apropiat.
Activitatea economicad asteptatd 1n aceste tari pana la sfarsitul anului 2024 va fi cu
aproximativ 5% sub nivelul prognozat inainte de pandemie. Tarile cu venituri mici au suferit
pagube enorme, in special cele mai sirace. In mai mult de o treime din aceste tari, veniturile
pe cap de locuitor in 2024 vor rdmane sub nivelurile din 2019. Ca urmare a acestei cresteri
lente a veniturilor, sdrdcia extrema se va accentua In multe tari cu venituri mici.

»Multe economii emergente se luptd sd abordeze o crestere economica slaba, o
inflatie constantd ridicatd si un nivel ridicat al datoriei. Dar noi pericole, cum ar fi
posibilitatea unei raspandiri mai largi a efectelor reaparitiei tensiunilor financiare in
economiile avansate, ar putea inrdutati situatia acestora”, a declarat Ayhan Kose,
economist sef adjunct la Grupul Bancii Mondiale. ,,Politicienii din aceste tari trebuie sa
actioneze rapid pentru a preveni contagiunea financiara si pentru a atenua vulnerabilitatile
interne pe termen scurt” [8].

Astfel, constatam, cd redresarea economica globala ramane lenta, cu divergente tot
mai mari Tntre regiuni, cu accentuarea fragmentarii spatiului global, ceea ce contravine
principilor de bazd a sistemului comercial international.

In anul 2022 comertul global a atins un record de 32 de trilioane de dolari, dar
tendinta a devenit negativd in a doua jumatate a anului, pe fondul Inrautdtirii conditiilor
economice si al incertitudinii in crestere [9].

Conform prognozelor Organizatiei Mondiale a Comertului (OMC) publicate in
octombrie 2023, volumul comertului global de marfuri este de asteptat sd creasca cu 0,8%
in acest an, mai putin de jumadtate din cresterea de 1,7% prognozata in aprilie. Cresterea de
3,3% proiectatd pentru 2024 ramane practic neschimbata fatd de estimarea anterioara.
Incetinirea comertului pare si aibi o bazi larga, acoperind un numar mare de tari si o gama
largd de produse, Tn special anumite categorii industriale, cum ar fi metalele,
echipamentele de birou si de telecomunicatii, textilele si imbracaminte [10].
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Raportul privind dezvoltarea lanturilor valorice globale (LVG) elaborat de OMC si
publicat in anul 2023, subliniaza riscurile tot mai mari ale dependentei de cateva economii
pentru anumite produse si evidentiaza vulnerabilitatea LVG 1in fata tensiunilor comerciale
in crestere si a crizelor globale [11].

In ultimii ani, lanturile valorice globale au fost perturbate de o serie de factori:
amenintdrile cibernetice, razboiul comercial dintre SUA si China, pandemia, socuri climatice,
conflictul militar din Ucraina. Cooperarea politica internationala a slabit si ea in perioada data.
Combinatia acestor tendinte a condus la o regandire a lanturilor globale de aprovizionare si a
adus sustenabilitatea Tn prim-plan, in special ce tine de produse strategice. Astfel, odata cu
cresterea cererii de semiconductori, jucdtori mondiali precum SUA, China si UE 1si
subventioneaza puternic capacitatea de productie interna intr-un efort de a reduce dependenta
de lanturile de aprovizionare. In acest context, guvernul francez a semnat un acord cu
STMicroelectronics si GlobalFoundries pentru a construi o uzind de semiconductori, care
prevede subventii guvernamentale. Costul total al proiectului este de 7,5 miliarde de euro,
investitia guvernului francez in uzina este de 2,9 miliarde de euro. Dimensiunea investitiei
guvernamentale 1n uzina a starnit dezbateri in Franta, dupa retrogradarea ratingului de credit al
tarii la AA din cauza datoriei excesive a guvernului (111,6% din PIB). Criticii proiectului atrag
atentia catre asa-numita ,,cursd a subventiilor”, in care producatorii de cipuri solicita investitii
suplimentare in timpul fazei de constructie a uzinelor, profitind de dorinta guvernelor de a
asigura independenta fata de livrarile importate [12].

Un alt exemplu. Guvernul german va subventiona planurile companiei americane
Intel de a produce cipuri si instalatii de semiconductori in Magdeburg. Securitatea
lantului de aprovizionare european a intrat in centrul atentiei, partial ca urmare a
COVID-19. Intel preconizeaza ca constructia va costa in jur de 30 de miliarde de euro si
va crea aproximativ 3000 de locuri de munca. In februarie 2022, Intel a cerut guvernului
german sd mareascd asistenta guvernamentala deja convenitd pentru construirea a doud
uzine de cipuri in Magdeburg. Solicitarea a fost justificatd de cresterea costurilor la
energie si materii prime. In 2022, Germania a oferit aproximativ 6,6 miliarde de euro
subventii pentru a sprijini proiectul [13].

In contextul asigurarii securititii economice nationale, conceptul de friendshoring
capatd aplicatie practicd. Acesta se bazeazd pe- construirea lanturilor de productie si
comert in cadrul unor blocuri de tari care coopereaza in alte domenii (organizatii de
integrare, militare) si cu care riscul de conflicte este minim. Se intampla atunci cand un
guvern impune intreprinderile sa restructureze lanturile de aprovizionare, deplasand
productia de la rivalii geopolitici cdtre puterile prietene. Interzicerea sau limitarea
investitiilor companiilor americane in sectorul tehnologic al Chinei in august 2023 este un
exemplu. Restrictiile vizeaza capitalul privat, capitalul de risc, intreprinderile mixte si
investitiile in proiecte noi [14]. Friendshoring-ul este similar cu nearshoring-ul, care muta
productia mai aproape de casd. Ambele politici vizeaza consolidarea securitatii comerciale.
Ele au un cost, deoarece atunci cand politica, mai degraba decét profitul, determina locul in
care sunt fabricate bunurile, este probabil ca productia va fi mai putin eficienta [15]. Mai
mult, acest fapt este probabil sa creascd decalajul tehnologic si dezechilibrele de
dezvoltare in economia globald si ar putea duce la o polarizare mai mare intre tarile
dezvoltate si cele in curs de dezvoltare, tendintd care a devenit deja destul de evidenta in
ultimii ani. Esecul Rundei Doha este o marturie 1n acest sens.

Aceastd Runda lansata in 2001, si planificata initial sa dureze trei ani, nu a putut fi
incheiatd din cauza diferentelor de opinie profunde dintre statele membre ale OMC.
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Obiectivul principal al Rundei este liberalizarea economiei globale prezentatd ca un
program de dezvoltare care sa permitd tarilor cel mai putin dezvoltate sa acceseze pietele
tarilor bogate [16]. Dintre blocajele deosebit de importante, care impiedica realizarea
obiectivelor Rundei, putem numi pe de o parte, ratele de deschidere ale tarilor in curs de
dezvoltare in ceea ce priveste taxele vamale, iar pe de alta parte, subventii din partea tarilor
dezvoltate, in special pentru produsele agricole, acuzate cd denatureazd concurenta si
impiedica accesul pe piata pentrul tarile in curs de dezvoltare.

Desi statele membre incearcd in mod regulat sd relanseze Runda Doha, totusi,
deteriorarea relatiilor interstatale si revenirea protectionismului sumbineazad sistemul
ale membrilor sai, se constata in ultimii ani o revenire la acorduri regionale sau bilaterale,
care nu sunt in deplin acord cu dinamica multilaterala.

Conform datelor Organizatiei Mondiale a Comertului, numarul total de acorduri
comerciale regionale Tn vigoare a crescut de la 98 in anul 2000 la 360 in 2023 [17]. Marea
majoritate a acordurilor regionale sunt incheiate sub forma de acorduri de liber schimb
(ALS). Conform regulilor OMC, ALS si uniunile vamale sunt exceptii de la regula generala
a OMC, deoarece oferda anumite beneficii si preferinte pentru un numar limitat de
participanti, ceea ce nu corespunde principiului de baza al natiunii celei mai favorizate. Dar
normele OMC nu impiedica incheierea de acorduri privind zonele de liber schimb si uniuni
vamale, cu conditia ca astfel de acorduri s contribuie la dezvoltarea comertului liber si sd nu
conduca la crearea de obstacole 1n calea comertului intre participantii sai si tarile terte.

Totodata, continutul acordurilor comerciale regionale s-a schimbat semnificativ. Pe
langa reducerea tarifelor si eliminarea barierelor netarifare intre teritoriile vamale unite Intr-0
zond de liber schimb, acordurile reglementeaza aspectele legate de proprietatea intelectuala,
dezvoltarea durabild, investitiile, drepturile consumatorilor si standardele de mediu.

O alta provocare pentru sistemul comercial international este criza organului de
apel al OMC declansata la sfarsitul anului 2019, din cauza refuzului Statelor Unite sa
aprobe numirea de noi judecatori in Organul de solutionare a litigiillor (OSL) odatd cu
plecarile planificate. Fara un numar suficient de judecatori, OSL nu mai poate functiona,
ceea ce Tnseamnd in mod concret ca conflictele comerciale, legate de exemplu de subventii
sau bariere comerciale nejustificate, nu vor mai putea gasi solutii dezvoltate intr-un cadru
multilateral. Aceastd situatie deschide usa multiplelor acorduri locale, bilaterale [18].

In absenta instrumentului eficient pentru a regla diferendele comerciale intre
statele, functionarea sistemului comercial international riscd sd fie perturbatd. Membrii
OMC intampina dificultati in stabilirea, negocierea si incheierea acordurilor comerciale,
atat pentru problemele restante, cat si pentru problemele noi. Prin urmare, in conditii de
instabilitate globala sunt necesare masuri proactive pentru a proteja rolul vital al OMC in
dezvoltarea sistemului comercial multilateral.

CONCLUZII

Instabilitatea economicd este o caracteristici a dezvoltdrii economiei globale,
exprimata prin modificari semnificative cauzate de intreruperea conexiunilor existente in
relatiile economice internationale, pierderea dinamismului sistemului economic,
incapacitatea de a se adapta rapid la schimbadrile parvenite.

Perspectivele sistemului comercial international raman incerte pe fondul tensiunilor
geopolitice Tn curs, precum si al preocupdrilor legate de inflatie si preturi ridicate ale
materiilor prime. Una din consecintele raspandirii friendshoring-ului ar putea fi
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fragmentarea spatiului comercial unic, excluderea tarilor sarace care au cel mai mult
nevoie de comertul global pentru a deveni mai bogate si mai democratice. Fapt va creste
riscul ca acestea sa devind state esuate, teren fertil pentru cresterea migratiei ilegale si a
retelelor criminale internationale.

Este necesara cautarea unor noi abordari in dezvoltarea modelului de reglementare
multilaterald in cadrul sistemului comercial international. Trebuie luate masuri proactive
pentru a proteja rolul vital al OMC in dezvoltarea sistemului comercial multilateral,
deoarece dinamica pozitivd a economiei globale este partial rezultatul a doua dintre cele
mai fundamentale principii ale sistemului comercial: fluxul fard restrictii al comertului
international si furnizarea unei platforme constructive si echitabile pentru tari de a
solutiona diferendele comerciale. Pacea, de asemenea, este rezultatul increderii si
cooperdrii internationale generate si consolidate de sistem.
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Abstract: Banks in the EU must ensure enhanced cyber security by the end of 2024 to comply with the Digital
Operational Resilience Requirements (DORA), which was adopted by the European Council in November
2022. Every bank in the EU will have to be sure that its suppliers and their security controls comply with
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INTRODUCERE

Pandemia COVID-19 a fost o punte spre accelerarea introducerii digitalizarii, iar
digitalizarea necesitd solutii tehnologice avansate atat pentru persoanele fizice, cat si
pentru persoanele juridice.

In contextul actual, post-pandemic, se utilizeazi pe larg munca la distantd sau o
varianta mixtd a acesteea, iar realizarea ei, o preconditie rdmand a fi accelerarea
digitalizarii si automatizarea mai multor procese, inclusiv si a muncii. Insi, nu toate
muncile pot fi efectuate la distanta, acestea pot fi atribuite mai mult muncii care se
realizeazd la birou. Toate acestea presupun o reorientare profesionald a posturilor de
munca si cresterea numarului de secialisti IT.

Un alt aspect important in ultima perioada o constituie cresterea comertului
electronic, care necesitd instantaneitate, sigurantd si securitate a platilor, precum si spatiu
de stocare a informatiei sub forma de cloud, iar persoanele juridice, chiar si intreprinderile
mici au nevoie de sistematizarea si prelucrarea datelor si apeleaza tot mai frecvent la
servicii de tip Big Data.

Tn UE, tot mai mult se descutd de finante digitale, astfel, ,in 2020, in luna
septembrie, s-a aprobat, la nivel de Comisie Europeana, un pachet compus din strategii
(prima tine de finantele digitale si alta priveste platile retail) si propuneri legislative
(vizeaza criptoactivele si rezilienta digitald).
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Cele mentionate abordeaza sectorul financiar european in contextul concurentei si
inovatiilor, cu posibilitatea de crestere a calitatii serviciilor financiare si de plata, totodata
oferind protectie consumatorilor si stabilitatea financiara” [4].

., Actul privind rezilienta operationala digitala (DORA) isi propune de a analiza si a
gestiona riscurile ce apar in sistemele TIC. Acest risc devine tot mai pregnant, deoarece
sectorul financiar care este tot mai digitalizat si dependent de tehnologii”.

,Cerintele stabilite de DORA sunt uniforme. Ele analizeaza securitatea retelelor
si a sistemelor informatice ale entitatilor care isi desfasoard activitatea in sectorul
financiar. La fel, se vor uniformiza cerintele si fata de tertii care le vor furniza serviciile
legate de TIC”, adica cei ce livreaza cloud sau Big Data. ,,Aceste cerinte trebuie respectate
pentru ca sectorul financiar al spatiului european sa poata gestiona riscurilor operationale si
sa aiba suficiente resurse pentru a le contracara. Acest Act a fost aprobat in noiembrie
2022, iar entitatile asupra carora cad incidentele acestui act (in spetd, bancile) le pot
implementa pana in anul 2025 [4].

REZULTATE SI DISCUTII

Uniunea Europeand ,a adoptat politica ,,Deceniul Digital” — 2021-2030.
Obiectivele deceniului digital sunt masurabile pentru domeniile: conectivitate, competente
digitale, intreprinderi digitale si servicii publice digitale.

»Raportul cu indicele DESI reflectd gradul de digitalizare la nivelul UE. Indicele
economiei si societatii digitale (Digital Economy and Society Index — DESI) reflecta
progresul inregistrat de statele membre ale Uniunii Europene in domeniul digitalizarii si
este publicat anual de Comisia Europeand, incepand cu anul 2014. Pandemia COVID-19 a
sporit eforturile de digitalizare a statelor membre ale UE, dar inca se lupta sd reduca
decalajele in ceea ce priveste competentele digitale, transformarea digitala a IMM-urilor si
lansarea retelelor 5G avansate” [3].

,UE a pus la dispozitie 127 de miliarde EUR pentru a sprijini transformarea digitala
in statele membre prin planuri nationale de redresare si rezilientd si presupun facilitati de
redresare si rezilientd (FRR). Consolidarea securitatii cibernetice se realizeaza in context
geopolitic si se efectueaza tindnd cont de dezinformarea online. Autoritatile nationale, sub
egida institutiilor UE au accelerat cooperarea in domeniul securitatii cibernetice. Planurile
nationale de redresare si rezilientd urmaresc urmatoarele tinte europene”: [5]

NI Transformarea digitala a Infrastructuri digitale Dlgltahlarﬁncc
APTlTUDl. business-ului sigure si durabile Seg"iciimr pu
e e Adoptarea Conectare: nr. ervicii publice
Ig(?pecllall§tl m;plm ) tehnologici: 75% din Gigabits pentru toti, cheie: 100%
o Sldega e companiile UE acoperire 5G e-sinitate: 100% de
e utilizeazd Cloud, Al Semiconductori de cetateni ali accesola
bg;){il-ltr::it:] i%glég}; ((ij?n . Bigbata ultimi generatie: dosarele medicale
: ouvo mai mult de 90% coti dubli a UE in S .
populatie dintre IMM-uri ating - 1 ID digitale: 80% din
productia globala cetateni detin ID

cel putin un nivel de
baza de intensitate
digitala

Data-Edge&Cloud: digitale
10.000 de noduri de
sigure neutre climatic

Tehnica de calcul:
primul computer cu
acceleratie cuantica

Figura 1. Tintele propuse de ,,Deceniul Digital”
Sursa: Digital Economy and Society Index (DESI) 2022. Thematic chapters
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Raporturile anuale DESI includ profiluri de tard sintetizate, grupate pe anumiti
indicatori ce sunt vizati de politica UE in domeniul digitalizarii.

,,De la an la an, indicatorii DESI se actualizeaza astfel, in 2021, indicele s-a aliniat
la tintele corespunzatoare din ,,Deceniul Digital” si acest lucru s-a reflectat in structura
urmatorilor indicatori:

capitalul uman — indicatorilor abilitati de utilizator de internet si abilitati
digitale avansate;

conexiune — utilizare in banda larga fixa, acoperire in banda larga fixa,
acoperire mobila si preturile de acoperire in banda largs;

integrarea tehnologiei digitale — digitalizarea afacerilor si comertul electronic;
servicii publice digitale — e-guvernare” [5].

Indicele DESI 2022, include deja unsprezece indicatori, pentru a evalua progresul
catre obiectivele ,,Deceniului digital” a nivelului statelor membre europene. ,,Acest indice
suporta ajustari si cele patru elemente (capitalul uman, conexiune, integrarea tehnologiei
digitale, servicii digitale), in anul 2022, vor fi caracterizate

capitalul uman — cel putin abilitdti digitale de baza, specialisti IT, femei
specialiste IT;

conexiune — Gigabit pentru toata lumea (acoperire fixa a retelei de foarte mare
capacitate), acoperire 5G;

integrarea tehnologiei digitale — IMM-urile ating cel putin un nivel de baza de
intensitate digitala, Al (inteligenta artificiald), Cloud, Big Data;

servicii publice digitale — servicii publice digitale pentru cetateni si servicii
publice digitale pentru business” [5].

Indicele DESI va fi si in continuare aliniat planului ,,Deceniul Digital” pentru a se
asigura ca toate obiectivele vor fi cuantificate si analizate in rapoartele viitoare.

In continuare, tinand cont de datele prezentate in indicele DESI pentru anul 2022,
vom incerca sa prezentam si sd analizdm situatia privind realizarea obiectivelor
»Deceniului digital”.

Pentru analizd, autorul, a tinut sd prezinte urmatorii indicatori:

utilizatori internet, grupati gender (femei/barbati), precum si pozitia (rating-ul)
n grupul statelor membre UE;

gradul de utilizare a online banking-ul conform repartitiei gender
(femei/barbati), precum si pozitia (rating-ul) in grupul statelor membre ale
Uniunii Europene (UE);

gradul de utilizare a serviciilor publice electronice (e-government) conform
repartitiei gender (femei/barbati), precum si pozitia (rating-ul) Tn grupul
statelor membre UE, si;

la final, analizam care e pozitia fiecarui stat in cadrul UE conform gradului de
utilizare a internetului.

Acesti indicatori au fost selectati pentru a reprezenta o privire de ansamblu a
implementarii internetului in necesittile cotidiene a oricirui individ. Intai, analizim numarul
de utilizatori, dupa anumite criterii, apoi vedem cati din acesti utilizatori, utilizeaza internetul
pentru a li se facilita activitatea si a li se economisi timpul petrecut la ghisee, adica, platile
retail, analizand online banking-ul si relatiile cu institutiile statului, analizand gradul de
implementare si utilizare a serviciilor publice digitale. Aceasta analizd o efectudm pentru
cele 27 de state membre ale Uniunii Europene si pentru cele doud state candidate la aderare
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la UE: Republica Moldova si Ucraina (tari candidate la UE fiind Albania, Bosnia si
Hertegovina, Muntenegru, Macedonia de Nord, Serbia, Georgia si Turcia).

Tabelul 1. Principalii indicatori ai economiei digitale Tn statele membre ale Uniunii
Europene si in statele candidate UE - Republica Moldova si Ucraina, in anul 2022

Utilizar
Utilizatori in_te_rnet, Online banking Utilizatori ea
Tara persoane fizice e-government mhel[jrilet
Feo'};“' Bif,za‘i’ Pozitia Feor}:ei' Bffﬂ;f‘ﬁ Pozitia Fe;;‘*i' Biﬁzaﬁ’ Pozitia | Poztia

Belgia 92 91 8 82 80 9 73 76 15 12
Bulgaria 73 75 27 20 19 26 36 32 26 26
Cehia 87 88 18 83 81 8 79 72 10 16
Danemarca 98 97 2 96 95 2 94 92 1 5
Germania 88 90 13 53 57 23 53 56 23 23
Estonia 90 89 10 90 89 4 90 89 5 4
Grecia 77 77 25 51 57 24 69 70 18 21
Spania 92 92 7 67 72 17 71 75 17 11
Franta 90 89 12 79 78 11 88 86 7 14
Croatia 76 85 26 67 69 16 51 59 24 25
Irlanda 98 97 1 81 75 10 91 93 4 3
Italia 79 82 24 51 60 25 39 41 25 22
Cipru 90 91 9 70 73 15 64 62 19 18
Letonia 90 89 11 89 87 5 85 83 8 9
Lituania 86 85 20 83 83 7 72 68 16 15
Luxemburg 96 98 3 72 73 13 77 81 12 8
Ungaria 87 87 15 62 64 20 82 81 9 17
Malta 87 86 17 71 72 14 73 71 14 10
Jarile de o4 | o4 6 | 9 | 9 | 3 | 89 | o4 6 2
Austria 87 91 16 75 79 12 77 80 13 13
Polonia 83 84 21 62 60 21 56 53 22 24
Portugalia 79 81 23 63 66 19 58 59 21 19
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Romania 81 82 22 18 19 27 15 18 27 27
Slovenia 88 88 14 61 67 22 78 75 11 7
Slovacia 87 88 19 64 66 18 62 62 20 20
Finlanda 95 95 5 97 96 1 94 91 3 1
Suedia 96 94 4 87 86 6 94 93 2 6
Media UE 87 88 - 64 66 - 65 65 - -
,F\Qﬂeoﬁgg\'/igaig] 879 | 897 - 46,3 - 476 - -
Ucraina 77,8 [7] - 67 [6] - 63 [2] - -

Sursa: Women in Digital Scoreboard 2022. Country profiles.

Statele membre UE cu cele mai Tnalte rezultate au fost evidentiate cu verde, iar cele
care se claseaza spre finalul clasamentului au fost evidentiate cu rosu.

Analizand indicatorul numarul de utilizatori internet persoane fizice, conform
datelor pentru anul 2022, observam ca cei mai multi utilizatori sunt in Irlanda, Danemarca
si Luxembrug. Amintim cd acest indicator trebuie sa depaseasca 80% din populatie. Sub
80% avem Portugalia — femei, Grecia, Croatia si Bulgaria, atat barbati cat si femei.

Conform indicatorului utilizarii online-banking-ului pe prima pozitie in 2022 a fost
Finlanda, pe a doua pozitie Danemarca si pe pozitia a treia — Tarile de Jos, varind de la
95% pana la 96% pentru barbati si de 96% - 97% pentru femei. Amintim cd valoarea
medie europeand a acestui indicator este 64% pentru femet si 66% pentru barbati. La polul
opus cu rezultate modeste sunt Italia, Bulgaria si Romania pe pozitia 27 cu 18% femei si
19% barbati. Tarile, care in 2022, inregistreaza rezultate sub valoarea medie sunt Grecia,
Germania, Polonia, Ungaria, Slovenia si Portugalia — doar femei.

Daca e sa analizam indicatorul utilizarii e-government, rezultatele nu se deosebesc
mult de rezultatele inregistrate la indicatorul utilizarii online banking-ului. Primele 3
clasate cu 94% femei sunt Danemarca, Suedia, Finlanda, diferenta este inregistrata doar
pentru barbati si oscileaza de la 91% la 93%. Rezultate modeste inregistreaza Italia,
Bulgaria si Romania, de la valoarea cea mai mica pentru femei Inregistrata in Romania cu
15% pentru femei si 18% barbati. Desi Bulgaria si Italia inregistreaza valori modeste, dar
cifrele sunt duble fatd de Romania. Media in UE a acestui indicator este 65%, iar Europa
tinde spre minim 80%. Térile care nu ating valoarea medie sunt — Croatia, Germania,
Polonia, Portugalia, Slovacia, Cipru — atat pentru femei cat si pentru barbati.

Daca e sa facem o privire de ansamblu, Finlanda, Danemarca, Tarile de Jos si
Suedia continua sa fie liderii UE, 1nsa provocarile digitale rdman a fi actuale pentru toti.

Celelalte state membre, in ultimul timp, inregistreazd tendinta accentuatd de
crestere si de convergentda in UE. Multe state membre care au ramas in urma liderilor,
Italia, Polonia si Grecia si-au imbunatatit indicele DESI in ultima perioada, datoritd
investitiilor europene cu accent pe digitalizare. Necesitd eforturi considerabile pentru a
spori digitalizare in Bulgaria si Romania.

Un alt aspect care 1l putem evidentia consta in faptul ca in multe state utilizatorii nu
pot fi transformati si adaptati la servicii publice si la plati. Din aceastd categorie este:
Germania, Croatia, Ungaria, Polonia, Slovacia si Bulgaria. Roméania si cel mai
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reprezentativ exemplu, unde numarul utilizatorilor internet depaseste 80%, iar utilizarea
online-banking-ul si utilizarea e-government este sub 20%.

Daca e sa analizam statele candidate la membre UE — Ucraina si Republica
Moldova, rezultatele sunt urmatoarele: Republica Moldova, inregistreaza rezultate pozitive
din punct de vedere al numarului de utilizatori internet, dar are deficiente (ca si Romania)
la transformarea acestora in utilizatori online banking si utilizatori e-government. Valorile
ultimilor doi indicatori sunt mult sub media europeand, dar depasesc valorile nregistrate
de Bulgaria si Romania, iar la indicatorul utilizarii e-government depasesc si valorile
nregistrate de Italia.

Cat priveste Ucraina, dupd numadrul de utilizatori internet este sub obiectivul
european de 80%, dar este peste rezultatele inregistrate de Croatia si Bulgaria. Daca este sa
analizdm online banking-ul, Ucraina este peste media europeana, iar la utilizarea e-
government, Ucraina aproape atinge media europeana.

Cele mentionate au fost realizate tindnd cont cat de digitalizatd este economia
fiecarei tari. Cu cat economia este mai digitalizatd cu atat poate fi mai vulnerabila si
prezenta o tinta pentru hackeri.

Lacunele de securitate a datelor reprezintd o problema frecventa in digitalizare. Din
analiza anterioard, am analizat indicatorul utilizarii online banking-ul si am observat ca
numadrul utilizatorilor creste progresiv. Bancile si alte entitati financiare trebuie sa-si
intareascd mai mult securitatea cibernetica, pentru a corespunde prevederilor ,,Actului
legislativ privind rezilienta operationala digitald (DORA), adoptat de Consiliul European
in noiembrie 2022, fiind cea mai importanta initiativa de reglementare a UE privind
rezilienta operationald si securitatea ciberneticd in sectorul serviciilor financiare”.

Furnizorii bancilor si altor institutii financiare din UE vor trebui sd-si asigure
standardele de rezilienta, pentru ca eforturile sd fie proportionale cu riscurile existente.

,DORA stabileste cerinte comune si standard pentru securitatea retelelor si a
sistemelor informatice ale entitatilor din sectorul financiar, precum si ale partilor terte care
le furnizeaza servicii legate de TIC” (tehnologii ale informatiei si comunicatiilor), cum ar
fi platformele cloud sau serviciile de Big Data .

,Furnizorii de servicii TIC din tari terte vor trebui sa-si infiinteze filiale pe teritoriul
UE, pentru a se putea realiza supravegherea in mod corespunzator” [1].

»Aceste schimbdri vor necesita sa fie reglementate la nivel national in fiecare stat
membru al UE. In acelasi timp, autorititile europene de supraveghere bancari vor elabora
standarde tehnice care vor trebui respectate de toate institutiile din domeniul serviciilor
financiare” [1].

Realitatea anului 2023 arata ca ,,este nevoie de un alt nivel, mai inalt, de colaborare
intre sectorul public si cel privat pentru o raportare mai exhaustivd a problemelor si
cazurilor inregistrate Tn domeniul atacurilor cibernetice, a riscurilor identificate si a
planificarii recuperdrii pierderilor in caz de materializare a riscurilor”.

»Atacurile cibernetice au impact mai mare decat costul financiar direct generat de
acesta, prejudiciile unor astfel de evenimente au dus la pierderea clientilor, pierderea
datelor clientilor si daune aduse reputatiei sau marcii” [1].

Digital Trust Insights a chestionat entitatile financiare din UE vis-a-vis de atacurile
cibernetice. ,,Conform rezultatelor sondajului, mai putin de 40% dintre directorii chestionati
afirma ca au atenuat complet expunerea la riscurile de securitate cibernetica intr-0 serie de
domenii critice, precum munca la distantd si hibrida (38% spun ca riscul cibernetic este pe
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deplin atenuat), adoptarea accelerata a cloud-ului (35%), utilizarea 10T (34%), digitalizarea
lantului de aprovizionare (32%) si a operatiunilor de back-office (31%)” [8].

,Entitatile trebuie sa-si evalueze expunerile la riscurile cibernetice, sa-si fortifice
capacitdtile de reactie la amenintari, sd asigure protectie prin parole sigure, sd utilizeze
patch-urile de securitate si sa faca backup la date. Un rol important 7l va constitui formarea
continud a personalului privind prevenirea atacurilor cibernetice si raportarea acestora la
organele de supraveghere” [8].

Atacurile cibernetice sunt tot mai frecvente 1n ultima perioada, dar si bancile sunt mai
»mature” si mai pregatite pentru a gestiona riscurile. Majoritatea bancilor elaboreaza strategii si
aloca investitii pentru prevenirea lor. Spre regret, multe din aceste strategii sunt de protectie
impotriva evenimentelor si nu de anticipare, iar rezultatele nu sunt neaparat cele asteptate.

Orice proces de gestiune a riscurilor trebuie sd presupund mai multe scenarii de
manifestare a pericolelor sau a oportunitatilor. Dar oricéte scenarii nu ar fi luate in analiza,
capacitatea de a prognoza toate datele, rimane oarecum insuficienta si limitata din cauza ca
entitatile au structuri organizatorice si procese diferite, comunicarea pe interior uneori €
deficientd, anevoioasa sau tardiva, tehnologiile sunt diverse si ingeniozitatea si
inventivitatea hackerilor nu are limite.

»Astfel, reiesind din cele mentionate, bancile, de rand, cu alte companii din
domeniul serviciilor financiare, sunt obligate s corespunda cerintelor privind rezilienta
operationala. Pentru aceasta se vor implementa strategii de securitate ciberneticd care sa
facd fata tuturor provocarilor. Toate se vor rezuma la formarea resurselor financiare si
umane de spetd, gasirea celor mai eficiente procese de identificare si gestiune a riscurilor
ce tin de securitatea cibernetica” [1].

,,DORA se bazeaza pe patru piloni:

— gestiunea riscurilor legate de tehnologia informatiei si comunicatii (TIC);
raportarea incidentelor;

— testarea operationald si de rezilienta digitala;

— managementului riscului generat de furnizorii TIC” [1].

Denuntarea oricdrui atac cibernetic este la indemana oricdrui membru al societatii,
iar organele abilitate trebuie sa le monitorizeze, sistematizeze si, ulterior, sa le poatd
anticipa. Un rol important in acest proces il constituie si cooperarea specialistilor din
breasla, a companiilor IT si a autoritdtilor competente la nivel national si international.

,»Organizatiile active In industria serviciilor financiare incep sd Inregistreze
progrese semnificative in implementarea Legii privind rezilienta operationala digitald
(Digital Operational Resilience Act — DORA), in acest context o treime dintre acestea
(29%) au Inceput sa se pregateasca inca din 2022 si, dintre acestea, 29% au finalizat deja,
pana in februarie 2023” [10].

,»Raportul Deloitte evidentiazd faptul ca companiile sunt in urma in ceea ce priveste
evaluarea riscului generat de terti, in conditille in care sapte din zece organizatii
participante la studiu (69%) le efectueaza doar o data pe an, insuficient pentru a respecta
cerintele DORA, in timp ce doar 13% le efectueaza in mod continuu, asa cum cere noul
regulament. Respectarea acestor cerinte implicd, de asemenea, revizuirea periodica a
strategiei privind riscul generat de furnizorii de solutii TIC, luand 1n considerare strategia
de a distribui serviciile pe furnizori multipli” [10].

Pe parcursul implementarii DORA, s-a observat ca a devenit o provocare
conectarea furnizorilor TIC cu cei ce oferd tehnologii critice. ,,Studiul evidentiaza faptul ca
functiile considerate critice si importante sunt autorizarea (14%) si autentificarea
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tranzactiilor de platd (12%), urmate de operatiunile IT si tranzactiile efectuate de clienti
prin intermediul canalelor digitale (12% fiecare)” [10].

Pentru a se conforma cerintelor DORA, entitdtile vor trebui sa-si determine
punctele critice, a caror impact ar afecta serviciilor lor si rezultatele, si sd-si actualizeze
permanent lista furnizorilor TIC.

»Institutiile financiare vor trebui sa dezvolte metode de testare a scenariilor de
rezilientd si strategii multi-furnizor pentru toate sistemele care sustin functii critice si
importante”. ,,DORA obliga institutiilor financiare sa efectueze anual teste ale planului de
raspuns la incidente si sa efectueze teste de penetrare bazate pe amenintari (TLPT) asupra
tuturor sistemelor si aplicatiilor TIC critice si asupra functiilor importante, in mediul de
productie” [1].

CONCLUZII

Putem concluziona cd nevoia de protectie a tehnologiei informatiei creste in fiecare
an pe masura ce creste numarul si calitatea atacurilor hackerilor.

Relevanta problemei securitdtii informatiilor este confirmata de statisticile
atacurilor hackerilor. Multe organizatii, In primul rand bancile, sunt victime ale
programelor malware phishing sau furt de identitate.

Rezultatele DESI 2022 aratd cd, desi majoritatea statelor membre UE inregistreaza
progrese in transformarea digitala, insa intreprinderi bazate pe tehnologii digitale cheie:
cloud-ul, inteligenta artificiala (AI) si Big Data, este inca destul de scazuta.

Competentele digitale insuficiente Impiedica dezvoltarea, sporesc decalajul digital si
deoarece majoritatea serviciilor sunt transferate online, cresc riscurile de securitate cibernetica.

Este necesara implementarea pe scara larga a infrastructurii de conectivitate (in special
5G), pentru a putea oferi si/sau beneficia de servicii bazate pe aplicatii de ultima generatie.

Statele membre UE continua sd-si imbundtdteasca nivelul de digitalizare, de aceeasi
dinamica se bucura si statele candidate la UE: Republica Moldova si Ucraina, care Incearca
treptat si sa recupereze pana vor ajunge in urma statele de top digitalizate.
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Abstract: According to international standards, the official language of a nation state represents an element of
national security, as well as the symbolism of the state, along with the flag, coat of arms, anthem and other
national symbols. Language is the guarantor of a company's functionality. The current reality demonstrates the
increasing degree of state involvement in the most diverse processes: social, cultural, economic, educational,
etc. The language policy of a state is represented by a set of laws, rules and guidelines adopted by the state
authorities in relation to the language or languages existing or used on the territory of that country. This
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as the attitude of reporting and protecting the language against the influence of foreign cultures. In this vein,
language has become for the political domain of a state an object, resource and means of control. Through
language policies, adopted as administrative measures, the State administers linguistic pluralism.
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INTRODUCERE

Limba este garantul functionalitatii unei societati. Totodata, limba este factorul care
stda la baza dezvoltarii socioculturale a macro/microsocietatilor, precum si factorul
lingvistic ce duce la consolidare lexicului unui sistem terminologic. Aderand la ideea ca
viata economica reprezintd temelia materiald a unei societati, sustinem si dezvoltarea
calitativa a unei societdti economice este de neimaginat fara stabilirea clara a identitatii
termenilor economici. In grosso modo, se poate spune ca interesul specialistilor din varia
domenii, sistemul economic, Tn acest sens nu este o exceptie, este unul adanc implantat in
timp. Inca renumitul Adam Smith, supranumit parintele economiei, abordeaza, in lucrarea
Teoria sentimentelor morale, problema limbii, mai exact facultatea vorbirii ca instrument
al ,,al conducerii si al orientarii judecatilor si comportarii celorlalti oameni.” [1]

Profesorul Vasile Bahnaru, intr-un interviu acordat Agentiei de presa IPN, sustine ,,
Limba constituie un Tnsemn fundamental indispensabil al patrimoniului cultural dintr-un
stat, Tntrucat statele s-au constituit, in principiu, in baza comunitatii de limba, cu alte
cuvinte limba, traditiile, cultura populara sunt elementele constituente fundamentale ale

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). s}


https://doi.org/10.53486/escst2023.07
https://orcid.org/0000-0003-4253-2753
mailto:cepragalucia@ase.md
https://orcid.org/0000-0001-8349-2714
mailto:birsan.svetlana@ase.md

000 10 TN IR (AR 1L Y CA X 175 (3 DOI: https://doi.org/10.53486/escst2023.07
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

unui stat, iar celelalte insemne ale statului (sigiliul, drapelul, imnul, stema, distinctiile,
moneda etc.) au un caracter derivat si cunosc o succesiune cronologica posterioard limbii.
Prin urmare, limba este de o importanta decisiva, chiar definitorie pentru existenta statului,
intrucét ea este liantul social si inglobeaza, exprima si prin ea se manifesta toate aspectele,
chintesenta culturald a unui popor, constituit din ansamblul bunurilor materiale si
spirituale, din ansamblul preceptelor cutumiare si traditiilor milenare ale majoritatii
nationale. Este, prin urmare, un fapt incontestabil ca elementul principal de constituire a
unu stat si al culturii unui popor este limba lui.” [2]

,Odata ce a devenit clar ca limba este unul dintre cei mai importanti factori determinanti ai
identitatii si un factor puternic in unirea popoarelor, limba a inceput sa fie studiata pe scara
largd cu scopul unificarii si standardizarii acesteia.”’[4] Mai mult, realitatea actuala
demonstreaza cresterea gradului de implicare a statului in cele mai diverse procese:
sociale, culturale, economice, educationale etc. Potrivit cercetatorilor Fishman, Grillo,
,limba a devenit pentru domeniul politic al unui stat obiect, resursa si mijloc de
control”.[4] Prin politicile lingvistice, adoptate drept masuri administrative, statul
gestioneaza pluralismul lingvistic.

REZULTATELE CERCETARII

Apdrut in anii 70 ai secolului al XX-lea, conceptul de politica lingvistica este
definit drept ,,0 serie de proceduri prin care institutii, grupuri sau indivizi dintr-0 societate
influenteazad in mod indirect sau direct limbajul, utilizarea limbii si situatia lingvistica intr-
un segment al societatii, al intregii societdti sau in mai multe societati sincrone”.[5]
Cercetitorul Skiljan abordeazi conceptul de politicd lingvistica ca pe niste ,activititi
rationale si, in mare parte, institutionalizate, prin care o societate influenteazd formele
lingvistice de comunicare publica si formarea constientizdrii participantilor sai despre
aceste forme”.[6]

Premergatorul lexical, cu circa un deceniu, al termenului politica lingvistica este
considerat conceptul planificare lingvistica. ,,Termenul planificare lingvistica (language
planning) a fost introdus in circulatie de Einar Haugen, lingvist american de origine
norvegiand, in anul 1959, cu ocazia prezentdarii activitatilor de standardizare lingvistica
efectuate in Norvegia”.[3]

Cercetatorul Sue Wright sustine ca ,,Stimularea convergentei lingvistice a fost o
parte a dezvoltarii statului national. Limba unificatd promoveaza coeziune care permite
statului sa dezvolte o cultura comuna. Lideri politici au devenit constienti ca o comunitate
de comunicare unificata este calea spre construirea unui stat-natiune”.[3]

Politica lingvistica statala se materializeaza printr-un cadru normativ riguros care
reflecta directiile adoptate de factorii de decizie Tn raport cu limba sau limbile ce
functioneaza pe teritoriul respectivei tari. Politica lingvisticad vizeaza si adoptarea unei
limbi oficiale, care motiveaza si incurajeaza invatarea acesteia. Politica lingvistica are un
impact direct asupra statutului pe care il obtin limbile minoritare, totodata, determinand si
atitudinea in raport cu protejarea unei limbi fata de inrauririle culturilor straine.

Politica lingvisticd poate fi interpretatd si ca un ansamblu de masuri de stat, ce vin
sd garanteze functionalitatea unei limbi, prin anumite reglementari, pentru tara respectiva.
De asemenea, politica de limba se poate referi nu doar la un stat, dar si la anumite
asociatii/parteneriate etc. de organizatiile internationale, precum este, spre exemplu,
Uniunea Europeana.
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Regretatul profesor Gh. Moldovanu, in studiul Politica si planificare lingvistica:
abordare teoretica si aplicativa,[6] supune atentiei cititorului o analiza a mai multor tipuri
de politici lingvistice, precum:

» politica lingvistica liberala, specifica Australiei, Austriei, Japoniei, Cubei, SUA,
Germaniei etc.;

» politica lingvistica dirijista, atestata in Iran, Afganistan, Vietnam, Grecia, Irak,
Turcia, precum si in regiunea Transnistria din RM, politicd sustinuta de
autoproclamata guvernare locala.

In categoria politica lingvistica dirijistd se pot distinge un sir de subcategorii
(vezi tabelul 1).

Tabelul 1: Subcategorii ale politicii lingvistice dirijiste

Subcategoria de politica dirijista Tarile care aplica PL

Iranul, Grecia, Irakul, Afganistanul Brazilia,

Politica de asimilare ) ) X
Indonezia, , Turcia, Vietnamul etc.

Algeria, SUA, Croatia, Tarile Baltice, Italia,

Politica de valorificare a limbii oficiale Romania, Albania, etc.

Politica lingvistica pe domenii de | Franta, Alaska, Luiziana, Corsica, Arizona,
activitate Monaco, Marea Britanie in Scotia etc.

Slovacia, Olanda, Albania, China, Tarile

Politica statului juridic diferengiat Baltice, Romania, Bulgaria, Suedia etc,

Politica bilingvismului oficial (PBO):

PBO bazat pe drepturile personale | Ciad, Kenya, Burundi, Irlanda, Norvegia,

A fara limita teritoriald Malta, Canada, Bielorusia, etc.
. Hawai (SUA), Scotia, Catalonia, Galitia, Tara
B PBO bazat pe drepturile personale Bascilor, Tara Galilor (Marea Britanie) si

limitate la anumite regiuni
altele

C | PBO bazat pe drepturile teritoriale | Belgia, Canada (Québec) Elvetia, etc.

Slovenia, Luxemburg, Ungaria, Africa de Sud,

Politica plurilingvismului strategic Australia, Moldova, Nigeria, India

Politica lingvistica mixta Germania, Irlanda de Nord, Panama, Cehia etc

Sursa: elaborat de autoare in baza informatiilor din referinta [7]

Avand in vedere caracterul social al limbii, consideram pe deplin intemeiat rolul
determinant al statului de ,,...distribuitor al bunului lingvistic”. [9] Cu atat mai indreptatite
sunt interventiile statului in conditiile actuale de maxima instabilitate sociopolitica in
regiune si de razboi hibrid. Potrivit directorului adjunct al Institutului pentru Politici si
Reforme Europene, Mihai Mogildea, un razboi hibrid e diferit fatd de cel despre care am
invatat la scoald la lectiile de istorie... Nu este vorba de razboaiele de candva cu
mecanisme tehnice, ci, mai curand, ne referim la acele instrumente care au capacitatea de a
conduce la atingerea aceluiasi scop, adica infrangerea adversarului. ,,De cele mai multe ori,
tinta unui rdzboi hibrid este un stat care se afld in vizorul unui alt stat agresor, deci avem
un stat agresor pe de o parte, care incearcd prin mai multe metode sd sldbeasca, sa
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vulnerabilizeze, sa minimizeze rezilienta belica a celuilalt stat. Aceasta este prima
diferenta cand auzim termenul de razboi hibrid — trebuie sa intelegem ca el este diferit de
unul conventional.

Un alt moment relevant vizeaza faptul ca termenul hibrid este orientat spre o paleta
larga de elemente valorificate de citre statul agresor. In acest caz, putem avea atacuri
cibernetice, putem avea instrumente de dezinformare, putem avea, de exemplu, sistari de
energie, de gaz, curent electric, putem avea inclusiv alte mecanisme cu care opereaza statul
agresor, precum, de exemplu, finantarea unor partide politice care, prin intermediul
alegerilor — organizate de altfel intr-un mod democratic — ar trebui sa preia puterea si sa
raspunda comenzilor statului agresor. Deci, razboiul hibrid, daca dorim sa-1 observam cum
aratd in realitate, trebuie sa ne uitam la experienta noastrd din ultimii ani si vom vedea ca
acesta se manifesta pe mai multe fronturi si ca, de altfel, a reusit mai mult sau mai putin sa
vulnerabilizeze statul nostru care, n ultimul an, cel putin incearca sa-si recapete din
capacitatea de raspuns, de lupta, incearca sa-si consolideze mai multe capacitati care in
trecut i lipseau.” [10]

Mihai Mogildea, in dialogul cu Ana Sarbu, pe portalul Mediacritica - primul portal
de educarie mediatica, subscrie opiniei mai multor analisti, experti, atunci cand sustine ca
»astdzi unul din grupurile - tintd care a cazut victima a acestui razboi este populatia
Republicii Moldova. Nu atat guvernarea, nu atat institutiile care conduc statul, ci mai
degraba populatia, pentru ca statul agresor (nr. Federatia Rusa) doreste sa influenteze
gandirea, deciziile, optiunile de vot ale populatiei.” [10]

In acest context de instabilitate sociopolitica din tari, securitatea populatiei
Republicii Moldova devine un imperativ. Informatia sociald a unui stat constituie expresia
tuturor particularitatilor nationale, psihosociale, a intereselor si necesititilor acestuia. In
conjunctura acestei informatii sociale, un caracter specific comporta informatia cu
continut social-politic, ideologic, care este elaboratd si aleasd de pe anumite pozitii —
politice, ideologice. Bundoara, e cunoscut faptul ca, in circumstantele unor abordari social-
politice, filosofice, ,,omul este un fenomen social, deoarece constitui un consumator al
informatiei sociale a statului, grupului social, natiunii din care face parte.” [11]

Mai marii statului, guvernarea, detin instrumentele necesare de securizare a
natiunii. Indiscutabil, s-au intreprins masuri de alfabetizare politica, alfabetizare mediatica,
lingvistica etc.

In ultimul an, am putut observa activizarea Guvernului la capitolul promovarea
imaginii RM pe plan international, atragerea fondurilor financiare intru dezvoltarea
infrastructurii nationale si regionale, intru sustinerea paturilor vulnerabile, precum si in
ceea ce priveste lupta impotriva dezinformarii de catre sursele media pro ruse.

Implicatii substantiale a demonstrat Guvernul Republicii Moldova si la nivel de
implementare a politicilor lingvistice. Or, In temeiul prevederilor art. 10 din Codul
educatiei al Republicii Moldova nr.152 din 17 iulie 2014 (Monitorul Oficial al Republicii
Moldova, 2014, nr. 319-324, art. 634) si in conformitate cu Programul de guvernare
»Moldova vremurilor bune”, Guvernul Republicii Moldova a aprobat la 07.03.2023
Programul national privind invatarea limbii romdne de catre minoritatile nationale,
inclusiv populatia adulta, pentru anii 2023-2025, oferit gratuit de catre Ministerul
Educatiei si Cercetarii al RM.

Elaborat in conformitate cu urmatoarele documente: Strategia nationala de
dezvoltare ,,Moldova 20307, Programul de guvernare ,,Moldova vremurilor bune”,
Obiectivele Dezvoltarii Durabile ,,Educatia 2030, Competentele-cheie pentru invatarea pe
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parcursul Tntregii vieti (Bruxelles, 2018), Codul educatiei (2014), Programul nagional
privind invatarea limbii romdne de catre minoritatile nagionale, inclusiv populatia adulta,
pentru anii 2023-2025, a fost dictat de un sir de factori intrinseci, precum si extrinseci.
Printre factorii intrinseci ai documentului mentionat supra, amintim:

v’ ,necesitatea de a dezvolta un sistem de educatie lingvistica sustenabila pentru
toate partile interesate, fara deosebire de varsta si profesie;

v' necesitatea credrii unui mecanism de asigurare a competitivitatii limbii roméane
la cel mai Tnalt nivel sociolingvistic;

v' necesitatea promovarii patrimoniului cultural national ca un element definitoriu
al identitatii nationale;

v' necesitatea consolidarii institutionale prin adoptarea unui cadru normativ, raliat
la nevoile comunitatii”.[12]

Factorii extrinseci care au dictat elaborarea si aprobarea Programului nasional
privind invdtarea limbii romdne de catre minoritatile nagionale, inclusiv populatia adulta,
pentru anii 2023-2025 sunt:

v’ ,necesitatea ralierii politicilor educationale nationale la documentele si
acordurile internationale care vizeaza si R. Moldova, la documentele elaborate
de ONU, Consiliul Europei, Uniunea Europeana, OECD si alte organisme
internationale, la Obiectivele de Dezvoltare Durabila (ODD), la prevederile
Acordului de Asociere cu Uniunea Europeana si Parteneriatul Global pentru
Educatie, la Cadrul European Comun de Referinta pentru Limbi;

v' necesitatea transferului si implementarii in sistemul de educatie lingvistica al
Republicii Moldova a unor experiente, inovatii si bune practici internationale.” [12]

Totodata, expertii Tsi exprima speranta cd, odatd cu dezvoltarea Programului
national privind studierea gratuitd a limbii roméane, autoritatile vor depune eforturi pentru
ca scoala deja s aduca cunostinte elevilor, inclusiv acelor alolingvi, la nivelul incét acestia
sa poata sa-si realizeze potentialul pe care il au de la natura in societate. [13]

CONCLUSIONS

Tn concluzie, din cele sus-mentionate, deriva statutul limbii romane atét ca simbol
de stat, simbol al identitatii nationale si instrument de coeziune sociali, cat si factor de
securitate nationala.

Or, ,,in conditii de razboi hibrid, este important sa stim cine suntem, pentru a nu ne
trezi altii... Prezervarea si valorificarea patrimoniului cultural si natural, precum si
incurajarea responsabild a domeniilor de excelenta, ca modalitate de promovare a propriei
identitati, reprezintd obiective nationale de securitate. Intre timp, langi noi, in Ucraina,
dreptul international umanitar, conventiile internationale, drepturile culturale nu sunt
respectate.” [14]

Potrivit cercetatorului Wright ,raspandirea cu succes a limbii nationale a fost
ajutatd de presiunea industrializarii si a comertului. Acolo unde industrializarea si
construirea natiunii a avut loc mai tarziu, Wright scrie ca si raspandirea alfabetizarii a fost
intarziata; numai jumatate din populatia roméaneascd a fost alfabetizata in anul 1920.
Wright sustine ca scopul achizitiei lingvistice este ,,socializarea tinerilor membri ai
grupului Tn limba natiunii si discursul national”.[3]

Si daca anterior, formele industriale de productie au necesitat schimbari in educatie,
atunci actualmente, securitatea nationala a populatiei reclama adoptarea mai multor masuri
strategice de securitate, inclusiv in domeniul politicii lingvistice. E adevarat, ,,Statul
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Republica Moldova demonstreaza un interes deosebit pentru afirmarea individului si a
comunitatilor minoritatilor nationale prin sporirea gradului de implicare a acestora in viata
sociald, culturald, economica si politica a tarii. Integrarea individului n societate,
participarea sa activa la viata comunitatii reclama respectarea unor conditii de baza privind
asigurarea drepturilor si libertatilor omului”.[12]

Astfel, limba romana, limba oficiala a statului Republica Moldova se prezinta ca un

cod lingvistic de procesare si gestionare a informatiilor, ca un instrument de integrare
socioprofesionala si culturala, iar drept urmare de coeziune sociald si buna convietuire ntr-
un stat de drept, unde limba este catalizatorul societatii si factorul de securitate culturala.
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Abstract: In the current socio-economic context of crisis, accompanied by the significant increase in prices,
major concerns are imposed to ensure the well-being of the population, both in the Republic of Moldova and
in other states. The well-being of the population, in turn, is determined by the interconnection between
income and consumption. A higher level of the population's income leads to higher consumption, and the
discrepancies between the incomes of different social categories affect their security and quality of life. The
security and quality of people's lives also depends on the purchasing power of households, the quantitative
value of consumption, its structure and quality, as well as the assimilated and promoted conceptions of
consumption, the social policy of the state. In this paper, the income and consumption expenditure situation
of the population in the Republic of Moldova is analyzed based on documentation from statistical sources, as
well as other secondary sources of information. Also, the analysis of food consumption of basic products in
the Republic of Moldova in comparison with Romania is carried out. The research showed that in the
Republic of Moldova the incomes of the population, compared to neighboring countries, are at a lower level,
41% being spent, according to the family budget research, for food consumption. In general, the level of
provision of the population with basic food products is appreciated as satisfactory, but there are significant
gaps between different categories of consumers, which requires the support of these categories by the state
and society.
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INTRODUCERE

Viata este singura valoare inestimabila, care este posibild doar satisficand nevoile
existentiale prin consum. Consumul calitativ nu este un scop in sine al vietii omului, dar
este conditia existentiala a lui. Constientizarea acestui fapt de insasi om, in calitatea sa de
consumator/prosumator, precum si in calitate de furnizor a experientelor de consum,
determind calitatea vietii intr-o societate. Totodata, se cunoaste faptul cad orice persoana,
familie, firma sau chiar si stat, indiferent de nivelul sdu de dezvoltare, sunt limitati in
bugetare), precum si alte motive, de exemplu, de timp [1, p.16]. Atat consumul in general,
cat si consumul alimentar, in particular, depind de veniturile populatiei, directionarea
acestora spre procurarea diferitor tipuri de produse si servicii, precum si de gestionarea
problemelor legate de consum de catre factorii de decizie la nivel de intreprinderi si
societate. Consumul are un impact considerabil asupra economiei si societatii. O
consecinta esentiala a dezvoltarii consumului o reprezintd cresterea cererii agregate pe
piatd. Aceasta, la rindul sdu, determind volumul de producere si, respectiv, conduce la
cresterea cererii de fortd de munca si veniturilor cetatenilor. Pe langa impactul economic,
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consumul are si o profunda semnificatie socio-culturald, efectele sale fiind resimtite pe
diferite planuri: competitivitatea produselor, deprinderile si obiceiurile de consum,
instruirea si educatia populatiei tarii, conservarea tradifiilor si culturii locale, utilizarea
timpului liber, cresterea calitatii vietii. Un nivel inalt al calitatii vietii populatiei presupune
consumul bunurilor calitative, sigure, In concordantd cu normele fiziologice si normele
rationale de consum, intr-un mediu de viata sanatos.

SITUATIA VENITURILOR, CHELTUIELILOR DE CONSUM SI CONSUMULUI
ALIMENTAR

Nivelul de trai al populatiei unei tari isi gaseste reflectare (conditionat) in
indicatorul macroeconomic Produsul intern brut (PIB). Analiza evolutiei acestui indicator
n perioada anilor 2010-2022 (tabelul 1) denota o crestere continud, cu exceptia anilor 2020
si 2022 (91,7% si 95% respectiv, in comparatie cu perioada precedenta) [2]. In anul 2022
acest indicator a atins cifra de 274207 milioane lei in preturi curente, ,,consumul final al
gospodariilor populatiei” constituind 83,6% din PIB, iar investitiile fiind in descrestere.
PIB pe cap de locuitor in anul 2022 a constituit 5713 $ USD (in preturi curente) [3].

Pentru comparatie, conform calculelor Bancii Mondiale, cel mai inalt PIB pe cap de
locuitor (PPC) - 234,3 mii $ SUA, a fost inregistrat in anul 2021 de tara Monaco, urmand
Luxemburgul cu 133,7 mii $, Irlanda -101,1 mii $, SUA - 69,2 mii $, Germania -51,1 mii
$, Japonia - 39,6 mii $, Spania - 30,1 mii $, Polonia-17,7 mii $, Romania-14,7 mii $,
Bulgaria si Rusia -12,2 mii $, Turcia - 9,7 mii $, Ucraina - 4,6 mii $, Moldova - 4468
dolari (5274 $ conform datelor statistice ale tarii ), iar cel mai scazut nivel s-a inregistrat in
Yemen - 302 $, Burundi - 311$, Afganistan - 373$ [4]. Este evident nivel scazut al acestui
indicator al Republicii Moldova, comparativ cu tarile din regiune, precum si amplitudinea
enorma dintre cele mai sarace si cele mai dezvoltate state.

Tn anul 2022, castigul salarial mediu lunar brut a constituit 10529,11 lei si s-a mdrit
fatd de anul 2021, in valoare nominala, cu 15,5%, iar in valoare reald (ajustat la indicele
preturilor de consum) s-a micsorat cu 10,3%. Din toti salariatii, aproximativ 42% au avut
salarii mai mici de 7 mii lei, iar cumulativ, 66% au avut salarii mai mici 10 mii lei; 19% —
au avut salarii intre 10 si 15 mii lei, 15% au avut salarii Intre 15-20 mii lei s1 0,3 % peste
20 mii lei, amplitudinea extinzandu-se de la 6850 péna la 26537 lei (salariatii in domeniul
Informatii si telecomunicatii) [3, p. 11]. Salartul minim pe tard in anul 2022 a alcatuit
3500 lei, iar Tn anul 2023 - 4000 lei sau circa 200 euro [5].

O astfel de stratificare a populatiei dupa veniturile disponibile aratd ca marea
majoritate (salariati + pensionari) fac parte din paturile social vulnerabile, inflatia accentuand
si mai mult nivelul scazut de trai al gospodariilor. De asemenea, exista mari discrepante intre
grupurile sociale In ceea ce priveste consumul. Pentru a atenua impactul inflationist,
majoritatea tdrilor UE au majorat salariile minime pe tard. Republica Moldova, in
concordantd cu Directiva UE, opteaza, de asemenea, pentru majorarea salariului minim de la
4000 lei in 2023 pana la 5000 lei, incepand cu anul 2024. Pentru comparatie, salariile
minime in UE in iulie 2022 variau intre valoarea maxima 2313 euro in Luxemburg si
valoarea minima 363 de euro in Bulgaria. Salariu minim peste 1700 de euro il aveau Belgia,
Irlanda, Téarile de Jos, Germania, 1646 euro avea Franta. Salariu minim sub 1.000 de euro a
fost inregistrat in 13 dintre statele membre UE, inclusiv si Roméania - 516 euro, iar in térile
candidate si potential candidate - 269 de euro in Albania si 532 de euro in Muntenegru [7].
Nivelul scazut al veniturilor populatiei este unul din factorii principali care determina
emigrarea populatiei apte de muncd catre tirile cu un nivel de trai mai inalt, ceea ce se
confirma si prin tendinta de micsorare continud a numarului populatiei (tabelul 1).
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Tabelul 1. Evolutia PIB, PIB pe cap de locuitor si a castigului salarial in Republica

Moldova
Indicatori 2010 | 2015 | 2017 2018 | 2019 2020 | 2021 | 2022
Produsul Intern Brut 86275
(PIB), millei, inpreuri | 50°'> | 145754 | 178881 | 192500 | 206256 | 199734 | 242079 | 274207
curente
Produsul Intern.Bru.t, (in 133030 | 168358, 197616, 195779 189187 | 227557 | 219937
pret. comp.), mil lei A 0 6
Indicele deflator al
PIB,100=anul precedent, | 1023 | 1096 | 1063 | 1041 | 1036 | 917 | 1139 | 950
%
PIB, prefuri curente, mil | go76 6 | 77462 | 9674,4 | 111760 | 117360 | 11232 | 1389L | 4,506
$SUA 0 0
Eﬂfépre?”ri curente, mil | 596 o | 69745 | 85884 | 99559 | 10484,0 30116' 31569’ 13781

Populatia stabilita la 1
ianuarie, mii pers.
PIB pe locuitor, preturi

3561,6 | 35552 | 3550,9 33713 2664,9 26353 | 2616,5 | 2565,0

curente, $SUA 1959 | 2180 | 2724 3315 4405 4376 | 5274 | 5713
Castigul salarial mediu | 5979 7 | 46109 | 56971 | 62680 | 73561 | 81075 | 91159 | 20929
lunar brut, lei 1
Indicele castigului

salarial mediu lunarbrut | 1qe 5 | 1995 | 1101 1132 108,2 110,2 1124 | 1155

al unui lucritor din
economie, %
Sursa: elaborat in baza datelor statistice: [2], [3, p.22].

Conform datelor statistice, veniturile disponibile lunare ale populatiei din Republica
Moldova au constituit in anul 2022 (tabelul 2), in medie pe o persoana, 4252,7 lei (5355,3 in
mediul urban si 3528,4 in mediul rural), ceea ce este cu 21,2% mai mult comparativ cu anul
precedent, in conditiile unui indice anual cumulativ al inflatiei de 130,2 %, inclusiv 132 %
pentru produsele alimentare. Sursele banesti constituie 97,2% pentru mediul urban si 89,8%
pentru mediul rural. Salariul formeaza 61,1 % din veniturile totale in mediul urban si 40,3 in
mediul urban, iar prestatiile sociale — 20,3 % si transferurile banesti -12,1% [3, p.12].

Tabelul 2. Veniturile medii lunare pe o persoana in anul 2022, lei

Indicatori Total Mediul urban Mediul rural
Veniturile dlsponlb[le tqtale, medii 425275 53553 35284
lunare pe o persoana, lei

Inclusiv Tn % pe surse de venit

Activitatea salariala 50,7 61,1 40,3
Activitatea individual agricola 78 0,6 15,1
Act.1v1tevltea individual agricold non- 6.2 6.8 5.6
agricola

Prestatiile sociale 20,3 16,8 23,8
Alte venituri, 15,0 14,7 15,2
inclusiv

transferuri din afara tarii 12,1 10,4 13,7

Sursa: [3, p.12]
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Cea mai mare parte din veniturile disponibile ale gospodariilor este indreptata spre
cumpararea produselor alimentare si bauturilor nealcoolice - 41,1%,inclusiv 36% in
mediul urban si 46,4% in mediul rural, urmand cheltuielile pentru locuintd , apa,
electricitate si gaze — 16,3%, Imbracdminte si incaltdminte - 8,4%, transport -7,4%,
mobilier , dotare si Intretinerea locuntei — 5,8%, sanatate — 5,1% s.a. (Figura 1).

- B Produse alimentare i bauturi
0, 3
Structura cheltuielilor de consum, % nealcoolice

m Bauturi alcoolice, tutun
fmbracaminte si incaltaminte
Locuinta, apa, electricitate, gaz

B Mobilier, dotarea si intretinerea
locuintei

m sanatate

| Transport

B Telecomunicatii

B Diverse produse si servicii
8.4 1.7 ;

Figura 1. Structura cheltuielilor de consum Tn anul 2022
Sursa: [3, p.13]

Vulnerabilitatea populatiei este si mai mare, daca vom lua in considerare marimea
gospodariei, cheltuielile medii a unei familii cu 5 s1 mai multe persoane fiind aproape de
doud ori mai mici, comparativ cu gospodaria cu o persoand, cheltuielile principale fiind
legate de alimente (45,8% din totalul cheltuielilor) [3, p.13]. Pentru comparatie, venitul
disponibil al gospodariilor cheltuit pentru produsele alimentare si bauturi nealcoolice in
Romania a alcatuit in anul 2021 34,4%, in tarile UE-27- in mediu 14,7 %, iar in tarile
dezvoltate acest indicator variaza intre 10-15% [7].

Cercetarile aratd cd o treime din populatia terei traieste in sardcie, polarizarea
societitilor aprofundandu-se. In Republica Moldova nivelul sariciei extremale in anul
2021 a constituit 2095 lei in mediul urban si 1689,7 lei in mediul rural, nivelele saraciei
extremale inregistrate fiind 24,5 % media pe tard , 11,9% in mediul urban si 32,8% in
mediul rural [8, p.5].

Tabelul 3. Evaluarea produselor alimentare incluse in cosul alimentar al minimului
de existenta prin prizma criteriilor de securitate alimentara

Grupe de produse Disponibilitate Accesibilitate Stabilitate

Paine si produse de panificatie satisfacator satisfacator -
Carne si produse din carne, satisfacator/ satisfacator/ partial satisfacator
inclusiv carne de pasare partial satisfacator partial satisfacator

Lapte si produse lactate partial satisfacator

Peste si produse din peste partial satisfacator | satisfacator
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Oua satisfacator satisfacator satisfacator

Grasimi satisfacator satisfacator partial satisfacator
Zahar si produse de cofetarie satisfacator satisfacator ;
Cartofi satisfacator satisfacator partial satisfacator
Legume satisfacator satisfacator partial satisfacator
Culturi de bostanarie satisfacator satisfacator partial satisfacator
Fructe, pomusoare, struguri satisfacator satisfacator partial satisfacator
Alte produse (ceali, sare, drojdie, partial satisfacator partial satisfacator | partial satisfacator
frunza de dafin)

Sursa: adaptat dupa [8,p.33-39];[9]

Evaluarea produselor alimentare incluse in cosul alimentar al minimului de
existentd prin prizma criteriilor de securitate alimentard, la nivel de tara, releva o situatie
relativ satisfacatoare, cu exceptia produselor lactate si produselor si a cérnii de gaind si
bovine, care au o disponibilitate mai scazutd, insa accesibilitatea este mai problematica
pentru paturile cu venituri scazute si exista probleme de stabilitate In asigurarea cu produse
ce tin de conditii climaterice, exportul sau importul produselor s.a.

Tabelul 4. Consumul anual pe cap de locuitor, kg

Categorii de produse Consumul in Republica Nivel de Consumul in
Moldova, 2021 autoaprovizionare, % Romania, 2020
Cereale si produse din cereale, 205 165 204,4
echivalent cereale (grau, porumb si
derivate)
Cartofi 78 89,1 934
Leguminoase/ boabe 5,7 165,5 3,6
Legume si produse din legume, 88 96,1 167,8
echivalent legume proaspete
Fructe si produse din fructe in 31consum populatie 156,7 107,6
echivalent fructe proaspete /115consum industrie
mere , pere, gutui
Zahar si produse din zahar in 16,3 zahar populatie+ 105,8 25,5
echivalent zahar (inclusiv miere) 16.3 zahar industrie
Carne si produse din carne in 57 75 74,4
echivalent carne proaspéata
Lapte si produse din lapte in 170 66,2 260,2
echivalent lapte 3,5%
grasime (exclusiv unt)
Oua 183-populatie/ 100,5 360 Finlanda
220- industrie
Peste si produse din peste in 53 39,4 in raport cu norma 6,3
echivalent peste proaspat recomandata
Vin si produse din vin (litri) 29 >100 21,1

Sursa: [3, p.33-39], [7, p.45]
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Analiza comparativd a consumului alimentar anual pe cap de locuitor a
principalelor categorii de produse in Republica Moldova si Roméania indica diferente
semnificative in consumul: legume si produse din legume - de aproape doud ori mai mult
in Romania; zahar si produse din zahdar — cu 7 kg/persoand mai mult in Republica
Moldova; carne si produse din carne - cu 17 kg mai mult in Romania; cu 90 kg lapte si
produse din lapte echivalent lapte 3,5% grdsime mai mul in Romania, cu 8 litri de vin mai
mult Tn Republica Moldova.

CONCLUZII

Veniturile populatiei din Republica Moldova indica un nivel scazut al acestora
comparativ cu tarile invecinate, 66 la suta din salariati avand un castig salarial sub castigul
mediu salarial. Nivelul saraciei extremale pe tara a alcatuit in anul 2021 24,5% din numarul
total al populatiei. Ponderea salariului in veniturile disponibile in mediul urban constituie
61,1%, iar in mediul rural 40,3%. Veniturile disponibile ale gospodariilor sunt Tndreptate
spre cumpararea produselor alimentare si bauturilor nealcoolice in proportie de 41,1%,
inclusiv 36% - mediul urban si 48,5 - mediul rural, ceea ce denota orientarea majoritatii
populatiei spre satisfacerea necesitatilor in produse alimentare de baza si produse de igiena.
Desi, in general, se apreciaza ca satisfacator nivelul de asigurare al populatiei cu produsele
alimentare de baza, existd decalaje semnificative intre diferite categorii de consumatori,
precum si decalaje in raport cu alte tari, spre exemplu, Romania. In vederea cresterii
nivelului de bunastare al populatiei sugeram urmdtoarele actiuni: transparentizarea
veniturilor si o politica a salarizarii responsabild la nivel de antreprenoriat si tara; dezvoltarea
pietei muncii, cresterea veniturilor si a autoconsumului populatiei rurale prin diversificarea
activitatilor de antreprenoriat si responsalizarea factorilor de decizie locali (mentinerea
pasunilor, iazurilor, gradinaritului s.a.); politica de sustinere a afacerilor micro si mici;
politicd sociald responsabild de sustinere a celor nevoiasi etc.
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Abstract: In the 21st century, society is characterised by innovation, complexity and numerous challenges
with multiple implications for citizens' lives. Political, economic, financial, environmental and social issues
are constantly influencing the development trend of society. The most recent global events have demonstrated
the weaknesses of contemporary societal arrangements, one of which is the dependence of economies on non-
renewable energy sources.

Today, in many economies, oil is the main energy resource and the reason for cooperation between certain
countries, but also the reason for disputes between players in the international system. In this context, two
interrelated concepts emerge - energy security and the managerial implications for decision-makers. These
two concepts, which we have at our disposal at all times, are designed to achieve an integrated energy
market, managing the resources at our disposal efficiently. Accordingly, the main purpose of our paper is to
analyse two of the most important mechanisms we have at our disposal to ensure security and the climate for
sustainable development.

According to our results, policy makers have a major role to play in developing sustainable and quality
energy policies. Despite the fact that policy makers often faced challenges in choosing the most appropriate
and effective energy policy for their countries, they faced multiple challenges related to the energy sector and
highlighted the importance of ensuring energy security.

Keywords: energy security, sustainable resources, energy policies, environmental protection.
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INTRODUCERE

Incepand cu perioada anilor ‘50, poluarea mediului inconjuritor a constituit
principalul impediment in realizarea Obiectivelor de Dezvoltare Durabila, deoarece au avut
loc o multitudine de evenimente negative asupra Pdmantului (schimbari climatice, defrisari
masive, cresterea temperaturii medii globale, etc.). Totodatd, consumul excesiv de
combustibili fosili, dar si cerinta de crestere continud au cauzat daune majore asupra
planetei si a ecosistemului.
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Pentru o economie durabild si prosperd este esentiald elaborarea unor masuri
riguroase de eliminare a emisiilor de gaze cu efect de sera (GES) generate de sursele
energetice neregenerabile (petrol, cirbune, gaze naturale). In acest sens, in cadrul
conferintei de mediu din Egipt (COP28) economiile lumii au fost incurajate sa-si
diminueze nivelul emisiilor antropogene si sd-si impund termene riguroase in ceea ce
priveste elaborarea planurilor de actiune pentru combaterea incdlzirii globale. Avand in
vedere acest context, economiile globale incearcd sa finalizeze un acord in domeniul
mediului pentru a putea depasi provocarile la adresa acestuia.

O strategie ideald pentru a aborda problemele privind deficitul de energie,
bunastarea energetica si reducerea efectelor negative produse de consumul de surse
neregenerabile este obtinerea securititii energetice [1]. Intr-adevir, in prezent asigurarea
securitdtii energetice reprezintd o provocare complexd la nivelul oricarei economii. Mai
mult decat atat, politicile energetice depind foarte mult si de gradul de disponibilitate a
resurselor energice ale unui stat, cat si de capacitatea tehnica si economica de a le exploata
[2] ceea ce Ingreuneazi putin atingerea securititii energetice. Insd, pe langa strategiile si
masurile implementate de catre diverse economii, literatura de specialitate se loveste de o
problemi majord in ceea ce priveste conceptul de securitate energetica. In viziunea unor
cercetdtori, ,securitatea energeticd” sau in forma largd ,securitatea aproviziondrii cu
energie” nu pare a fi foarte clar definita [3], [4]. Prin urmare, confuzia cu privire la acest
concept se reflecta si in actiunile politice [5] facand acest proces de asigurare a securitatii
energetice din ce in ce mai dificil. De exemplu, in Statele Unite ale Americii securitatea
energetica s-a axat In mod traditional pe reducerea vulnerabilitatii la santajul politic, ceea
ce i-a determinat pe politicieni sa ceara independenta energetica si cresterea ponderii
energiei regenerabile. Potrivit acestora, atunci cand se abordeazd conceptul de securitate
energeticd opiniile se impart in doud tabere. Pe de o parte, securitatea energeticd are un
singur obiectiv, respectiv cel de a proteja economiile mai putin dezvoltate de instabilitatea
preturilor la produse de baza. Pe de altad parte, unii considerd cd prin securitatea energetica
este protejata economia de Intreruperile furnizarii de servicii energetice.

Intr-o societate globalizatd, aflatd intr-un continuu proces de expansiune si
dependentid de energie, apar o multitudine de dificultiti. Insd, pentru a putea face fata
acestor provocdri, implicatiile manageriale asupra sustenabilitatii politicilor energetice sunt
un factor esential ce poate ajuta, atdt la asigurarea energiei in mod continuu, cat si la
asigurarea stabilitdtii economice si ecologice. Asadar, obiectivul cercetarii noastre este de a
analiza doud dintre cele mai importante mecanisme pe care le avem la indemand pentru a
ne asigura securitatea si climatul favorabil dezvoltarii durabile, politicile energetice si
implicatiile manageriale ale factorilor de decizie.

Mai departe, lucrarea se structureaza astfel: in sectiunea 2 aprofundam literatura de
specialitate cu privire la contextul securitatii energetice. In sectiunea 3 discutim despre piata
energiei si utilitatea politicii energetice, fiind urmata de partea de concluzii si recomandari.

CONTEXTUL SECURITATII ENERGETICE

Asigurarea securitdtii energetice reprezinta unul dintre factorii cheie utilizati in
determinarea pozitiei actuale a unui stat si a orientarii viitoare a dezvoltarii acestora. Dar
totusi, ce este securitatea energetica? Potrivit Agentiei Europene de Mediu securitatea
energeticd, denumita in literatura de specialitate si securitatea aprovizionarii este definita
ca fiind ,, ... disponibilitatea neintrerupta a surselor de energiei la preturi accesibile” [6].
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In prezent, majoritatea economiilor se confrunti cu o provocare majori — resurse
energetice limitate si, mai mult decat atat, distribuite intr-un mod inegal. Ca urmare a
acestei situatii, economiile in curs de dezvoltare sugereaza faptul ca securitatea energetica
este o problema prioritard pentru dezvoltarea oricarei economii. Energia este principala
resursa pentru ca economiile sd isi producd bunuri si servicii si, in cele din urma, sa
imbunatiteasca bunastarea umana, sociala si economica [7], [8].

Desi securitatea energetica este un concept relativ nou in literatura de specialitate,
aceasta are in spatele sau o istorie fabuloasa datorita importantei pe care a demonstrat-0 de-
a lungul anilor.

In pofida faptului ci energia a fost dintotdeauna o parte esentiald a vietii umane, cele
mai vechi incercari de conceptualizare, masurare si abordare a securitatii energetice n
acceptiunea sa moderna au fost facute abia in secolul al XX-lea, moment in care securitatea
energeticd a primit o atentie sporitd in domeniul politicii energetice [9]. Notiunea de ,,securitate
energetica” este strans legata de furnizarea combustibililor pentru armata inca din timpul celui
de-al Doilea Razboi Mondial [4], [10]. Ca urmare a evenimentelor din acea perioada, cea de-a
doua conflagratie globald a reliefat si mai mult importanta securitatii energetice. Potrivit lui
Downs, schimbarile geopolitice evidentiaza faptul ca securitatea energetica face parte din
securitatea nationald, fiind considerata parte integrantd a acesteia [11].

Originile notiunii de ,,securitate energetica” dateaza incd din perioada anilor 1970,
moment n care membrii arabi ai Organizatiei Tarilor Exportatoare de Petrol (OPEC) au
suspendat exportul de petrol cétre Statele Unite ale Americii, declansand astfel prima
,Criza energetica”, asa cum o numesc contemporanii [12]. Acest fapt s-a datorat sustinerii
Israelului de catre Statele Unite ale Americii in timpul razboiului arabo-israelian (denumit
in literatura de specialitate si Razboiul Yom-Kippur) din perioada anilor “70, creand astfel
un embargo petrolier arab [12] care a durat pana in anul 1974. Acest eveniment a scos la
iveald dependenta unor state fatd de importurile de petrol. Totodata, Henry Kissinger
spunea in acea perioada ,,controleaza petrolul si poti controla toate continentele”. De
asemenea, un sustinator de-al acestuia afirma ca ,,dacd vrei sa conduci intreaga lume,
trebuie sa controlezi petrolul. Tot petrolul, indiferent de unde locul unde se afla”.

La acel moment, embargoul petrolier a zdruncinat puternic economia americana
care devenea incet-incet tot mai dependenta de petrolul strain. Totodatd, membrii arabi ai
Organizatiei Tarilor Exportatoare de Petrol au extins embargoul si in state precum
Un aspect foarte important de mentionat se refera la faptul cd Organizatia Tarilor
Exportatoare de Petrol nu a detinut niciodatd monopolul asupra pietei petrolului. Interesul
Organizatiei Térilor Exportatoare de Petrol a fost manipularea pretului petrolului, in
cooperare cu firmele private si de stat petroliere.

Criza petroliera din 1970 a dus in mod automat la o majorare substantiala a pretului
petrolului. Potrivit Administratia Informatiilor Energetice barilul de petrol era 2,90 USD
inainte de embargou, iar ulterior, in ianuarie 1974, pretul acestuia s-a cvadruplat,
ajungandu-se la 11,65 USD. Ca urmare a evenimentelor petrecute in perioada anilor 1970-
1974 considerdm ca acesti ani i-am putea descrie ca insecuritate energetica.

Aceste Intreruperi trebuie tratate cu maxima seriozitate, deoarece economia oricarui
stat se bazeaza pe astfel de resurse pentru furnizarea diferitelor servicii sociale. De exemplu,
de-a lungul anilor au avut loc la nivelul Uniunii Europene mai multe Tntreruperi majore in
aprovizionare cu gaze, iar acestea au ingreunat activitatea economica a statelor membre.
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Politica energetica si politica de mediu au apdrut in tandem in anii 1970 [13].
Degradarea mediului din acea perioada a fost un subiect dezbatut intens de factorii de
decizie si activistii mediului. Prin urmare, energia a fost principalul subiect abordat in
cadrul dezbaterilor privind mediul inconjurator, unde s-a concluzionat faptul ca are doua
mari efecte negative asupra mediului. In primul rind, se considerd ci unele moduri de
utilizare a energiei au fost responsabile pentru deteriorarea mediului si, n al doilea rand,
energia atomica prezinta riscuri substantiale.

Astfel, in anul 1972, Jorge Randers publicd o carte intitulata ,, Limits to growth”
unde abordeaza subiecte precum protejarea mediului Inconjurator si preocuparile legate de
energie. Autorul a aratat faptul ca poluarea si consumul de energie se aflau pe o traiectorie
nu tocmai sustenabild. Ca raspuns la cele demonstrate de Jorge Randers, scriitorul
american Lovins a prezentat doud cai energetice: o cale usoara si o cale dificild [14]. In
acest context, calea usoara se baza pe tehnologii alimentate de surse de energii regenerabile
si eficientd energeticd, in timp ce calea dificila se baza pe politici ce promovau sisteme
energetice care utilizau surse de energie neregenerabile. Conform celor mentionate de
Lovins, Statele Unite ale Americii ar putea renunta la dependenta sa de petrol si cirbune
daca factorii de decizie ar alegea calea usoara propusa de acesta.

La nivel global, numerosi factori au provocat aparitia unor astfel de socuri ale
pretului petrolului. Printre acestia se includ schimbdrile majore in cerere sau oferta,
indiferent unde in lume, intrucat petrolul este considerat o marfa globala. Totodata, se pot
produce socuri din cauza unor evenimente geopolitice, a unor perioade de crestere
economicd acceleratd in tarile importatoare de petrol, inclusiv modificérile politice ale
Organizatiei Tarilor Exportatoare de Petrol. Figura 1 reliefeaza trendul oscilant al preturilor
petrolului pe perioada 1970-2022, tendinta fiind una in crestere. Aceste socuri petroliere nu
sunt noi pentru societate, ele fiind o parte integranta a dinamicii pietei petrolului.
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Figura 1. Evolutia preturilor petrolului
Sursa: Energy Institute Statistical Review of World Energy based on S&P Global Platts (2023)
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Imaginea atagatd reliefeaza 53 de ani de suisuri si coborasuri. Dupd impunerea
embargoului petrolier, preturile au inceput sa inregistreze un tren ascendent pana in perioada
anului 1980, moment n care acestea au crescut de la 13 dolari pe baril la 34 [15]. Avand in
vedere preturile foarte ridicate ale petrolului, proiectele cu privire la sursele de energie
alternativa s-au extins, fiind finantate de Occidental Petroleum si Exxon. insa, odati ce pretul
petrolului a inceput sa scada incepand cu anul 1981, proiectele privind sursele de energie
alternativa au fost, fie anulate, fie suspendate pand la urmatoarele cresteri.

Potrivit imaginii atasate, observam ca in anul 2012 se inregistreaza cea mai mare
crestere a pretului la petrol. Potrivit unor autori, aceste cresteri au fost anticipate inca din
perioada anului 1990 [16]. Agentia Internationald de Energetice sustine cd principalii
factori care au dus la aceste cresteri substantiale sunt: (1) sanctiunile impuse de Statele
Unite ale Americii si Europa asupra Iranului, (2) cresterea productiei de petrol din Statele
Unite si (3) intreruperile aprovizionarii cu petrol [17].

Dupa o perioada de ,,stabilitate”, pretul petrolului inregistreaza o scadere brusca in
unie 2016, fiind considerata de catre Banca Mondiala ca cea mai mare scadere a petrolului
din istoria moderna. Principala cauza a fost reprezentata de oferta excedentara determinata
de productia de petrol de sist din Statele Unite.

In anul 2020, piata petrolului este zguduita iarisi de un eveniment ce isi lasi amprenta
asupra intregii economii. Pandemia generata de COVID-19 a lovit industria petrolului, ducand
la 0 scadere semnificativa a preturilor petrolului in prima jumatate a anului.

Volatilitatea preturilor petrolului ne aratd faptul cd foarte multi producatori de
petrol s-au lovit de diverse provocari in momentul proiectarii si implementarii politicilor
energetice. Este foarte important sd se inteleagd proprietatile statistice ale preturilor
petrolului pentru a putea elabora politici eficiente [18].

PIATA ENERGIEI SI UTILITATEA POLITICII ENERGETICE

In contextul unei societitii ce se afli intr-un proces continuu de schimbare,
securitatea energetica este consideratd ca fiind un pilon fundamental al dezvoltarii
economiilor globale. Evenimente precum cresterea inflatiei, criza climaticd, respectiv
perspectivele geopolitice reprezinta adevarate provocari pentru guvernele ce s-au angajat in
atingerea obiectivului net zero si dezvoltarea sistemului energetic pe baza de resurse
regenerabile. Russell Wells, liderul global al companiilor din domeniul energiei si
managerul secundar al grupului de tranzitie energeticd, a mentionat in cadrul unui
eveniment faptul ca ,reducerea emisiilor de CO2 generate de energie este cruciala in
vederea limitdrii efectelor nocive ale schimbdrilor climatice. Anul 2023 va fi caracterizat
de inovatie si dezvoltare Tn mai multe domenii, dar provocarile competitive legate de
securitatea energetica si de accesibilitatea preturilor, impreund cu problemele legate de
lantul de aprovizionare la nivel mondial, genereaza obstacole”.

Din punct de vedere istoric, piata energiei a suferit numeroase transformari din
cauza modificarilor frecvente a politicilor energetice, dezvoltarea noilor tehnologii care au
fost adoptate pe scara largd si a preocuparilor indreptate tot mai mult spre schimbarile
climatice. In acest context, Figura 2 reliefeazi o parte din evenimentele ce au adus
modificari majore asupra pietei energetice.
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Sursa: reprezentarea autorilor.

Un studiu foarte interesant realizat de Consiliul Global al Energiei este cel de
identificare a statelor care vor sd realizeze o tranzitie energetica de la combustibilii fosili la
sursele de energie regenerabile. Pentru a clarifica ce presupune tranzitia energeticad ne
indreptam spre definitia oferitd de Grunwald, unde sustine faptul ca aceasta notiune implica
,»un program de politicd cuprinzator ce reprezinta o reconstructie a aproviziondrii cu energie
regenerabild, o modernizare a infrastructurii retelei electrice si dezvoltarea de noi tehnologii
pentru stocarea acesteia” [19]. Tranzitia energetica este ,,0 cale de transformare a sectorului
energetic mondial de la o energie bazatd pe combustibili fosili la o energie fara emisii de
carbon” [20]. Astfel, Consiliul Global al Energiei a masurat durabilitatea mediului
inconjurator, securitatea energeticd si echitatea energeticd in fiecare teritoriu al lumii.
Rezultatele au reliefat faptul cd Suedia, Elvetia, Danemarca, Finlanda, Marea Britanie si
Canada sunt primele cinci state cu siguranta energetica ale caror sisteme energetice robuste si
sigure gestioneazd eficient cererea si oferta de energie [21]. Atunci cand discutdm despre
echitate energetica clasamentul se schimbd putin, iar primele cinci state care indeplinesc
acest criteriu sunt Luxemburg, Bahrain, Qatar, Kuweit si Emiratele Arabe [21].

Totodatd, 1n realizarea acestui studiu, Consiliul Global al Energie oferd cateva
argumente despre fiecare teritoriu. De exemplu, la nivelul Uniunii Europene se sustine
faptul cd actualele angajamente de atenuare a efectelor negative generate de criza
energetica nu i1 vor permite sa isi indeplineasca obiectivele in materie de energie durabila,
deoarece preturile foarte ridicate afecteaza accesibilitatea. In schimb, America de Nord
dispune de o puternica securitate energetica bazata pe un istoric indelungat de dezvoltare a
diverselor resurse energetice, iar echitatea energeticd este puternica si rdmane un factor
relativ putin mediatizat in regiune [21]. Factorul principal care a dus America de Nord spre
acest succes sunt sursele de energie regenerabile adoptate pentru satisfacerea nevoile
interne. La nivelul Africii au fost identificate progrese notabile in privinta accesului la
energie, insd, in continuare, securitatea energetica este o provocare uriasa.

Luand in considerare aceste argumente aduse fiecdrui teritoriu, reiese importanta
implementarii si gestiondrii politicilor energetice la nivelul economiilor. Cu toate acestea, unii
autori [22] au realizat un studiu asupra unui numar de 42 de economii din regiunea Asia-
Pacific. Autorii mentioneaza ca au ales studierea acestui esantion, deoarece este responsabil
pentru mai mult de jumatate din consumul global al energiei. De asemenea, aceastd regiune a
adoptat un numar mare de politici energetice si, totusi, progresul in tranzitia energiei verzi
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ramane lent, subliniaza autorii. Rezultatele acestora au evidentiat faptul ca politicile energetice
au contribuit la imbunatatirea accesului la energia electrica cu doar 3%, in timp ce, in cazul
eficientei energetice, cu doar 1,4%. Mai mult decat atat, pentru capacitatea de energie electrica
regenerabild, politicile energetice au contribuit la Tmbundtatirea acestora cu 6,9%. De
asemenea, [23] analizeaza securitatea energetica a Asociatiei Natiunilor din Asia de Sud-Est
(ASEAN) 1n perioada 2005-2010. Tn urma analizelor efectuate de autori, s-a constat faptul ca
ASEAN a inregistrat putine progrese in privinta stabilirii securitatii energetice. In acest caz ne
apare in minte urmatoarea intrebare: de ce este nevoie de politici energetice?

Politicilor energetice cuprind reguli cu privire la sursele de energie, preturile energiei
pe piatd, eficienta energetica, infrastructura energetica si toate aspectele climatice si de mediu
ale productiei, utilizarii si tranzitului energiei [24]. Aceste politici se caracterizeaza la ora
actuala prin patru elemente fundamentale, prezentate sub formula celor ,,4A”: ,,disponibilitate
(availability), acces la energie (affordability), accesibilitate din punct de vedere financiar
(accessibility) si acceptabilitate (acceptability)” [25], [26]. Dar cu toate acestea, in literatura de
specialitate unii cercetatori [27], [28] considera ca cele patru elemente nu sunt suficiente pentru
a raspunde la problemele de securitate si ar trebui completate. Prin urmare, [27] si [28] au
considerat cd este necesar sa raspunda la un set de intrebari: ,,Securitatea pentru cine?”,
., Securitatea pentru ce valori?”’ si ,, Securitatea fata de ce amenintari? ™.

Hughes a introdus pentru prima datd conceptul celor patru ,,R” [29]. Pentru a
clarifica conceptul de securitate energeticd, autorul explica faptul ca ar trebui introduse
politici energetice care sa se bazeze pe ,revizuire (rewiew), reducere (reduce), inlocuire
(replace) si restrictie (restrict)”.

3 A 1 J

= Evaluarea Y Conservarea Y nlocuirea G Legislatii
2 starii actuale S energiei; & surselor de 'S stricte care
o  aserviciilor D Investitii in S energie 9 sareducd
& energetice; o infrastnicutré; ¢ traditionale e emisiile de

Evaluarea Eficienti cu surse CO..

intensititii energeﬁc’é_ regenerabile.

energetice;

Evaluarea

surse de

energie

alternative.

Figura 3. Cei 4 R ai securitatii energetice
Sursa: adaptare dupa Hughes, L. (2009). The four ‘R's of energy security. Energy policy.

Energia este esentialda pentru oricine si in orice moment. Fie cd vorbim despre
realizarea unor activitati obisnuite din viata de zi cu zi, fie ca vorbim despre dezvoltarea
economiel prin sustinerea activitatilor de productie, energia este omniprezentd. Am
observat cd inca din perioada Primului Razboi Mondial s-au cautat surse alternative de
energie, iar al Doilea Razboi Mondial a intarit si mai mult aceastd dinamicd. Astfel, in
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functie de timp, spatiu si conditiile pietei, politicile energetice si-au relevat progresiv
natura multiforma. Prin urmare, cautarea de noi resurse energetice devine un subiect
discutat la scara larga [30].

Multi cercetatori [31], [32] si [33] sustin ca sursele de energie regenerabile sunt un
factor-cheie in diminuarea emisiilor de gaze cu efect de serd. Raihan analizeaza efectele
consumului de energie si inovatiile tehnologice asupra emisiilor de gaze cu efect de sera
din Coreea de Sud [32]. Folosind date pentru perioada 1990-2021, rezultatele au reliefat
faptul ca utilizarea energiilor regenerabile si inovatiile tehnologice ajutd la imbunatatirea
mediului inconjurator, atat pe termen scut, cat si pe termen lung. Rezultate similare au
obtinut si [34], [35] si [36]. Avand in vedere aceste aspecte, foarte multe state au
implementat diverse politici energetice pentru a promova sursele de energie regenerabila,
deoarece ar putea acoperi 0 mare parte din nevoile energetice ale oricarei economii.

In acest domeniu de politici, in special in contextul european, problema majora se
referd la compromisurile dintre energie accesibild, sigurd si curatd. Politica energetica este
un domeniu de politicd intersectoriala sau de extindere a limitelor [37], [38]. Natura
intersectoriala a politicii energetice se reflectd iTn modul in care este propusd, adoptata,
pusd in aplicare si evaluata [24].

La nivelul Uniunii Europene, pilonii politicii energetice sunt: economisirea energiei,
diversificarea aproviziondrii cu energie si producerea de energie curatd [39]. Unii autori au
identificat, Tn urma analizelor efectuate, faptul ca majoritatea statelor membre ale Uniunii
Europene si-au imbunatatit mult securitatea energetica ca urmare a numeroasele directive pe
care le-au adoptat [40]. Am putea contrazice acest aspect pe baza unor argumente bine
fundamentate. Tn primul rand, statele membre ale Uniunii Europene sunt dependente de
importurile de combustibili fosili, iar aceasta dependenta are ca rezultat o securitate
energetica scazutd. Mai mult decat atat, la nivelul Uniunii Europene inca exista state ce se
confrunta cu o infrastructura energetica slaba (de exemplu: Roméania, Grecia, Bulgaria).

Intr-adevir, de-a lungul anilor Uniunea Europeani a implementat diverse masuri in
materie de politici energetice, dar cu toate acestea, ne aflam intr-o crizd energetica care
poate fi rezolvata printr-un plan de actiune bine fundamentat si prin adoptarea unor politici
riguroase in privinta resurselor de energie regenerabila.

O mica parte din directivele adoptate de catre Uniunea Europeana care vizeazd
eficienta energetica sunt analizate in continuare.

Statele membre ale Uniunii Europene au adoptat in octombrie 2003 Directiva
2001/77/EC cu privire la promovarea electricitatii produse din surse de energie
regenerabile. De asemenea, un numdar de zece state ce urmau sd adere la Uniunea
Europeana in acea perioada aveau obligatia de a indeplini aceastd conditie pand la data
aderarii. Majoritatea statelor au Tnregistrat progrese considerabile.

La data de 8 mai 2003, Uniunea Europeand a adoptat Directiva 2003/30/CE privind
promovarea utilizdrii combustibililor din surse regenerabile care a prevdzut ca statele
membre sa asigure, pand la finalul anului 2005, o pondere de cel putin 2% de
biocombustibili 1n totalul benzinei si al motorinei vandute pe piata lor si de 5,75% péand in
decembrie 2010 [41].

Tn acest context, Tncepand cu 1 iulie 2004, statele membre ale Uniunii Europene
erau obligate sa raporteze Comisiei Europene urmatoarele aspecte:

> masurile intreprinse 1n vederea promovdarii combustibililor regenerabili
pentru a inlocui vehiculele cu motoare termice;
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> vanzarile totale de carburanti pentru transporturi si ponderea
biocarburantilor;
> resursele interne alocate pentru productia de biomasa.1

Cartea verde a Uniunii Europene din anul 2006, intitulata ,, O strategia europeana
pentru o energie durabild, competitiva si sigura” a reprezentat o etapd importantd 1n
dezvoltarea politicii energetice. Comisia Europeand a stabilit pentru statelor membre ale
Uniunii Europene trei obiective prioritare: competitivitatea, securitatea aprovizionarii §i
sustenabilitate [42]. In acest context, Comisia Europeani a tinut si sublinieze ci cele trei
obiective fac parte din aceiasi strategie, iar ,,munca pentru a realiza unui obiectiv din cele trei
trebuie sd contribuie la realizarea celorlalte”. Ulterior, la data de 8-9 martie 2007, prim-
ministrii Uniunii Europene au aprobat o noud politicd energeticd. De data aceasta, noua
politica a prevazut, printre altele, un angajament ferm de crestere a energiei din surse
regenerabile la 20% din aprovizionarea cu energie primara pand in 2020. Totodata, prim-
ministrii au stabilit reducerea cu 30% a emisiilor de gaze cu efect de serd pana la finele
anului 2020. Pentru prima datd in istorie, Comisia Europeand a propus un obiectiv
obligatoriu pentru energia regenerabild si nu doar pentru electricitate sau biocombustibili din
surse regenerabile [43].

In 2016, Comisia Europeana a prezentat un nou pachet de propuneri legislative
intitulat ,,Energie curata pentru toti europenii” pentru a transpune strategia in realitate [44].
In acest context, Consiliul Uniunii Europene a stabilit obiective ce prevad majorare cu
32,5% a eficientei energetice prin reducerea consumului de energie si cresterea cu circa
32% a energiei din surse regenerabile.

In septembrie 2023, a fost adoptati Directiva 1791/2023 privind eficienta
energetica, prin care au fost adoptate o serie de masuri pentru a accelerarea acesteia.
Printre acestea se regasesc: finantarea eficientei energetice, atenuare saraciei energetice,
incurajarea companiilor sa fie mult mai eficient din punct de vedere energetic.

Totalitatea directivelor si politicilor prezentate anterior au avut un impact favorabil
in reducerea emisiilor de gaze cu efect de sera. In acest sens, Agentia Internationala pentru
Energie subliniazd faptul cd politicile energetice europene sunt pregatite pe baza unor
consultdri ample cu factorii de decizie, inclusiv consumatorii $i companiile, precum si
organizatiile neguvernamentale [45]. Totodatd, este primordial sd recunoastem faptul ca
securitatea energetica la nivelul Uniunii Europene este influentatd in continuare de o
dependenta semnificativda de importurile de combustibili fosili, subliniind astfel nevoia
permanenta de inovare si de strategii durabile pentru a diminua vulnerabilitatile si pentru a
asigura independenta pe o perioada indelungata.

CONCLUZII

Securitatea energetica este un subiect cu implicatii largi, influentand intr-un mod
semnificativ politicile si reglementirile adoptate de citre guvernele din intreaga lumea. In
vederea intensificdrii procesului de tranzitie catre o economie bazata pe energie curata, este
necesar sa se cunoasca indeaproape dinamica politicii globale si considerentele care stau la
baza adoptarii si difuzarii acestora.

Scopul acestei cercetari a fost acela de a ilustra implicatiile manageriale ale
factorilor de decizie pentru a implementa cele mai eficiente politici energetice. De

1 Jurnalul Oficial al Uniunii Europene, DIRECTIVA 2003/30/CE A PARLAMENTULUI EUROPEAN SI A
CONSILIULUI din 8 mai 2003 privind promovarea utilizarii biocombustibililor sau a altor combustibili
regenerabili Tn transporturi.
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asemenea, scoatem In evidentd faptul ca politicile energetice trebuie adaptate in functie de
evenimentele ce se petrec la nivel global si de nivelul de dezvoltare al fiecarui stat,
deoarece nicio politica nu se potriveste tuturor statelor.

Sistemul energetic modern constituie 0 componentd fundamentala a societatii
contemporane. Acest sistem faciliteazd prestarea unor servicii multiple care pot imbunatati
calitatea vietii umane, sociale, economice si de mediu. Totusi, actualul sistem energetic nu este
deloc sustenabil din cauza dependentei uriase de petrol care genereaza emisii de gaze cu efect
de sera. Astfel, pentru a imbundtati calitatea vietii umane si a ne indrepta cétre o societate
durabild, serviciile energetice trebuie distribuite intr-o maniera accesibild, sigura si, cel mai
important, ecologica. Desigur, pentru indeplinirea acestui obiectiv sunt necesare schimbari
radicale in domeniul tehnologiilor, al infrastructurii si al comportamentului uman. Aceasta
schimbare necesitd modificari profunde, astfel incat autoritdtile guvernamentale si liderii din
domeniul afacerilor trebuie sa se foloseasca de toate instrumentele de care dispun pentru a
putea a-si putea indeplini obiectivele propuse. Aceste schimbari ar trebui Incepute de la nivel
de mentalitate si deschidere catre nou, pana la acorduri solide intre toate statele lumii, bazate
pe incredere si colaborare, dar mai important conduse de dorinta unanima de a progresa.
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Abstract: This paper analyses some aspects of human resources management in the courts of the Republic of
Moldova. Taking into account the fact that human resources management is important for all categories of
organizations, it has become an even more important topic for the courts of the Republic of Moldova, as a
result of the reform of the justice system in this area. One of the key elements in the effective management of
human resource management in the courts is to ensure a fair workload leading to an increase in institutional
performance. In this context, some indicators related to human resources management and judges' workload
have been analysed. Thus, the following were analysed: the coverage rate of judges' posts, the workload
expressed in cases registered for a judges' post and the workload in relation to the actual number of judges.
These indicators are calculated at court level. The reports of the Court Administration Agency were used as
statistical data. The results show that there are disproportions in terms of workload per judge.
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INTRODUCERE

Managementul resurselor umane actioneaza intr-un mediu organizational si national
ce se caracterizeaza prin schimbarea permanentd a relatiilor dintre factorii de mediu si
resursele umane. In ceea ce priveste factorii de mediu ai instantelor judecitoresti, exista
schimbari in procedurile de munca, precum si in normele si modelele politice si sociale
care influenteaza activitatea personalului. Acestea, la randul sdu, influenteaza
comportamentul, ideile, atitudinile si chiar valorile acestora.

Managementul resurselor umane poate fi definit ca fiind acea parte a
managementului care se ocupa de toate deciziile, strategiile, factorii, principiile,
operatiunile, practicile, functiile, activitdtile si metode legate de administrarea fortei de
munca in orice tip de organizatie. Instantele judecatoresti reprezintd organizatiile in cadrul
carora activeazd mai multe categorii de personal: judecatori, asistenti judiciari, grefieri,
interpreti personal administrativ etc., care printr-o cooperare eficientd poate asigura
performanta acestora pe termen lung. De asemenea, activitatea eficientd a categoriilor de
personal mentionate mai sus pot schimba in bine reputatia instantelor judecatoresti si
cresterea increderii societdtii in institutiile judiciare.

ADMINISTRAREA RESURSELOR UMANE iN INSTANTELE JUDECATORESTI

Resursele umane nu au fost niciodatd mai necesare in sectorul judecdtoresc din
Republica Moldova, urmare a reformei judiciare initiatd. Angajatii instantelor judecatoresti
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trebuie sd remodeleze comportamentele si atitudinile pentru a se adapta noilor rigori,
pentru a asigura excelenta organizationala. In vederea atingerii excelentei este nevoie de o
concentrare din partea tuturor angajatilor pe: procesul Invatarii continue, munca in echipa,
precum si pe reingineria resurselor umane. Astfel prin proiectarea unui rol si a unei agende
noi va avea ca rezultat Tmbogdtirea valorii instantei judecatoresti atat pentru toti angajatii,
cat si pentru societate.

Responsabilitatea pentru transformarea resurselor umane din instantele
judecatoresti revine Consiliului Superior al Magistraturii care coordoneaza toate activitatile
legate de managementul resurselor umane, adoptand politici, proceduri, instrumente etc.
Acestea, la randul sdu, permit resurselor umane din instantele judecatoresti sa gestioneze
procesele In mod inteligent si eficient, urmare a angajamentului angajatilor si al
contributiei maxime a acestora la atingerea obiectivelor institutionale.

Unul din elementele esentiale ale managementului resurselor umane in instantele
judecatoresti se refera la volumul de munca si complexitatea sarcinilor ce trebuie exercitate
de catre angajatii acestora. Atat volumul de munca, cat si complexitatea sarcinilor ce revin
spre exercitare sunt elemente ale structurilor organizationale care trebuie abordate cu mare
atentie, pornind de la specificul activitatilor desfasurate in cadrul instantelor judecatoresti.
Aceasta este important deoarece chiar si in cadrul aceleiasi organizatii cerintele privind
sarcinile angajatilor variaza, iar angajatii de acelasi rang pot avea sarcini inegale.
Discrepantele inregistrate in volumul de munca pot fi, in mare masurd, influentate de
calificarea profesionald, domeniul de specializare sau vechimea in muncd pe postul
respective. Potrivit lui Sravani (2018), perceptia unui angajat cu privire la echilibrul sau
dezechilibrul sarcinilor de munca, ca urmare a discrepantelor percepute intre volumul sau
de munca si cel al altor membri ai organizatiei, poate provoca insatisfactie [8]. Conform
teoriei echitatii, un angajat se va simti tratat incorect daca percepe cad colegii care depun
eforturi similare ca si acesta castiga mai mult sau in cazul in care céstiga la fel ca cei care
depun un efort mai mic.

Volumul de munca al angajatilor este un factor determinant care reflectd
performanta organizationald, in cazul nostru performanta instantei judecatoresti. Daca
volumul de munca este peste volumul standard, existd tendinta ca angajatul sa fie
suprasolicitat ceea ce ar putea duce la epuizarea emotionald, in primul rand, apoi la
epuizarea fizica. In cazul judecitorilor, epuizarea emotionala are un impact direct asupra
activitatii ulterioare a acestuia, ludnd in consideratie si circumstantele si riscurile in care isi
desfasoara activitatea profesionala.

Volumul de munca al angajatilor se referd la intensitatea sarcinilor postului [2].
Altfel spus, volumul de munca este cantitatea de munca alocatd sau asteptatd de la un
angajat intr-o anumita perioada de timp. Potrivit lui Hart si Staveland, (1988), volumul de
muncd al angajatilor a fost definit ca relatia perceputd intre de capacitate de procesare
mentald sau resursele necesare pentru a indeplini o sarcina [3].

Din punct de vedere statistic prin volum de muncd al unei instante se intelege
gradul de solicitare al acelei instante prin luarea in considerare a numdarului de dosare
existente pe rol (stoc existent la sfarsitul anului anterior + numar de cauze inregistrate in
anul 1n curs), la care se adauga dosarele suspendate [9].

Avand in vedere tendinta privind variatia sarcinilor de munca intre angajatii din
diferite instante judecdtoresti sau chiar in cadrul aceleiasi instante, necesitatea gestiondrii
sarcinilor de munca devine foarte importanti. In acest context, Van den Bossche et al.,
(2010) sustin ca managementul volumului de munca este ajustarea volumului de munca al
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angajatilor pentru a minimiza discrepanta dintre volumul de munca real si cel potential [1],
[6]. Printre altele, managementul volumului de muncd ajutd la reducerea nevoilor de
competente specializate si tehnice, precum si la facilitarea organizdrii, gestiondrii si
monitorizdrii volumului de munca in conformitate cu obiectivele organizationale. De
asemenea, managementul volumului de munca ofera resursele necesare pentru a planifica
schimbarile in volumul de munca, facand instantele judecatoresti mai adaptabile si mai
receptive la mediile in schimbare [2]. Pe de alta parte, managementul volumului de munca
trebuie sa caute sa minimizeze discrepanta dintre sarcinile de munca alocate si capacitatea
angajatului, astfel Tncat acesta s nu fie coplesit de volumul de munci. In acest scop,
obiectivul principal al managementului volumului de munca este de a minimiza
dezechilibrul sarcinilor de munca in organizatii.

In acest context, performanta angajatului poate fi imbunitatita atat timp cat volumul
de munca este mentinut. Un volum mare de muncé poate afecta starea fizica si psihologica
a angajatului [6], [7]. Cu toate acestea, atunci cand managementul volumului de munca
este bine gestionat, acesta va influenta pozitiv performanta angajatilor [8].

INDICATORI DEFINITORII Al VOLUMULUI DE MUNCA Al
JUDECATORILOR

Volumul de munca poate afecta si mai mult performanta angajatilor, in cazul in
care existd o suprasolicitare mai mare din cauza neacoperirii tuturor posturilor de munca.
In instantele judecitoresti din Republica Moldova se observd un anumit grad de
neacoperire a posturilor de judecator 1n toate instantele judecatoresti teritoriale (Figura 1).
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Figura 1. Rata de acoperire a posturilor de judecator in instantele judecitoresti

teritoriale
Sursa: Elaborat de autor.
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Din Figura 1, constatim un dezechilibru al volumului de muncd in instantele
judecitoresti teritoriale, urmare al neacoperirii posturilor vacante. In perioada analizata, in
doar doud judecatorii teritoriale rata de acoperire a posturilor de judecator a fost de 100%.
In anul 2021, aceasta situatie a fost valabild pentru judecitoria Cahul, iar in anul 2022 —
pentru judecatoria Ungheni.

Cea mai critica situatie este n judecatoria Anenii Noi. Dacd in anul 2021, rata de
acoperire a posturilor vacante de judecator a fost de 70%, in anul 2022, aceasta s-a redus
pana la 50%. Aceasta inseamna ca volumul de munca per judecator s-a dublat, Tn anul
2022. La fel, putem constata ca in unele judecatorii teritoriale (Chisinau, Causeni, Comrat),
rata de acoperire a posturilor vacante a fost mai mica de 75%, in anul 2022. Aceasta
determind ca automat volumul de munca al judecatorilor in functiune sa creasca cu 25%.

Fluctuatiile pe posturile de judecator determina ca volumul de munca sa varieze de
la an la an. Aceasta creaza si mai mari impedimente in randul judecatorilor legate, in
primul rand, de modificarea volumului de muncd. Urmare a cresterii volumului de munca,
creste si durata de solutionare a cauzelor aflate in cadrul judecatoriilor, ceea ce face sa
creascd si mai mult nemultumirea clientilor.

Volumul de munca al judecatorilor diferd de la o judecatorie la alta, ceea ce face ca
judecatorii sa se afle in conditii inechitabile, din cauza numarului de dosare care trebuie
solutionate ntr-o anumitd perioada de timp. Or, aceasta cauzeazd mai mult stres si
nemultumiri din partea judecitorilor. in Figura 2 este prezentat nivelul de solicitare al
judecatorilor raportat la numarul posturilor stabilite pe judecatorie exprimat prin volumul
de munca ce trebuie realizat la un singur post de munca.
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Figura 2. Volumul de muncé exprimat in numéarul de cauze inregistrate in medie la

un post de judecator
Sursa: Elaborat de autor.
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Din Figura 2 observdm cad volumul de muncad exprimat prin numarul de cauze
inregistrate variaza de la o judecatorie la alta si de la un an la altul. Trebuie remarcat faptul
ca volumul de munca la un post de judecator a crescut in toate judecatoriile, In perioada
analizatd, cu exceptia judecatoriilor din Straseni, Criuleni si Comrat. Cel mai mult,
volumul de munca la un post de judecator a crescut in judecatoriile Ungheni, Soroca si
Edinet. In aceste judecitorii, volumul de munci la un post de judecitor a crescut cu peste
200 de cauze inregistrate. In majoritatea judecitoriilor, unui post de judecitor ii reveneau
peste 800 de cauze inregistrate, in anul 2022. Acest numadr este si mai mare in cazul in care
raportam la numarul efectiv de judecatori din judecatoriile teritoriale (Figura 3).
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Figura 3. Nivelul de solicitare exprimat prin volumul de munci raportat la numaérul

efectiv de judecatori
Sursa: Elaborat de autor.

Rezultatele obtinute in Figura 3 demonstreaza faptul cd nivelul de solicitare al
judecatorilor este direct corelat cu nivelul de acoperire a posturilor de judecator. Un alt
element important care a condus la cresterea nivelului de solicitare al judecatorilor este
cresterea numarului de cauze inregistrate in cadrul judecatoriilor. In anul 2022, in mai
multe judecatorii (Chisindu, Anenii Noi, Balti, Causeni, Cahul, Comrat, Edinet, Soroca),
numarul e cauze inregistrate ce reveneau in medie unui judecator efectiv angajat era mai
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mare de 1000. Luand 1n consideratie numarul efectiv de zile lucratoare intr-un an
calendaristic, prin excluderea si a zilelor de concediu anual de odihna, unui judecator din
judecitoriile mentionate mai sus ii reveneau mai mult de 5 cauze inregistrate pe zi. In
acelasi timp, n unele judecatorii, cum ar fi cea din Straseni si Criuleni, mai bine de 3 cauze
pe zi reveneau unui judecator.

Cu toate ca exista deosebiri evidente in ceea ce priveste volumul de munca revenit,
in medie unui judecdtor, activitatea acestora este reglementatd prin metodologia
Consiliului Superior al Magistraturii care evidentiazd mai multe criterii ce stau la
determinarea numarului de posturi pentru judecatori si anume:

1. Volumul de munca pe judecator in ultimii 3 ani.

2. Numarul de dosare pe an inregistrate in instanta judecatoreasca.

3. Complexitatea cauzelor care trebuie solutionate.

4. Numarul de judecatori pe cap de locuitori.

5. Numarul de locuitori pe circumscriptia instantei de judecata.

6. Numarul de dosare specifice instantei si circumscriptiei respective [4].

Criteriile prezentate mai sus reprezintd repere pentru stabilirea numdarului de
judecatori la nivelul instantei judecatoresti. Chiar si prin luarea in consideratie a criteriilor
susmentionate observam dezechilibre legate de numarul de dosare, in medie, la un judecator.
Aceasta oricum creeazd nemultumiri in randul judecatorilor legate de efortul necesar ce
urmeaza a fi depus pentru realizarea volumului de muncd per ansamblul judecatoriei.
Transferul dosarelor de la o judecatorie la alta este o solutie pentru asigurarea echilibrului
volumului de munca intre judecatori in cadrul unei instante judecdtoresti, Insd, in acelasi
timp, cauzeaza nemultumiri in randul clientilor, urmare a distantei care trebuie parcursa.

Schimbarea rapida a cadrului legal in toate sferele vietii in Republica Moldova,
inclusiv adaptarea legislatiei la cerintele Uniunii Europene, in contextul aderarii Republicii
Moldova la aceastd comunitate, solicitd din partea judecatorilor mai mult timp pentru
documentare si informare pentru luarea unor decizii judicioase. Aceasta face ca timpul de
pregdtire pentru pregatirea unei decizii judecatoresti sd creascd, respectiv numarul cauzelor
solutionate in instantele judecatoresti sa se diminueze.

CONCLUZII

Managementul resurselor umane reprezinta un element important in administrarea
eficientd a instantelor judecitoresti. In contextul demararii reformei justitiei in Republica
Moldova, managementul resurselor umane in instantele judecatoreste trece printr-0
transformare profunda, fapt ce creeazd nemultumiri in randul personalului care activeaza in
acest domeniu de activitate. Analiza volumului de munca reprezintd un element esential al
managementului resurselor umane in instantele judecatoresti, deoarece felul cum acesta
este repartizat In randul judecatorilor depinde performanta institutionala.

Rezultatele cercetarii demonstreaza ca exista dezechilibre al volumului de munca in
instantele judecatoresti. Un prim factor care conduce la cresterea volumului de munca per
judecator il constituie neacoperirea in totalitate a posturilor vacante de judecator. Astfel,
am constatat ca 1n unele instante judecatoresti rata de acoperirea a posturilor vacante este la
nivelul de 50% si 70%. Situatia creatd conduce, in mod direct, la cresterea volumului de
muncd per judecdtor. Neacoperirea la timp a posturilor vacante de judecdtor pune o
presiune mai mare pe judecatorii aflati in functiune, prin cresterea numarului de cauze care
trebuie sd le solutioneze intr-o anumita perioadd de timp.
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Abstract:The digital transformation of all spheres of the contemporary social-economic reproduction
process, accentuated by the COVID-19 pandemic, has gained unprecedented scope in the last period of time.
Remote work, e-commerce and online banking have become quite common in people’s daily lives. Contemporary
systemic transformations have amplified the penetration of digital tools in the private sector of the world's states,
but in the public sector of national economies.

The purpose of the article is to analyze the impact of digital transformations on the national budgetary and fiscal
field in order to highlight the financial risks in the field and determine effective mechanisms to mitigate them.

The study is based on the hypothesis that determining the impact of digital transformation in the field of
budgetary and fiscal relations can contribute to the adjustment of state and municipal program documents in
the field of the digital economy, which will allow highlighting the mechanisms for mitigating the financial
risks of not achieving key indicators performance of the budget process.

The methodological basis of the research includes general scientific methods of analysis and synthesis,
induction, deduction, comparison, methods of scientific abstraction, grouping, generalization, formalization,
systematization.

Keywords: digital economy, budget process, systemic transformations, digitalization, mechanism of the
digital budget process.

UDC: [330.131.7:336.1/.22]:004.78
JEL classification: H61, H69, 031, 033

INTRODUCERE

Pandemia COVID — 19 care a cuprins intreaga lume in anul 2020 si a generat o
crizd economicd fara precedent, a accentuat necesitatea si a demonstrat eficienta
digitalizarii in toate domeniile activitatii social — economice si politice. Republica Moldova
a accelerat transformadrile digitale inclusiv si In sectorul public la general cat si Tn domeniul
relatiilor bugetar — fiscale in particular. In baza analizei transformarii digitale in domeniul
relatiilor bugetare si fiscale pot fi identificate tendintele actuale Tn digitalizarea procesului
bugetar in Republica Moldova, precum si evidentiate riscurile transformarii digitale ale
acestuia.

REZULTATE SI DISCUTII

Termenul ,,economie digitald” a devenit atat de uzual incat a fost inclus in titlurile
documentelor de planificare strategicd guvernamentald. Cu toate acestea, in cercurile
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stiintifice si aplicativ - practice nu existd o definitie general acceptata a acestui fenomen.
Conceptul de economie digitala se schimba in functie de specificul unei anumite perioade
istorice si a tendintelor globale in domeniul tehnologiilor informationale. Astfel, prima
definitie a economiei digitale a fost propusa de Don Tapscott in 1996 [3, p.145]. In
lucrarea sa autorul a accentuat necesitatea utilizarii tehnologiilor informationale Tn toate
domeniile vietii social — economice. In anii 90 ai secolului XX este evidentiatd prima
abordare, considerata astazi destul de limitata, a conceptului de economie digitald, care s-a
rezumat la prezentarea economiei digitale ca o economie bazata pe productia de bunuri si
prestarea de servicii cu utilizarea pe scara larga a tehnologiilor digitale. O abordare mai
extinsd a conceptului apare in secolul XXI si reflectd economia digitald ca si sistem
economic complex in care sunt produse bunuri si prestate servicii cu utilizarea
predominantd a tehnologiilor digitale iar datele in forma digitald reprezintd un factor
determinant in productia de produse si prestarea de servicii. Astfel, putem concluziona ca
economia digitald ca categorie economicd este supusda transformarilor conceptuale
determinate de aparitia si dezvoltarea noilor tehnologii digitale. in aceastd ordine de idei,
conceptul de economie digitald este un atribut al timpului, si nu o caracteristica esentiald a
unei noi etape in dezvoltarea relatiilor economice. Pe masurd ce utilizarea tehnologiilor
digitale se extinde in procesul reproductiei, prin economie digitald intelegem o economie
in care relatiile economice sunt construite exclusiv pe utilizarea tehnologiilor digitale.
Putem evidentia urmatoarele caracteristici definitorii ale economiei digitale:
1. fundamentarea relatiilor economice pe tehnologii digitale care contribuie la
optimizarea structurii economiei;
2. informatia si cunoasterea sunt factorii de productie determinanti;
3. retelele moderne de informatii, dispozitivele de acces, sistemele informationale
si functionalitatea pe care acestea le ofera (prelucrarea si analiza unor cantitdti
mari de date, calcule) sunt componentele integrante ale relatiilor economice;

4. rezultatul productiei este un produs digital sau un serviciu digital;
5. digitalizarea modelelor de afaceri ale entitatilor economice;
6. un numar infinit de mare si in continud crestere de relatii economice

interconectate pe mai multe nivele (numite si platforme digitale), care permit
accesul direct utilizatorului prin mai multe canale, facand astfel dificila
excluderea anumitor jucdtori, de exemplu, concurenti;
7. predominarea formelor de platd fara numerar, aparitia noilor forme de plata si
dezvoltarea de noi forme de bani digitali sau electronici.
Digitalizarea economiei are un sir de avantaje si dezavantaje:
Avantajele digitalizarii economiei:
— reducerea cheltuielilor tranzactionale;
— aparitia unor noi forme si modele de afaceri in legiturd cu transmutarea lor n
sfera media,;

— reducerea numdrului de intermediari in afaceri, interactiunea directa si rapida

intre vanzator si cumparator, etc.
Dezavantajele digitalizarii economiei.:

— cerc limitat de beneficiari ai rezultatelor activititii economice. In economia
digitala beneficiarii sunt considerati in special producatorii de
semiconductori si sisteme de control digital bazate pe acestea. Intreprinderile
din Republica Moldova nu detin tehnologii proprii pentru productia de
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semiconductori si/sau sisteme de control digital, prin urmare, nu pot fi
considerati beneficiari deplini ai economiei digitale;

— atenuarea concurentei pe piata tehnologiei digitale. Companiile de
locomotive ale economiei digitale urmaresc sa absoarba sau sa distruga
concurentii prin repetarea functiilor produsului unui concurent;

— reducerea numarului de locuri de munca, cresterea somajului, devastarea
sectoarelor conexe ale economiei;

— vulnerabilitatea si protectia insuficienta a informatiilor si a drepturilor din
cauza utilizarii tehnologiilor digitale perturbatoare care apar in mod constant
si a cresterii numarului de atacuri cibernetice.

Avantajele transformarii digitale ale economiei sunt atractive pentru toate industriile
si domeniile de activitate. Tot din acest motiv, economia digitald nu se limiteaza la sectorul
companiilor de nalta tehnologie, pentru care ,,digitalul” este atat un obiect, un mijloc, cat
si un produs de productie. In cursa conducerii, transformarea digitald este un dopaj general
recunoscut care poate asigura victoria si, intr-o anumitd masurd, destul de legitim.
Avantajele digitalizarii sunt relevante si pentru domeniul relatiilor bugetare si fiscale. [3]
In Republica Moldova, in diferite perioade, au fost facute o serie de incercari de a accelera
acest proces, ca parte a reformelor administrative din 2010, 2014 si 2021. Au fost supuse
digitalizarii mai multe niveluri ale administratiei publice si al relatiilor bugetare si fiscale,
care, in primul rand, au avut drept scop dezvoltarea si cresterea eficientei acestora precum
si a randamentului cheltuielilor bugetare. [2]

Relatiile bugetare si fiscale in Republica Moldova au inregistrat rate accelerate de
digitalizare odata cu infiintarea, in 2010, a Centrului de Guvernare Electronica (in prezent
Agentia de Guvernare Electronica). In continuare au fost dezvoltate si implementate o serie
de platforme digitale reutilizabile, inclusiv platforma tehnologica guvernamentala comuna
(MCloud), serviciul electronic guvernamental de autentificare §i control al accesului
(MPass), serviciul guvernamental de plati electronice (MPay), platforma de
interoperabilitate (MConnect), Portalul Guvernamental al Datelor Deschise etc. [2]

Gestionarea eficientd a riscurilor financiare in domeniul relatiilor bugetare si fiscale
in contextul transformarilor digitale a procesului bugetar se axeazd pe urmatoarele
elemente fundamentale. [4] Primul element este suportul institutional care reprezintd
totalitatea de institutii, obiecte, subiecte, etc. ce interactioneaza conform odinii stabilite in
contextul transformarii digitale a procesului bugetar. Sub aspect institutional,
transformarea digitala a domeniului relatiilor bugetare si fiscale presupune interactiunea
subiectilor procesului bugetar preponderent prin intermediul unui sistem unificat de
interactiune electronica interdepartamentala. In acest sens in Republica Moldova in anul
2010 a fost lansat procesul de e-Transformare a guvernarii si creata institutia publica
Centrul de Guvernare Electronica. Scopul CGE este facilitarea actelor de guvernare prin
intermediul aplicarii intensive a tehnologiilor informationale. In 2018 CGE este
restructurat in Agentia de Guvernare Electronica.

Al doilea element fundamental al transformarilor digitale a procesului bugetar este
baza legala si normativa a digitalizarii. Acesta prevede existenta unui cadru normativ
adecvat, ce include documente care reglementeaza procedura transformarii digitale a
tuturor proceselor In administratia publicd precum si a procesului bugetar (de formare si
executare a bugetului public national prin intermediul instrumentelor digitale si
interactiune a participantilor acestuia).
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Al treilea element a procesului digitalizarii domeniului relatiilor bugetare si fiscale
este suportul informational, care se caracterizeaza prin prezenta tehnologiilor digitale, a
sistemelor informatice si analitice si a tehnologiilor de protectie a datelor care permit
executarea sigurd si eficientd a procesului bugetar. In contextul gestionarii eficiente a
riscurilor in domeniul relatiilor bugetare si fiscale in conditiile digitalizarii este necesar sa
evidentiem impactul tehnologiilor de protectie a datelor. Asigurarea securitdtii
informatiilor in contextul utilizarii tehnologiilor digitale inovatoare (care apar cu o
regularitate constantd) a devenit sarcind prioritard a guvernelor statelor lumii in era
globalizarii. Aceasta tendintd se datoreazd cresteri numarului si a intensitatii riscurilor
atacurilor cibernetice a domeniului bugetar - fiscal, a incalcarii integritatii si a continuitatii
functionarii institutiilor din sectorul public si, in consecintd, a incapacitatii de furnizare a
serviciilor bugetare calitative si eficiente populatiei si, drept rezultat, a cresterii tensiunii
sociale in stat. Gradul de complexitate a metodelor si a strategiilor de desfasurare a
atacurilor cibernetice necesita utilizarea noilor tehnologii de protectie a datelor in domeniul
relatiilor bugetare si fiscale, in special protectia datelor atunci cand se efectueaza
transferuri de fonduri bugetare. Tehnologiile de protectie a datelor fac posibila crearea si
introducerea sistemului dublului control ( sau a asa numitului sistemu de coridor: ,,verde”
si ,,rosu”) la prelucrarea informatiilor in toate etapele procesului bugetar, obtinand
confirmarea suplimentard a tranzactiilor financiare de catre principalii manageri ai
fondurilor bugetare si destinatarii fondurilor bugetare.

In baza celor expuse anterior putem evidentia urmitoarele perspective de
transformare digitald a procesului bugetar in Republica Moldova:

1. elaborarea unui model de interactiune digitald intre participantii procesului
bugetar, inclusiv a unui mecanism de interactiune intre institutiile publice la
toate nivelurile sistemului bugetar;

2. implementarea sistemului de formare a personalului care vizeaza utilizarea
noilor tehnologii digitale in activitatea lor precum si crearea un sistem de suport
de 1nalta calitate a procesului bugetar in conditiile digitalizarii continue;

3. crearea unui mediu digital accesibil, sigur si incluziv.

CONCLUZII

in concluzie putem afirma, ca transformirile digitale a domeniului relatiilor bugetare
si fiscale in Republica Moldova sunt determinate de noi forme de organizare a elaborarii
proiectelor de buget, a aprobarii si executarii, a raportarii modului de executie a bugetului,
etc. bazate pe utilizarea pe scard larga a tehnologiilor informationale pentru integrarea si
interactiunea tuturor participantilor la diferite etape ale procesului bugetar. Digitalizarea s-
a manifestat in mecanismul procesului bugetar digital, o trasatura distinctiva a caruia este
disponibilitatea suportului informational care ajutd la eliminarea costurilor tranzactionale si
la cresterea eficientei cheltuielilor bugetare. Esenta componentelor ramase ale
mecanismului procesului de buget digital rimane aceeasi, doar forma existentei lor s-a
schimbat. Evaluarea eficacitatii transformarii digitale a procesului bugetar permite nu doar
determinarea gradului de digitalizare a domeniului bugetar si fiscal, ci si identificarea
principalelor riscuri si amenintdri ale digitalizarii sistemului atat la nivel national, cét si cel
regional, municipal si local.
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Abstract: Financial security is the basis for the effective development of any economic agent; it is especially
important for enterprises, since their financial security underlies the security of both households and the
state. This article examines the risks that can lead to the loss of the financial security of an enterprise, which
the author classified into: general economic, industry- specific and risks of a particular enterprise. Hedging
financial security risks will be most effective if the management of the enterprise evaluates the risks, using
the classification proposed by the author. The financial security of an enterprise depends on the financial
resources necessary for its normal condition, ensuring their placement and efficient use, financial stability
with other legal entities and individuals, solvency and financial stability, as well as on the efficiency of the
operating, financial and other activities of the enterprise. By the financial condition one can judge the
solvency, liquidity and financial stability of the enterprise. In a market economy, defining the boundaries of
an enterprise's financial security is one of the most important economic problems, since insufficient financial
stability can lead to a shortage of funds for enterprises, and to their insolvency and, ultimately, bankruptcy,
as well as "excessive" stability will slow down development, burdening the enterprise with excess inventories
and reserves. Financial security should be considered taking into account the risks that arise both at the level
of the economy as a whole, and at the level of the industry and at the level of the enterprise itself.
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INTRODUCTION

Financial security is the basis for the effective development of any economic agent,
starting from the household and ending with the state. In this model, enterprises play a
significant role in maintaining the financial security of both households and the state.
Various definitions and concepts of financial security are considered in the economic
literature, as I. Blank defines financial security as a quantitatively and qualitatively
determined level of the financial condition of an enterprise [2]. While Papekhin R. defines
the financial security of an enterprise as a complex concept reflecting such a state of
finance in which the enterprise is able to develop steadily while maintaining its financial
security in conditions of additional risk [3].Alexandr Cauia considers financial security as
a concept that includes a set of measures, methods and means to protect the economic
interests of the state at the macro level, corporate structures, financial activities of business
entities at the micro level [1].

According to the author, financial security is the ability of an economic agent, using
resources, primarily financial, to withstand risks.
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PAPER BODY

Analyzing the economic literature, we can state the fact that the risks faced by the
enterprise are mainly classified as internal and external. The author offers a classification
of the risks faced by the enterprise into:

General economic,
Industry-specific,
Risks of a particular enterprise.

In turn, the general economic risks faced by the enterprise can be represented as

follows:

Unstable economy, economic crisis or stagnation,

hyperinflation,

unfavorable macroeconomic indicators,

the crisis of the country's financial and credit system,

political crises,

frequent changes in legislation, in terms of taxation, lending, insurance,
customs legislation

Industry-specific risks that affect the financial security of an enterprise can be
presented as follows:

negative changes occurring in the economic sector in which the enterprise
operates,

disloyal competition from competitors,

legislative prohibitions for enterprises in a particular industry to export
their products,

frequent changes in regulations and legislation for the industry in which
the enterprise operates,

government restrictions on the selling price of goods or products.

The company itself may face the following types of risks, which can significantly
affect its financial security:

unfavorable financial performance,

aspects related to disruption of business continuity or liquidity of the
enterprise;

development and offering to the market new types of goods or services or
transition to a new spectrum of the economy;

weak marketing and pricing policy,

lack of strategic planning and budgeting,

lack of trained, qualified personnel,

changes in the structure of the enterprise, including reorganization,

poor organization of the enterprise's internal control system;

discrepancy between information and entrepreneurial strategy;

changes in the information environment of the enterprise;

transactions or events that lead to estimation uncertainty, including
accounting;

litigation.

Analyzing general economic risks, it can be stated that one of the main indicators
affecting the activities of an enterprise is inflation. Figure 1 shows the dynamics of
inflation in the Republic of Moldova from 2018 to 2022, it should be noted that in 2022 it
amounted to 30.2%.
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Figure 1. Annual inflation in the Republic of Moldova in dynamics
Source: Elaborated by the author according to the NBM’ s data https://www.bnm.md/ro/content/rata-
inflatiei-0

Analyzing the macroeconomic indicators and their impact on the financial security
of the enterprise, presented in Fig. 2, we can note the following:
— over the period 2018-2022, GDP has steadily grown and in 2022, compared to
2018, the growth rate was 143.4%
— there is an increase in loans issued to enterprises, the growth rate in 2022
compared to 2018 was 195.6%.

2022 |tz 1249 2022,272.6
2021 222 il 2021,241.9
2020 [ig i 2020,206.3
2019 s — 2019,210.1
2018 R e 2018, 190
0 50 100 150 200 250 300
2018 2019 2020 2021 2022
B Joans iSSHEdbl;]F.)]z(i) 12 months, 138 157 1.88 262 277
interest rate on loans up to 12 93 915 8.88 8.67 12.49
months%
B GDP, bil.lei 190 210.1 206.3 241.9 272.6
B Joans issued up to 12 months, bil.lei interest rate on loans up to 12 months% B GDP, bil.lei

Figure 2. Macroeconomic indicators of the Republic of Moldova in dynamics
Source: Elaborated by the author according to the NBM’ s data
https://www.bnm.md/bdi/pages/reports/dpmc/DPMC8.xhtml?id=0&lang=ro
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If we analyze the indicators of Fig. 2, namely, the dynamics of the interest rate on
loans up to 12 months granted to legal entities, then we can state that the rate decreased in
2019 compared to 2018 by 0.3 points, respectively, in 2020 compared to 2019, a decrease
of 0.27 points, in 2021 compared to 2021, a decrease by 0.21 points and a sharp increase in
the loan rate in 2022 in relation to 2021 by 3.82 points.

At the same time, it is observed that the amount of loans received was not affected
by the level of the interest rate, for example: in 2020, when the interest rate was 8.88%,
1.88 bil. lei of loans were taken, while in 2022, when the rate was 12.49%, 2.77 bil.lei of
loans were issued.

It is necessary to analyze in more detail the trend in GDP growth and loans received
by legal entities for up to 12 months, what is presented in table 1.

Table 1. Trends in economic indicators of Moldova

| 2019 | 2020 | 2021 | 2022
GDP growth rate in relation to 100,6 98,2 117,3 112,7
previous year, %
Growth rate of loans issued 113,7 119,7 139 105,7

For legal entities up to 12 months
in relation to the previous year, %

Source: Elaborated by the author according to the NBM’ s data
https://www.bnm.md/bdi/pages/reports/dpmc/DPMC8.xhtml?id=0&lang=ro

Analyzing the data in Table 1 and the information presented above, it can be stated
that the amount of loans received does not depend on the growth of inflation, and the
activity of the economy, changes in the quantitative indicators of GDP have a certain
impact on the amount of loans received.

The financial security of an enterprise depends on the availability of financial
resources necessary for its normal functioning, the appropriateness of their placement and
efficiency of use, financial relationships with other legal entities and individuals, solvency
and financial stability, as well as on the effectiveness of the operational, financial and other
activities of the enterprise.

The financial condition of an enterprise shows the degree to which the enterprise is
provided with financial resources, as well as the feasibility of investing financial resources
in activities and the efficiency of their use. By the financial condition one can judge the
solvency, liquidity, and financial stability of the enterprise. It is on the basis of these data
that the enterprise’s operating strategy is developed, performance assessments are made
and decisions are made about the prospects for the enterprise’s activities.

The financial condition directly depends on the performance indicators of the
enterprise. The efficiency of each enterprise is expressed in financial results, such as: profit
received as a result of entrepreneurial activity. The return on sales is an indicator of the
financial activity and efficiency of the enterprise, this indicator shows how much gross profit
per 1 lei of sales income, the indicators of return on assets and equity are also calculated.

An important condition for assessing the financial security of an enterprise is the
calculation and analysis of the financial indicators of the enterprise.

Analysis of financial indicators is one of the methods for assessing the state of an
enterprise and its capabilities in the future. It acts as the basis for strategic planning, helps
management identify resources and directions for subsequent development of the
enterprise, and find its strengths and weaknesses. Analysis of financial ratios is carried out
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in order to identify optimal ways to achieve the goals of the enterprise, such as increasing
business activity - asset turnover, ensuring liquidity and financial stability, increasing the
profitability of the enterprise.
Based on the content of the financial condition, we can draw the following
fundamental conclusion that the financial security of an enterprise is based on:
rationality of the structure of assets and liabilities, that is, the enterprise’s
funds and their sources,
— efficient use of property and profitability of products,
— the degree of its financial stability,
— the level of liquidity and solvency of the enterprise.
Analyzing the economic indicators of small and medium-sized enterprises in the
dynamics in the Republic of Moldova, it should be noted that they make a significant
contribution to the development of the national economy.

2020
2021
1 1 1 1 1
0 50000 100000 150000 200000 250000 300000
2022 2021 2020
Profit before tax, ml. Lei 27088.8 20237.4 9050.9
Income, ml. Lei 274770.7 183569.7 150112.1
Profit before tax, ml. Lei Income, ml. Lei

Figure 3. Economic indicators of Small and Medium-sized Enterprises of the
Republic of Moldova in dynamics
Source: Elaborated by the author according to the NBS’ s data
https://statistica.gov.md/ro/statistic_indicator details/22

Based on the data presented in Figure 3, the following conclusions can be drawn:

— The profitability of sales by profit before taxation of small and medium-sized
enterprises in the Republic of Moldova in 2020 amounted to 6 bani per 1 lei of
sales income, in 2021 -11 bani, in 2022 - 10 bani.

— It should be noted that in the conditions of high inflation in 2022, small and
medium-sized enterprises of the Republic of Moldova managed to keep the
profitability of sales almost at the level of last year.

— The profitability of sales in the region of 10% of sales revenue is considered a
good indicator at the level of the global economy.

Risk management is becoming more relevant every year and more and more
organizations and managers are introducing risk management schemes into their activities.
The main goal of neutralizing risks when implementing a new activity is to protect it from
all kinds of risks that prevent it from achieving its goals.
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The process of managing activity risks involves minimizing possible risks or losses
of the project related to profit, people or other problems that may arise during work.

The use of the hedging method to neutralize risks is relevant today, since this
financial instrument is directly aimed either at compensating for the expected losses of the
enterprise, or at insuring against unplanned low profits.

The use of a risk hedging system, on the one hand, provides a guarantee to the acquirer
or investor, some kind of insurance protection against all kinds of adverse consequences, but,
on the other hand, it is necessary to give part of the profit for such reliability.

In essence, hedging is somewhat similar to classical types of insurance — for the
opportunity to rely on insurance protection, the policyholder will have to pay an
insurance premium. In order to make the most optimal use of hedging, it is necessary to
develop a clear and effective program for its implementation, which will help reduce the
risk levels to the minimum.

In the process of implementing a hedging program, an analysis of the effectiveness
of the strategies used in hedging should be implemented. A hedging strategy is a set of
specific financial hedging instruments and methods of using them to reduce the risks.

Hedging can reduce various types of risks to a reasonable level, primarily using various
derivative financial instruments, such as forwards and futures, currency swaps, which makes it
possible to isolate and control the effect of managing a particular type of risk.

In addition, enterprises can use long-term contracts, transfer pricing, and the use
of insurance policies as risk hedging, an enterprise can manage risks, namely avoid,
prevent, and reduce.

A company is exposed to financial risk due to its dependence on market factors
such as commodity prices, exchange rates and interest rates. In a civilized market
economy, insurance, or hedging, of such risks is often an integral part of business planning.

The purpose of hedging is to eliminate the uncertainty of future cash flows (both
negative and positive), which will allow you to have a complete picture of future income
and expenses arising in the course of financial or business activities.

Thus, the main task of hedging is to transform risk from unpredictable forms into
clearly defined ones.

In modern practice, the hedging process is closely interconnected with the overall
management of the company's assets and liabilities and covers the entire set of actions
aimed at eliminating or at least reducing financial risks.

The implementation of risk hedging strategies should be carried out with control
over the implementation of decisions made in the process.

When hedging the risks of an enterprise, one should take into account the
classification of risks proposed by the author: into general economic, sectoral and the
enterprise itself.

To effectively hedge risks at the general economic level, enterprise management
must monitor changes in the exchange rate and interest rates on loans. In situations where
an enterprise has funds in foreign currency, with a favorable exchange rate for the
corresponding currency, upon exchange, it is possible to receive a positive influx of funds
in national currency.

The management of the enterprise must constantly promptly analyze the financial
situation and performance of the enterprise in order to make the right decisions in a timely
manner to overcome crisis situations.
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Despite the costs associated with hedging and the difficulties that an enterprise may
encounter in developing and implementing a hedging strategy, its role in ensuring the
progressive development of the enterprise is quite large and is associated with:

the possibility of significantly reducing the price risk associated with the
purchase of raw materials and the supply of finished products;

freeing up enterprise resources and helping management focus on core aspects
of the business, minimizing risks,

the ability to increase capital, reducing the cost of using funds and stabilizing
income;

ensuring constant financial protection using market and non-market
instruments;

making it easier to attract credit resources: banks take into account hedged
collateral at a higher rate; the same applies to contracts for the supply of
finished products.

Types of hedging using market mechanisms can be classified as follows:

by type of hedging instruments (exchange and over-the-counter contracts);

by type of counterparty (buyer and seller hedge);

by the amount of insured risks (full or partial);

in relation to the time of conclusion of the underlying transaction; (depending
on the time of acquisition of the underlying asset);

by asset type;

under the terms of the hedging contract (one-way, two-way hedging).

For hedging purposes, management of an enterprise can use:

1. effective management of the assets and liabilities of the enterprise; for each

period of time, the amount of assets and liabilities with the corresponding

repayment periods is determined. A significant advantage as a risk hedging

tool is its simplicity and clarity combined with the possibility of a

comprehensive analysis of assets and liabilities,

forward agreements,

futures contracts,

currency options,

swap contracts,

diversification of assets, that is, the distribution of free investment capital

into stocks, bonds, real estate, bank deposits, precious metals,

7. purchase and sale transactions of long-term and short-term government
securities.

S

At the same time, the disadvantages of hedging should also be considered, for
example, the considered insurance mechanism is not a panacea for all risks, since it has a
number of significant disadvantages:

conscious refusal of possible additional profit;

excess costs for opening and fulfilling obligations under hedging transactions;
the risk of changes in legislation in economic and tax policy (introduction of taxes).
In this situation, the hedge will not only not protect, but will also lead to losses;
exchange restrictions;

increase in the number and complexity of the structure of transactions.
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CONCLUSIONS

In market conditions, the key to survival and the basis for a stable position of an
enterprise is its financial security. It also reflects the state of financial resources in which
an enterprise, freely maneuvering funds, is able, through their effective use, to ensure an
uninterrupted process of production and sales of products, as well as to bear the costs of its
expansion and renewal.

Determining the boundaries of the financial security of an enterprise is one of the
most important economic problems in a market economy, since insufficient financial
stability can lead to a lack of funds for enterprises to develop production, their insolvency
and, ultimately, bankruptcy, and “excessive” stability will hinder development , burdening
the enterprise with excess inventories and reserves.

Financial security should be considered taking into account those risks that arise
both at the level of the economy as a whole, and at the industry level and at the level of the
enterprise itself.

For an enterprise to operate effectively, its management must develop a risk
hedging strategy, which should include:

1. taking into account general economic risks:

— monitoring and analysis of the exchange rate, interest rates on loans, inflation
rates and prices in the economy for specific raw materials, services, energy
resources,

— development of response measures to optimize cash flows in terms of the
acquisition of raw materials, energy, services

2. taking into account industry risks:

— itis necessary to monitor constant changes in legislation related to this industry,

— revise pricing policy, depending on market conditions,

— analyze the activities of competitors in the sale of identical goods and services

5. at the enterprise level:

— effectively manage assets and liabilities,

— promptly analyze financial indicators of an enterprise: liquidity, turnover, return
on sales, assets, equity, and, above all, in case of declining of these indicators,
take appropriate effective hedging measures.
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Abstract: Recent years have attracted the attention of policymakers about the effect of financial stability on
economic growth. These developments raise more concern for developing countries with large financial
sectors. From a recent history of financial crises, we learn that countries highly exposed to international
financial markets experience adverse economic trajectories. The focal countries for this study are Brazil,
India, Indonesia, Malaysia, Mexico, and South Africa. This empirical study has a sample period from 1996 to
2022, capturing the most recent quantifiable events. The study considers aggregate measures of financial
stability from the financial system. We make use of the random effects panel data methodology which
captures the heterogeneity associated with the developing countries in variegated continents. The implication
of this study is that financial stability policies that aim to stabilize financial institutions and their functions
will significantly affect economic growth. This study finds that financial stability has a significant and
negative effect on economic growth.
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INTRODUCTION

In developing countries with large financial sectors, the efficacy of financial
stability on economic growth takes on a unique and multifaceted significance. These
nations often experience rapid expansion in their financial systems, characterized by the
proliferation of banks, stock exchanges, and other financial intermediaries. While the
growth of the financial sector can be a promising sign of economic development, it also
introduces a set of challenges and opportunities that require careful consideration. The
stability of these financial systems in such contexts becomes even more critical, as it not
only influences the broader economic landscape but also determines the ability of countries
to harness the full potential of their financial sectors.

We provide some insights into the financial stability of six developing countries
with large financial sectors which includes Brazil, India, Indonesia, South Africa,
Malaysia, and Mexico. After the 2008 global financial crisis, Brazil felt the effects of
reduced global demand, affecting its trade balance and economic growth. There were
disruptions in financial markets, and the country’s stock market faced declines. The crisis
contributed to increased volatility in currency markets. Brazil experienced currency
depreciation as investors sought safe-haven assets, impacting the value of the Brazilian real
(Barroso and Nechio, 2020) [1].

India’s financial stability is influenced by a diverse and growing financial sector.
The country has a robust banking system and a well-regulated stock market. However,
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India has experienced non-performing loan issues in its banking sector, and regulatory
reforms are ongoing to address these concerns. The government has also introduced
measures to encourage foreign investment and economic growth (Kumar et al., 2022) [2].

Indonesia’s financial stability has benefited from prudent financial regulation and
economic reforms. The country has seen stable economic growth, supported by strong
commodity exports. Nonetheless, Indonesia faces challenges related to income inequality,
infrastructure development, and managing inflation (Machdar, 2020) [3].

South Africa’s financial stability is influenced by a well-developed financial sector
and a relatively open economy. The country faces challenges related to high
unemployment, income inequality, and political uncertainty. South Africa’s fiscal situation
has also been a concern, leading to credit rating downgrades in the past (Mishi &
Khumalo, 2019) [4].

Malaysia has a diversified economy with a well-regulated financial sector. The
country has a history of prudent financial management and has taken measures to maintain
economic stability. However, challenges include addressing issues related to government
debt, managing fiscal deficits, and enhancing the efficiency of state-owned enterprises
(Koong et al., 2017) [5].

Mexico’s financial stability is closely tied to its economic relationship with the
United States, given its extensive trade ties. The country has benefited from structural
reforms, such as energy sector liberalization, but it faces challenges related to high levels
of informality in the labor market, income inequality, and security concerns (Gambacorta,
L., & Murcia, 2019) [6].

The interplay between financial stability and economic growth in developing
countries with substantial financial sectors is a topic of great importance, as it holds the
potential to unlock or hinder their journey towards sustained prosperity. In this context,
understanding how financial stability affects these economies is vital for policymakers,
investors, and the general populace. This exploration will delve into the specific dynamics at
play in such nations, examining how financial stability impacts economic resilience, and how
it shapes the overall trajectory of development in these rapidly evolving financial landscapes.

The goal of the study is to estimate the effect of financial stability on economic
growth in developing countries with large financial sectors. Therefore, the empirical
hypothesis of this study is that “financial stability has a causal effect on economic growth
in developing countries with large financial sectors.” The study deploys the random effects
as a panel data model to account for the heterogeneity of developing countries in different
part of the world. The sample period of the study comprises annual data from 1996 to
2022. The study finds that financial stability is causal on economic growth. From the
sample period, there is a negative and highly significant effect of financial stability on
economic growth.

LITERATURE REVIEW

Financial stability refers to a financial system that is resilient to systemic shocks,
facilitates efficient financial intermediation and mitigates the macroeconomic costs of
disruptions in such a way that confidence in the system is maintained (SARB, 2015) [7].
Financial stability is the efficient allocation of economic resources through smooth savings
and investment processes that enhance economic growth (Schinasi, 2011) [8]. Financial
stability is affected by both exogenous and endogenous factors. Shocks and surprises are
not the only components that pose a threat to the financial system, also disorderly
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adjustment of imbalances can cause financial instability. For example, there could be a
misperception of expectation of future returns that could subsequently miss-price future
price (Schinasi, 2011) [8].

Inefficient allocation of capital and mispricing of risk can cause vulnerabilities and
imbalances thus threaten financial stability (Peukert, 2010) [9]. Financial stability is to
protect the economy from financial crises and enabling a financial system so that it limits
and addresses emergence of imbalances before they constitute a threat to stability. This
may be received by self-corrective, market disciplining mechanisms that can create
resilience and that can endogenously prevent development of system-wide risk (Peukert,
2010) [9]. Forces are allowed to resolve potential problems but there is room for
intervention through liquidity injections.

A financial system is a system that allows the transfer of money through the savers
to investors. The financial system comprises of three broad closely related concepts
(Schinasi, 2011). These are financial intermediaries, financial markets, and the financial
infrastructure. Financial intermediaries are financial institutes that pool funds and
reallocate funds for different uses. Financial institutions are not simply limited to banking
services; they include a variety of institutes, such as, hedge funds, pension funds, non-
financial hybrids, that provide a range of different services. Financial markets are markets
that directly serve investors and savers through the direct buying and selling of equities and
bonds. Finally, the financial infrastructure, comprises of clearance, payments, and
settlement systems, and regulatory, supervisory and surveillance infrastructure (Schinasi,
2011). Furthermore, private, and public persons who participate in the financial market are
an essential part of the financial infrastructure (Allen and Wood, 2006) [10]. The key
concepts identified here are important to grasp and monitor their activities for
understanding how well a financial system works and how well they are performing.

Systemic risk is the threat of a possible collapse of the financial system; it is a risk
of an event that may cause a loss of real economic value or confidence such that it may
have some serious adverse effects on the economy (Taylor, 2010). Systemic risk may be an
event that arise suddenly and unexpectedly, or it could be built up over time due to
inappropriate policy responses (Taylor, 2010). Real economic effect of systemic risk
mainly emerges from disruption to payment systems, credit flows and through destructions
of asset values (Taylor, 2010) [11].

To prevent potential problems from materializing a financial stability framework
requires a continuous process of monitoring and information gathering on macroeconomic
conditions, financial markets, financial institutes, and financial infrastructure (Silva et al.,
2017) [12]. As, the real economy is linked to the financial system (Schinasi, 2011). The
process will be more useful and successful if there is a linkage between economic and
financial dimensions. The framework involves a continuous process of gathering
information, monitoring and assessment (Silva et al., 2017). The process requires a
comprehensive and analytical approach. There is a need to develop measurement technique
for detecting growing imbalances and calibrating risk and vulnerabilities to keep up to par
with important monitoring phases (Silva et al., 2017). The approach also involves the
process of supervision, surveillance, and regulation of financial and economic actors.
Supervisory processes could be enhanced through the knowledge about the economy’s
position in the business and credit cycle and the overall performance of markets. The
reason for this is that the macro economy and the market provide the background to which
performance of individual institutes should be assessed. Finally, the purpose of information
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gathering is to assess if the financial system is performing its main functions well enough
to be within the corridor of financial stability (Silva et al., 2017).

According to Blejer (2006) [13] financial stability is essential for economic growth
because it provides a stable and predictable environment for investment, innovation, and
entrepreneurship. A stable financial system helps to reduce uncertainty and risk, which
encourages businesses to invest in new projects, creates jobs, and promotes economic
growth. In addition, financial stability helps to maintain confidence in the financial system,
which is essential for the effective functioning of financial intermediation.

Glocker (2021) [14] postulate that financial instability can result in a credit crunch,
a decrease in investment, and a decline in economic activity. For example, financial crises
can lead to a decrease in lending, a rise in non-performing loans, and a loss of confidence
in the financial system, which can lead to a recession and long-term economic damage.
Therefore, it is crucial for policymakers to ensure financial stability in developing
countries with large financial sectors. This may include measures such as strengthening
prudential regulation, improving risk management practices, and promoting transparency
and accountability in the financial sector. Ben Ali, Intissar, and Zeitun (2018) [15] supports
the existence of a stabilizing effect on concentration on financial stability for developing
countries. These countries should also prioritize building resilient financial systems that
can withstand shocks and prevent financial crises.

Schoenmaker (2011) [16] postulates that when a country’s financial system become
increasingly integrated the domestic policies become less effective. This means that high
exposures of the developing country’s financial system to global financial institutions and
markets have the potential to inject financial instability. Therefore, financial stability is a
key prerequisite for sustainable and inclusive economic growth in developing countries
with large financial sectors. According to Shaw (1973) [17] a poorly regulated financial
system can be prone to instability and financial crises, which can have negative effects on
economic growth. In addition, a large financial sector can create incentives for excessive
risk-taking and speculative investments, which can lead to financial instability and
macroeconomic imbalances.

Understanding the connection between financial stability and economic growth can
be justified by the semi-endogenous growth model. Both financial stability and economic
growth are endogenous factors that are sensitive to exogenous factors. By including
exogenous elements, the model provides a more comprehensive framework that captures
the interaction between endogenous and exogenous factors in driving growth (Jones, 2005)
[18]. By focusing on these factors, the model offers insights into how policies and
investments can promote economic growth (Barcenilla-Visus et al., 2014) [19]. Therefore,
it is important to utilize an empirical model that takes into account both endogenous and
exogenous factors.

METHODOLOGY AND DATA

Our point of departure is from the Solow growth model which we utilize to
understand the sources of economic growth in the long run. This is a vanilla framework the
help macroeconomics scholars identify causes of growth and their process. The Solow
model, also known as the neoclassical growth model, is one of the most widely used
frameworks for understanding economic growth. It was developed by Robert Solow in the
1950s and 1960s and has been influential in shaping the field of macroeconomics.
Economists continue to debate and refine growth frameworks, seeking to improve our
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understanding of economic growth and inform policy decisions. Therefore, we use this
framework to include the financial stability variable as a source of growth not addressed by
the basic Solow model.

According to Cooray (2009) [20] the inclusion of financial factors allows the
financial augmented Solow model to explore how changes in financial conditions, such as
improvements in financial markets and institutions, can affect economic growth. It
recognizes that financial factors can amplify or dampen the effects of capital accumulation
and technological progress on economic growth.

To show the importance of financial factors in the development of growth, Atje and
Jovanovic (1993) was the first to explicitly add the financial variable to the initial Solow
model as described by Equation 1. Thereafter, other scholars utilized the financial
augmented Solow model (Cooray, 2009, 2010; Haibo, Manu, and Somuah, 2023) [21].

Y(t) = KO*[A@)L(D)] %, 0<a<l1 (D
Y(©) = KO*HOPAQLM®]**#, 0<af<1l a+p<1 (2
Y(£) = FO*KOPHOY[ARLM®]* B Y, 0<a,By<1l, a+B+y<1l (3

, Where Y is economic growth, F is financial stability, K is capital, H is human
capital, A is the level of technology, L is the labour force, « is the elasticity of economic
growth with respect to financial capital, S is the elasticity of economic growth with respect to
physical capital, and y is the elasticity of economic growth with respect to human capital.
Equation 3 culminates with three forms of capital: financial, physical, and human capital.

The financial augmented Solow model enables us to study of how financial crises
and disruptions can impact long-term growth. It captures the negative effects of financial
crises which can have lasting consequences for economic performance. By incorporating
financial factors, the model enhances our understanding of the relationship between
financial stability and sustained growth.

We therefore utilize the panel data econometrics to study the effect of financial
stability on economic growth. All the variables in the model have data availability and
making our panel balanced. To conduct a panel data analysis of the effect of financial
stability on economic growth we applied necessary panel data steps as scientifically
demonstrated by Angrist and Pischke (2009) [22]. Firstly, we identified seven developing
countries with large financial sectors. Secondly, we collect data on financial stability,
economic growth, and control variables. Thirdly, we utilize a linear panel data model, the
random effects model. According to the theoretical and empirical literature we estimate
Equation 4, which reflects the random effect model.

n n
GDP =D BiFie+ ). BoXie+
i=1 =1
+ i (4)

, Where GDP; , is the real GDP growth for country i at time t, F; , is the vector of
financial stability variables, X; . is the vector of control variables, «; is the country-specific
intercept that captures the unobserved heterogeneity, and ¢; . is the error term. According to
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Hausman and Taylor (1981) [23] «; is the individual-specific intercept that is randomly
distributed across individuals in the random effects model. According to Joshi and
Wooldridge (2019) [24] the random effects model assumes that the coefficients of the
independent variables are the same for all countries but allows for individual-specific
intercepts that are randomly distributed.

Table 1 presents a list of variables for the financial stability and economic growth
analysis. The main dependent variable is the real GDP growth rate. The main independent
variables of interest are the Bank capital to total assets and Bank regulatory capital to risk-
weighted assets which serve as proxies for financial stability. We control for the effect of
recent major financial crises and include them in the model.

Table 1. Variables

Code | Variable description

Dependent variable: Economic growth

gdp | Real GDP growth (annual %)

Independent variable: Financial Stability

bcap Bank capital to total assets (%)

breg Bank regulatory capital to risk-weighted assets (%)

Independent variable: Control variables

tro Trade Openness, % of GDP

caf Fixed capital formation, % of GDP

labgr Total labour force, % change year-on-year

mix Monetary policy independence index

y2001 Year dummy, 2001 Dot.com bubble burst, 1=Crisis, 0=No crisis
y2008 Year dummy, 2008 Global financial crisis, 1=Crisis, 0=No crisis
Covid Covid-19 dummy, 1=Crisis, 0=No crisis

Source: Compiled by the author. Note: Data collected from Fitch Connect, World Bank, KAOPEN, Penn
World Table, and author’s own construct of dummy variables.

The 2001 Dot-com bubble burst was a major economic event that had a significant
impact on economic growth in the United States and around the world. The Dot-com
bubble was a period of rapid growth in the technology sector, fuelled by the growth of the
internet and the proliferation of technology start-ups. According to Wheale and Amin
(2003) [25] the bubble was characterized by a frenzy of speculative investment in internet-
based companies, many of which had little or no revenue and were not profitable. As the
bubble grew, investors became increasingly concerned about the underlying value of these
companies. However, this was followed by a sharp decline in the value of technology
stocks, which began in March 2000 and continued for more than a year, leading to the Dot-
com bubble burst in 2001.

The 2008 Global financial crisis had a significant and far-reaching impact on
economic growth in the United States and around the world. The crisis was triggered by
the collapse of the U.S. housing market, which had been fuelled by a speculative bubble in
the housing sector. According to Afonso and Blanco-Arana (2022) [26] when the bubble
burst, it led to a widespread collapse of the housing market and a sharp decline in the value
of mortgage-backed securities and other financial instruments that were tied to the housing
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market. This led to a major financial crisis, as banks and other financial institutions faced
large losses on their investments in these securities.

Many developing countries with large financial sectors are closely tied to the global
economy. The covid-19 pandemic led to a global economic downturn, affecting
international trade, investment, and financial markets. The financial sectors in these
countries, particularly those heavily reliant on international capital flows, experienced
significant volatility. Capital flight and abrupt changes in investor sentiment contributed to
financial instability (Calderon and Kubota, 2022) [27].

FINDINGS

This section provides comprehesive analysis of the efficacy of financial stabilty on
economic growth in developing countries with large financial sectors. We provide an
analysis of the correlations between variables and the culminates with the panel data
regression results utilizing the random-effects model.

Table 2 depicts the correlation matrix of all the variables for this study. These
correlations provides sentiments into what we can expect from the efficacy. We find that
there is a negative and weak correlation between financial stability [bcap and breg] and
economic growth [gdpgr] from 1996 to 2022. The financial stability indicators, bcap and
breg, have a positive and strong correlation. While financial stability and economic growth
are weakly correlated, other unobserved factors may be having an influence on this nexus.
This reflects the complexity of the relationship between financial stability and economic
growth. We also find that the 2001 [y2001] and 2008 [y2008] global financial crisis is
negatively associated with both financial stability and economic growth. The covid-19
pandemic [covid] is also negatively associated with economic growth.

Table 2. Correlation matrix

gdpgr | bcap | breg | tro caf | labgr | mix | y2001 | y2008 | covid
gdpgr 1.00

bcap -0.21 | 1.00

breg -0.20 | 0.82 | 1.00

tro 0.12 | -0.10 | -0.03 | 1.00

caf 0.47 | 0.00 | -0.05 | 0.02 | 1.00

labgr 058 |-0.15|-0.04 | 0.03 | 0.12 | 1.00

mix 0.16 | 0.07 | 0.01 | -0.21 | 0.24 | -0.15 | 1.00

y2001 -0.06 | -0.04 | -0.06 | -0.10 | -0.11 | -0.16 | 0.10 | 1.00
y2008 -0.03 | -0.16 | -0.06 | 0.06 | 0.01 | 0.13 | -0.05 | -0.02 | 1.00
covid -049 | 0.24 | 0.23 | -0.01 | -0.04 | -0.25 | -0.23 | -0.03 | -0.09 1.00

Source: Authors’ own computation

Table 3 provides panel data results from the random-effects model. Model 1
captures financial stability as represented by the Bank capital to total assets [bcap]. Model
2 captures financial stability as represnted by the Bank regulatory capital to risk-weighted
assets [breg]. We find that financial stability has a negative and highly significantly effect
on economic growth at 1% level. The Bank capital to total assets reduced real GDP growth
by an estimated 0.233. The Bank regulatory capital to risk-weighted assets reduced real
GDP growth by an estimated 0.203. This study utilizes a parsimonious model that controls
for the financial crises and the covid-19 pandemic. The 2008 global finacial crisis had a
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negative effect in the developing countries with large financial sectors but the efficacy is
not significant. In contrast, the 2001 and 2008 global finanical crisis had a negative and
significant effect on economic growth. Covid-19 pandemic had a negative effect and
highly signficant effect on economic growth. The remaining control variables [tro, caf,
labgr, mix] have a positive and highly significant effect on real GDP growth. Developing
countries with large financial sectors are exposed to investment inflows and outflows of
international financial institutions and markets. These gives rise to financial stability
efforts that hampers growth. The general expectation is that financial stability should
contribute postively to econmic growth.

Table 3. Random-effects regression

Variables Model 1 Model 2
bcap -0.233***
(0.0846)
breg -0.203***
(0.0270)
tro 0.00845*** 0.00958***
(0.00297) (0.00365)
caf 0.229*** 0.221***
(0.0259) (0.0385)
labgr 0.125*** 0.148***
(0.0227) (0.0232)
mix 0.234*** 0.266***
(0.205) (0.227)
y2001 -0.083** -0.080*
(0.776) (0.021)
y2008 -0.697* -0.808*
(0.880) (0.042)
covid -0.623*** -0.458%**
(0.674) (0.795)
Constant -0.491%** -0.476%**
(0.376) (0.156)
R-squared 0.5307 0.5935
Observations 162 162
Number of countries 6 6

Source: Authors’ own computation. Note: Robust standard errors in parentheses,
*** pn<0.01, ** p<0.05, * p<0.1

This study postulates that the economic growth of developing countries with large
financial sectors has not been resilient enough to curb the costs from the financial system.
The financial institutions and markets in most these countries are more volatile than
developed countries. Therefore, these countries should enact stronger domestic financial
structures. They should also increase the resilience of their financial institutions and
markets through robust domestic and regulatory capital to effectively mitigate systemic
risk. The negative efficacy of financial stability on economic growth may also mean that
the financial stability has not achieved inclusive economic growth in these countries.
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CONCLUSIONS

Financial stability has become a metric that policymakers monitors drastically,
especially after the 2008 global financial crises. From the literature, we learn that a positive
and robust domestic and international financial system is desired. We examined if financial
stability can partially serve as a transmission mechanism to economic growth. Financial
stability is a finanical variable that can be added to the financial sector augmented Solow
growth model. This study examine the efficacy of financial stability on economic growth
by grouping developing countries with large financial sectors from 2006 to 2022. The
random-effects model from panel data methodology is an empirical method utilized to
obtain the efficacy. From the sample period, financial stability is negatively associated
with economic growth. Most importantly, the study find that financial stability is
significantly causal and has a negative effect on economic growth. Future research can
examine how moderating factors influence the efficacy of financial stability on economic
growth in developing countries with large financial sectors.
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Abstract: The article is devoted to the role of small and medium entrepreneurship (SME) in economic
security. In the introduction, the author determined that there are different approaches to understanding
economic security and the role of SME in it. The purpose of this work is to determine the role of SME in
economic security based on the analysis of various documents. In the main part, the author reveals the
functions of SME and the goals in relation to them in the national national security strategies of various
countries. It was determined that the national security strategies of various countries usually included an
element of SME. The author has identified several main national security strategies of various countries. An
analysis was made of the levels of economic security and state economic policy for the formation of the SME
space. An analysis of the main strategic documents in the field of national security and development of SME
in the Republic of Belarus revealed their certain synchronization at the macro level. An analysis of the main
directions or really existing challenges and threats to the national security and economic security of the
Republic of Belarus from the perspective of SME showed that in most cases the participation of SME is very
possible. In conclusion, it is noted that the role of SME in economic, technological, information and other
types of security is obvious. Conceptual documents in the field of national security and SME development in
the Republic of Belarus pursue the same goals. In this regard, in the context of ensuring economic security,
the task of increasing the efficiency of state support for SME is being updated based on harmonizing
approaches to the development of its conceptual framework and assessment methodology aimed at leveling
internal and external threats to economic security.
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INTRODUCTION

Scientists identify several approaches to the study of economic security. The most
frequently used concepts are “competitiveness” and ‘‘sustainability”. There are
“development” and “sustainability”, which are also the main ones when characterizing the
security of entrepreneurship. There are also three groups of approaches to determining
national economic security, including “sustainability” (national economy, socio-economic
development, economic system, etc.) [1]. It is ensuring the competitiveness and
sustainability of the socio-economic system that is the function of SMEs at the state level.
In turn, Lithuanian scientists distinguish a macroeconomic approach (Russian school;
approach developed by Professor L. Briguglio) and an individual approach (International
Labor Organization (ILO), American school). In this case, the experience of the ILO is
interesting, which includes analysis of the macro, meso and micro levels and which is also
partly related to the state and development of SME [2]. At the meso level, there is a survey
of flexibility and labor safety at the enterprise (various types of flexibility - organizational;
numerical; functional; working time; wages; labor force, as well as the role of labor
legislation, gender preferences, existing mechanisms of labor relations). The micro level
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includes surveys of people's safety (socio-economic status of the respondent and his
family; popular ideas about insecurity and safety; sources of socio-economic instability for
different socio-demographic groups; coping mechanisms, etc.). At the same time, the
American Approach Economic Security Index adopts a general, although often implicit,
definition of economic security: the degree to which people are protected from hardships
that cause economic losses [3].

PAPER BODY

SME is the most important element of a market economy, without which neither
the state nor society can fully develop, without which a competitive environment cannot be
formed, a balanced production structure cannot be achieved, social stability can be ensured
and the country’s innovative potential can be fully used [4].

We can highlight the following individual functions of SME and goals in relation to
them in the national security strategies of foreign countries - support for entrepreneurs;
formation of a qualified workforce; formation of high added value; regional development;
improving the economic system for future generations; internationalization of
entrepreneurs; participation in the formation of a national brand; security of financial
infrastructures and services; achieving a balance between the needs to improve the quality
of life, economic and social well-being and the requirements to preserve the environment
as natural resources (Table 1).

Table 1. Functions of small and medium entrepreneurship and goals in relation to
them in the national national security strategies of various countries

Country Document Year Role of SME

Poland National Security | 2007 | One of the strategic goals was to support Polish
Strategy entrepreneurs.
Of The Republic Of
Poland

Latvia The National 2008 | To ensure long-term economic growth, it is very
Security Concept important to be able to use skilled labor, science and

innovation in business development when developing
projects focused on high-value-added production.
Particular attention should be directed to the
development of entrepreneurial initiative in the regions
of the Republic of Latvia.

Philippines | National Security | 2011 | The interest of the national vision of economic solidarity
Policy 2011 -2016 is for Filipinos to become stakeholders in the economy
and business enterprises for the purpose of collectively
protecting and improving the economic system for
themselves and future generations of Filipinos.

Croatia National Security | 2017 | Takes into account the role of business structures in the
Strategy joint actions of government bodies and local / regional
authorities to achieve a balance between the needs for
improving the quality of life, economic and social well-
being and the requirements for preserving the
environment as natural resources.

Source: Ministry of National Defence of Poland https://www.gov.pl/web/national-defence

Ministry of Defence of Latvia https://www.mod.gov.lv

The National Security Council http://www.nsc.gov.ph

National Security Council https://www.uvns.hr/en/legislation/national-security.
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The role of SME in the country’s economy is important and is determined by such
indicators as the share of SMEs in GDP, GVA, employment, etc. In turn, the SME space
contributes to the active development of SME. Based on the theory of public policy in the
field of formation of the SME space, the following levels are distinguished: regional level
(country), meso level (region), micro level (organization and/or person). At the national
and regional levels, the SME space includes elements such as the state, education, financial
support, human capital, etc. The task of the state in this area is to develop policies that do
not have direct intervention. In this case, the role of the state can be both indirect and
direct. The direct one, in particular, lies in the ability to identify SME with high growth
potential (which can, for example, actively cooperate with the Ministry of Defense), the
indirect one lies, in particular, in the role of the state as an intermediary for SME. There are
two government policies regarding the formation of the SME space - traditional and
growth-oriented. At the same time, traditional policy will not contribute to strengthening
economic security in all its parameters; rather, it will be aimed at neutralizing certain
threats, in particular, unemployment. While a growth-oriented policy will help strengthen
not only economic, but almost all types of national security, including military. In an effort
to build an effective space for SME, the state thereby strengthens economic security at
three levels (Table 2).

Table 2. Types of economic security and small and medium entrepreneurship space

Economic security | SME space

National
Regional
Business entity and/or person

Source: elaborated by the author

Thus, the levels of economic security correspond to the levels of state economic
policy for the formation of the SME space. One of the elements of the SME space is the
state, which, in essence, is designed to ensure the effective development of the SME space.
Turning to the experience of government policy in the field of formation of the SME space
in various countries, the following can be noted. It is advisable to take into account when
addressing issues of economic development in accordance with the challenge and/or threat
(for example, “the lag in the pace of transition of the economy to advanced technological
structures from other states, the degradation of the technological structure of the real sector
of the economy” - the Republic of Belarus), which, according to a study by the Kauffman
Foundation during 2000 — 2010. Almost all new jobs in the United States were created by
fast-growing technology startups. So, in addition to the above and reaffirming the role of
SME in military security, the US has a year-long Technology and National Security
Fellowship that provides the opportunity for technologists and entrepreneurs to connect
with key decision makers at the highest levels of the US government (Department of
Defense and Congress USA), to provide advice and new knowledge on issues at a critical
juncture in national security.

State regulation of the market model of the economy from the perspective of
security interests should not violate self-regulation mechanisms and at the same time create
conditions for the effective operation of these mechanisms. One of the mechanisms for
self-regulation of SME and the business community of any country is the formation of an
SME space. In this context, it should be noted the necessary modernization of “managing
the process of reconciling interests and coordinating the efforts of the state and business as
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the main institutions of a market economy” [5]. Analysis of the main strategic documents
in the field of national security and development of SME in the Republic of Belarus made
it possible to identify their certain synchronization at the macro level (Table 3).

Table 3. Strategic national interests and goals with the participation of small and
medium entrepreneurship

National Security Concept of the Republic of | Strategy for the development of small and medium
Belarus entrepreneurship “Belarus is a country of successful
entrepreneurship” for the period until 2030

sustainable economic development and high | the formation of a dynamically developing SME
competitiveness of the Belarusian economy; sector that can significantly improve the structure of
the Belarusian economy, increase its
competitiveness, ensure effective employment and
growth in incomes of the population

achieving a high level and quality of life for
citizens

Source: elaborated by the author

This table clearly shows the connection between national interests and the goals of
SME development. An analysis of the main directions or really existing challenges and
threats to the national security and economic security of the Republic of Belarus from the
perspective of SME showed that in most cases the participation of SME is very possible.

CONCLUSIONS

All of the above directions fully correspond to the concept of the SME space in
terms of solving various problems of state development in socio-economic terms. Thus, the
connection between the SME space and economic security is obvious.

In this case, the following statement is true. “Regardless of how we look at national
security, there is no question of ignoring the economic vitality of the nation. Without
capital there is no business; without business there is no profit; without profit there are no
jobs. And without jobs there are no taxes, no military potential... Without jobs, people's
quality of life deteriorates to such an extent that society itself may collapse” [6].

The role of SME in economic, technological, information and other types of
security is obvious. Conceptual documents in the field of national security and SME
development in the Republic of Belarus pursue the same goals. In this regard, in the
context of ensuring economic security, the task of increasing the efficiency of state support
for SMEs is being updated based on harmonizing approaches to the development of its
conceptual framework and assessment methodology aimed at leveling internal and external
threats to economic security. In this regard, on the one hand, it is necessary to modernize
state support for SME in accordance with modern challenges and threats in the economic
sphere, on the other hand, to ensure the maintenance of the state of protection of the SME
entity from the negative impact of internal and external threats in accordance with the
needs of its free and comprehensive development and based on mandatory requirements
established by current legislation.
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Abstract: Digitalization and transformation to innovative solutions are essential trends in the development of
taxation and other areas. In general, the continuous evolution of IT technologies is a crucial factor in
digitizing most processes in the modern world. The Main effects and consequences of digitalization are the
collection of large amounts of information (big data), which is analyzed by Al and used to make decisions in
various areas of economic and social, government, and legislative activities. Today, humanity accumulates
as much data as the human brain cannot comprehend and process in a lifetime. The taxation sphere is not an
exception, with more and more tools for taxpayers and regulatory authorities now available in digital form.
The newest cooperation services between the taxpayer and the government are designed to improve the work
of tax authorities and, most importantly, simplify the process of paying taxes, submitting tax returns, and
receiving consultations. All of these services have been operating successfully for some time but still need to
be improved and expanded. The digital economy is pushing tax authorities to replace traditional models of
tax administration with new models that analyze and use big data and electronic tools online to promote
effective cooperation between tax authorities worldwide. However, in line with the development of the
Ukrainian tax system and the transformation of the taxpayer-state relationship, implementing electronic data
transfer components is not always phased, which creates additional risks for businesses.

Keywords: SAF-T, accounting system, reporting, tax authorities, tax management, digitalization.
UDC: 336.22:004.8(477)
JEL Classification: H29.

INTRODUCTION

The digitalization processes and the introduction of cloud-based database storage
technologies, online data rooms, bots, Al, etc., require a complete redesign of the financial
and tax accounting systems to optimize the management function. It is hard to imagine
future business development without the widespread use and improvement of IT
technologies based on the extensive use of digital technology and electronic
communication with key stakeholders. The tax management systems will also experience
significant changes due to the new extensive technological and operational capabilities of
business processes, increased share of intellectual labor, increased public control over
economic activity, and at the same time, increased types and scale of security-related risks,
proper determination of the tax base and treatment of information received.
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PAPER BODY

Many scientists, including O. Adamyk, T. Bochulia, V. Deriy, S. Vasylyshyn, and
others, have highlighted the impact of digital technologies on accounting and analytical
support as well as the economic security of companies. Professor T. Bochulia considers the
information prepared by the accounting system to be the most valuable information
resource. Despite its retrospective nature, accounting data is the basis for further analysis
of the financial and economic position of the company [1]. Based on research conducted
in the context of tax and accounting reporting development under the impact of digital
solutions, it is clear that information security is increasingly closely linked to financial
security. As a result, to maintain sufficient financial security, it is necessary to ensure
protection against information threats.

On the one hand, new IT technologies in accounting and financial reporting ensure
high quality of work and, on the other hand, create many threats that lead to unpredictable
and even catastrophic consequences for the company. As defined by B. Zasadnyi,
information risks include risks resulting from spam, cyber-attacks, financial reporting
fraud, malicious misrepresentation of a company's activities via the Internet, illegal access
to commercially sensitive information by unauthorized third parties, etc. [2]. Maintaining
the privacy of tax and accounting information should prevent unauthorized access to such
records of an entity that contain information about its business activities, the amount of
employees' remuneration, shareholders, contractors, clients, and business partners.

Currently, European countries are introducing more and more data exchange
formats for tax audit and control in an electronic format, i.e., without the usual visits of
controllers, inspection of primary documents, and accounting records of taxpayers. This
fiscal relations transformation is being implemented by introducing the Standard Audit File
for Tax Purposes (SAF-T). Introduced by the OECD in 2005, the Standard Audit File for
Tax Purposes (SAF-T) has always been voluntary. Many European countries are now
adopting it as a mandatory type of tax data transfer. The Standard Audit File for Tax
Purposes (SAF-T) is an XML file (a set of data converted into a special language) created
to standardize procedures and expand the possibilities of using data for business control
and audit. This file collects all accounting data of companies related to business activities,
enabling the processing and analysis of accounting data sets independently of the software
used in each company.

A detailed review of the Concept of e-audit Implementation and the Procedure for
Submission of Large Taxpayer Documents in Electronic Form indicate that in Ukraine, it is
proposed to introduce the submission of the full range of data (all sections) based on the
standard SAF-T scheme with additional elements not defined by the standard scheme. In
addition, the Draft Law dated 02.11.2021 No. 6255, "On Amendments to the Tax Code of
Ukraine on the Implementation of Electronic Audits (e-audit),” was registered in the
Parliament, which provides for the submission of SAF-T not only upon request during the
audit but also for the conversion of SAF-T into an annual report, the failure to submit
which will result in significant penalties.

Even with the standard presentation of SAF-T data, several problems can arise
during the transfer and analysis of the information used to generate each report. Whereas
structural validation can be easily performed (using the appropriate XML schema), the
integrity of the data can be challenging to maintain due to data entry errors, changes in the
data over time, or software errors that are difficult to detect during the generation and
conversion of large amounts of data. In addition, the analysis of historical data becomes a

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). WWks]


https://doi.org/10.53486/escst2023.15

L ) YT g 1A R LR XA 1758 DOI: https://doi.org/10.53486/escst2023.15
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

challenge when you use only SAF-T files, as each file contains separate data on customers,
goods, taxes, and primary documents for a certain period. When applying analytical
procedures, the relationship and evolution of the data can be threatened because we have a
limited picture of the organization at a particular point in time [3].

Another problem that needs to be resolved is a contradiction between the industry-
specific legislation and the requirements for submitting SAF-T in Ukraine, particularly
regarding information disclosure. By Procedure No. 1393, it is obligatory to provide
detailed accounting entries of the entity (in the subsection "Accounting Entries") for each
specific transaction, including the type of transaction, the amount, the information on the
unique taxpayer ID (legal entity or individual if the transaction is conducted with a
contractor), as well as accounting entries related to this transaction and other information
provided for in this part of the SAF-T. In cases of reporting such information by banks,
which are mainly large taxpayers, the issue of banking secrecy remains open. For banks,
transactions on customer accounts are accounting transactions that correspond to
income/expense accounts or other balance sheet accounts.

The primary purpose of information security is to ensure that a company operates
stably and efficiently now and has a high potential for development in the future. Today,
much of the information circulating within companies is classified as confidential, as it
determines their business and development. To effectively exchange confidential
information, in addition to implementing electronic systems, it is necessary to have a high
level of organizational and technical information security. Therefore, the technology for
processing and transferring accounting information and software should minimize the risks
associated with the loss of records, incomplete or incorrect data input into the accounting
system, improper control, and a chain of errors that may lead to false analysis results.

It is also essential to understand the existing risks associated with unfair business
practices when transferring large amounts of accounting data on business activities. For
example, according to international rules, there are three types of unfair business practices:

— all actions that lead to the commercial activities of one company being

presented to the consumer as the commercial activities of another;

— discrediting the commercial activities of a competitor by disseminating false

information;

— the illegal use of marks that may mislead the consumer in the course of

commercial activities.

According to foreign statistics, some companies specialize in industrial spying and
profit from it, using professional and often illegal methods of obtaining information [4].

It should be noted that despite the full-scale war, the digitalization of cooperation
with the government in Ukraine has made significant progress, for example, access to
information through the Diia portal, transformation of the State Statistics Service portal,
non-stop work of the Electronic Taxpayer's Office, which allows to obtain a wide range of
information about the presence of one's counterparty in the list of taxpayers who meet the
risk criteria of the taxpayer (date of inclusion in/exclusion from such a list, risk criterion),
submission of tax and financial statements, etc. However, introducing ambitious tax audit
reform projects requires close cooperation between the tax authorities and businesses.
Without such cooperation, several risks may arise that will have a negative impact on both
sides of the relationship.
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CONCLUSIONS

A company's potential success in digitalization-driven changes will depend on
changing the accounting system. This system is the main element of modifications to
business processes and the primary source of information support for all stakeholder
communities related to the economic security of business units.

One of the sources of business security risks in the information sphere is the
continuous increase in the complexity of information systems and data exchange channels.
These threats can be expressed as intentional and unintentional errors, failures and
disruptions of hardware and software, and harmful activity of criminal groups and criminal
elements. As a result, the concentration of a large amount of internal confidential
information (which may also be reflected in accounting data when transferring data in the
form of SAF-T files) could pose an external threat to the company's commercial activities.

Achieving the optimal level of company accounting systems stability and security,
which prevents information loss, illegal sharing, and protection in the best interests of the
company owners, is possible only if a systematic scientific approach is taken to developing
strategies and tactics for digitalized cyber security. Early development of measures to
mitigate digitalization risks is the key to economic security and competitive development
of enterprises, as well as the success of the national economy.
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Abstract:More and more organizations nowadays are embedding digitalization into their core values. Recent
studies have shown that the concept of digitalization is a game changer for all the agents within the value
chains of worldwide economy and it is not only creating value but might disrupt it also unless implemented in
a structured way. This paper presents an insight into industrial operations and recommends a method of
building a digital roadmap, from defining the general scope, identifying the digital strategy relevant to the
respective business model while considering specific business opportunities and needs to forming the
foundations of the digital component such as relevant technologies and solutions or defining use-cases to
enablement of those into the organization all while building up specific digital competencies and capabilities.
A more digital leadership becomes a must to enable this new technology operating model and for that roles
and responsibilities within organizations are now focused on facilitating collaboration in the industry
ecosystem and enabling rapid and agile data architecture whilst ensuring cybersecurity as well. This paper
offers insights into industrial operations and proposes a method for developing a digital roadmap. It covers
defining the scope, identifying relevant digital strategies, considering specific business opportunities and
needs, and establishing the foundations of digital components. The importance of digital leadership,
cybersecurity measures, and fostering digital competencies are highlighted. The paper aims to guide
organizations through the digital journey with the goal of bringing enterprises closer to the optimal
performance mode while adjusting to the fast-paced metaverse era.

Keywords: Digitalization, Digital Transformation, Digital Roadmap, Industry 4.0, Digital Competencies,
Agile Data Architecture, Digital Leadership, Cybersecurity Measures.
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INTRODUCTION

This paper serves as a foundation to provide a structured approach to building an
effective digital roadmap for enterprises and its importance in today’s economical landscape.
In the contemporary business landscape, organizations are recognizing the need to integrate
digitalization into their core values. Recent studies underscore the transformative impact of
digitalization on global value chains. This paper delves into the realm of industrial
operations, offering insights into the importance of digital transformation. It proposes a
method for building and executing a digital roadmap that encompasses defining the general
scope, identifying relevant digital strategies, considering specific business opportunities and
needs, and establishing the foundations of digital components.
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Digital transformation stands as a globally significant topic, impacting organizations
across various sectors by reshaping customer relationships, internal processes, and overall
value creation. A pivotal concern for stakeholders navigating this transformation is the
formulation of a clear vision and roadmap that sets the direction for the future.

A recent study provides an extensive literature review on digital transformation,
focusing on defining a comprehensive digital transformation roadmap for companies. It
discusses various approaches, methodologies, and steps identified in academic and industry
papers, categorizing the key phases of digital transformation [1]. The study emphasizes the
need for a multi-dimensional evaluation, strategic planning, and the implementation of
digital transformation processes. It highlights the diverse perspectives and trends in digital
transformation literature, offering insights into the essential components and stages of
digital transformation for businesses.

The strategic significance of digital transformation becomes evident, emphasizing
its multidimensional nature. The primary goal is to develop effective strategies for
digitizing a business and to enhance our understanding by incorporating existing roadmaps,
thereby contributing to the development of alternative approaches to digital transformation.

This paper seeks to assist companies in their digital transformation journey by
initiating a thoughtful exploration of digital transformation processes while also
incorporating recent literature review. The methodology used in the paper involves
presenting the framework of digitalization supported by relevant scientific and white
papers, as well as capturing the essence of the digitalization concept for organizations.
Another objective is to document the necessary steps for a company to execute on its
digital journey and categorize them into phases that can be leveraged to plan a strong
digital transformation process. The paper will also explore the application of a digital
roadmap and concludes with further research suggestions.

NAVIGATING DIGITAL TRANSFORMATION: INSIGHTS FROM LITERATURE

Digitalization has transcended being a mere industry buzzword; it now stands as a
pivotal force reshaping the contours of the global economy. This section explores in detail
the profound impact of digitalization on customer relationships, internal processes, and
value creation within organizations. The failure to adopt structured digitalization is not just
a missed opportunity, but it poses a tangible risk of disruption in an era defined by
innovation and technological advancements. Beyond the missed opportunities, there exists
a real and immediate risk of disruption to operations and market relevance. A systematic
integration of digital technologies is not just a strategic imperative but a proactive journey
to navigate the challenges and seize the opportunities presented by the digital era.

Digital transformation, a concept concerning the impact of digital technologies on a
company's business model, products, and organizational structures, as defined by Hess et
al., stands as a major managerial challenge for organizations in recent decades [2]. This
transformation requires a synergy of advanced technology and skilled personnel to unlock
its full potential. Recent years have seen a surge in academic interest, especially in
information systems, resulting in an increased volume of research exploring various
technological and organizational facets of digital transformation. This paper seeks to
provide a thematic, descriptive analysis of this domain.

A recent study on digital transformation (Nadkarni and Prigl) offers an in-depth
analysis of digital transformation in organizations. It discusses the integration of digital
technologies into organizational structures and processes, highlighting the importance of

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). kYA


https://doi.org/10.53486/escst2023.16

L ) YT g (A A LR AN 1753 DOI: https://doi.org/10.53486/escst2023.16
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

both technological advancements and human-centric factors [3]. This highlights as well the
need for effective leadership and strategic planning in implementing digital changes. It also
addresses the challenges posed by rapid technological evolution, such as workforce skill
adaptation and cultural shifts within organizations. The study points out gaps in current
research and suggests areas for future exploration, particularly regarding the role of middle
management and the skills gap in digital transformation efforts.

In the current era, information technologies are ‘one of the threads from which the
fabric of organization is now woven’, as highlighted by Zammuto et al. [4]. Digital
technologies play a crucial role in driving organizational transformation due to their
disruptive and widespread impacts, a concept emphasized by Besson and Rowe [5].
Effective digital transformation demands changes at multiple organizational levels: it
involves redefining the core business model (Karimi and Walter) [6], altering resource and
capability dynamics (Cha et al.; Yeow et al.) [7]-[8], restructuring processes and
organizational structures (Resca et al.) [9], evolving leadership styles (Hansen and Sia
2015; Singh and Hess) [10]-[11], and fostering a strong digital culture (Llopis et al.). This
review concentrates specifically on digital transformation at the organizational scale,
distinct from individual-level impacts.

Another recent article (Oberlander et al.) addresses the growing need for digital
competencies in today's workforce due to rapid digitalization [12]. It notes a significant
gap between current and required digital skills, emphasizing the necessity of lifelong
learning. The research aims to understand digital competencies at work by reviewing
existing literature and conducting interviews with professionals. The study highlights
overlapping content among different viewpoints, thereby enhancing professional learning
and development of digital skills in the workplace.

A recent study focuses on the importance of digital learning in organizational
digital transformation (Sousa and Rocha, 2019) [13]. It examines the skills necessary for
this transformation and explores different contexts in which digital learning can occur. The
paper analyzes the impacts of digital learning on skill development and its influence on
organizational transformation. It also includes an online survey to identify key skills for
effective digital transformation, highlighting the roles of artificial intelligence,
nanotechnology, robotization, and the Internet of Things. The study contributes to
understanding the crucial link between skills development and digital transformation in
organizations.

INSIGHT INTO INDUSTRIAL OPERATIONS

Understanding the current state of industrial operations is not just beneficial but
fundamental to effective digital transformation. This section goes beyond the surface,
exploring specific areas within industrial operations where digitalization can facilitate
transformative change. By identifying these areas, organizations can lay the groundwork
for a successful digital roadmap that aligns with their overarching objectives.

To build a successful digital roadmap, organizations need a nuanced understanding of
industrial operations. This involves a deep dive into specific sectors, such as manufacturing,
logistics, and supply chain, to identify pain points and areas ripe for digital innovation.

Recent studies have analyzed key aspects of the implementation of digital
transformation in manufacturing, particularly focusing on the Industry 4.0 concept (Issa et
al.) [14]. It addresses the challenges faced by companies in adopting Industry 4.0 and
proposes a framework based on capability maturity and alignment. The paper elaborates on
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a step-wise approach for successful implementation, highlighting the importance of
integrating technology with organizational strategy and objectives. This framework is
demonstrated through a case study, providing insights into practical applications and
strategic considerations for businesses embarking on digital transformation. It emphasizes
a step-wise implementation strategy that integrates technology and business strategy. This
approach is designed to address the challenges of digital transformation in manufacturing
by providing a clear framework for companies to effectively integrate Industry 4.0
technologies into their operations. The methodology includes assessing organizational
readiness, technology adoption, and strategic alignment to ensure successful
transformation. This strategy involves a series of stages, each designed to ensure effective
adoption of digital technologies while aligning them with the organization's strategic
objectives. The approach includes evaluating organizational readiness, adopting relevant
technologies, and ensuring these technologies are strategically aligned with the company's
goals. Each stage builds upon the previous one, facilitating a gradual and structured
transition into the digital manufacturing landscape.

In the era of digitalization, the adoption of Industry 4.0 principles is paramount for
organizations seeking to enhance efficiency, agility, and competitiveness. Industry 4.0
represents the fourth industrial revolution, characterized by the integration of smart
technologies into manufacturing and business processes. Therefore, a critical component of
digitalization is embracing Industry 4.0 principles. This section discusses how technologies
like 10T (Internet of Things), Al (Artificial Intelligence), and RPA (Robotics Process
Automation) are driving the next industrial revolution and how organizations can
strategically integrate these technologies into their operations.

Internet of Things (IoT) involves connecting devices and systems to the internet to
collect and exchange data. Among usages of Internet of Things technology, we can refer to
embedding sensors in machinery, equipment, and products for real-time monitoring,
predictive maintenance, and supply chain optimization. Some key benefits this new
technology is bringing are improved operational efficiency, reduced downtime, and
enhanced decision-making through data-driven insights.

Artificial Intelligence (Al) encompasses machine learning, natural language
processing, and cognitive computing to perform tasks that typically require human
intelligence. The application of this technology could consist of implementing Al
algorithms for predictive analytics, demand forecasting, and personalized customer
experiences. Among the benefits this digital technology is brining are enhanced decision-
making, automation of repetitive tasks, and the ability to derive actionable insights from
large datasets.

Robotics involves the use of automated machines or robots to perform tasks in
various industries. Deploying robots in manufacturing for assembly, packaging, and
material handling or collaborative robots (co-bots) working alongside humans are some
examples of how robotics could assist the digital journey. This digital technology brings
numerous benefits, like increased production efficiency, reduced labor costs, and improved
workplace safety.

An interesting aspect that could be part of future research work on the matter is the
synergetic effect resulted by integrating these digital technologies. By integrating the
technologies, more value can be created during the digital journey.

For example, from a data integration perspective, an organization can establish a
robust data infrastructure from seamlessly integrating data from Internet of Things devices,
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Al systems, and robotic platforms. Furthermore, implementing data analytics tools would
then extract meaningful insights and support informed decision-making.

Creating interconnected systems where loT devices, Al algorithms, and robotic
processes communicate and collaborate in real-time could enable a holistic view of
operations, facilitating a more agile and responsive organizational structure.

Another opportunity worth exploring is increasing collaboration between humans
and machines, particularly in tasks that leverage the strengths of both. Providing training
programs to enhance employees' digital skills and adaptability to working alongside
advanced technologies.

In order to implement a digital journey governed by Industry 4.0 principles,
organizations should start by elaborating a digital strategy. First step recommended is
initializing pilot programs to test the feasibility and effectiveness of Industry 4.0
technologies in specific areas of operations. Learning from pilot outcomes to fine-tune
strategies before full-scale implementation.

The second element would be embracing an agile approach to technology adoption,
allowing for iterative improvements based on continuous feedback. Incorporating lessons
learned from Industry 4.0 pioneers and keeping up with emerging technologies.

The third dimension is represented by cybersecurity measures. From an economic
security perspective, it is crucial to ensure implementing robust cybersecurity measures to
safeguard interconnected systems and sensitive data. As the digital journey is a recent path
organizations are stepping on, it is important to address potential vulnerabilities associated
with the increased connectivity of devices. This describes a digital paradox: contemporary
organizations have the opportunity to leverage new digital connections, tools, and
platforms for real-time engagement with customers, suppliers, and partners. However,
simultaneously, cybercrime has emerged as a potent counterforce posing a threat to this
potential. According to a recent survey executed by an experienced financial technology
company supporting over 3,500 organizations globally, the recognition of this issue is on
the rise: six out of ten chief executives identify cyber threats and the rapid pace of
technological change as primary threats and challenges to their growth. Additionally,
around one-third of organizations have fallen victim to economic crime in recent years,
underscoring the significant evolution of economic crime. Yet, detection and control
programs are struggling to keep pace with this rapid transformation. Furthermore, the
financial impact of each fraud case is seeing an upward trend.

The extensive digital transformation can cause disruptions in economies
worldwide, presenting organizations with both opportunities and threats. Therefore, just
like every other aspect of the newer digital landscape, economic crime is also going digital.
The contemporary era of hyper-connectivity provides cybercriminals with entry points to
compromise the digital landscape of organizations through diverse means. Potential
breaches can manifest in different areas of the digitally evolving economy, ranging from
attacks on the Internet of Things, including vehicles and household devices, to mobile and
eCommerce services, as well as affecting cloud computing or traditional on-premise
Enterprise Resource Planning systems.

Among the challenges for adopting Industry 4.0 principles on the digital journeys,
data privacy and security are areas of interest, especially when dealing with vast amounts
of sensitive information. This is why it is important that organizations are always
complying with regulations and standards to mitigate potential risks and disruptions. From
a workforce transformation perspective, another consideration should be given to
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recognizing the need for reskilling and upskilling the workforce to adapt to new
technologies. This would also ensure a smooth transition for employees into roles that
complement automated processes. From an investment and return on investment
perspective for Industry 4.0 initiatives, a recommendation for organizations is to balance
the upfront investment with the long-term benefits in terms of efficiency, productivity, and
market competitiveness.

A conclusion for this section is that incorporating Industry 4.0 principles into
digital transformation strategies empowers organizations to thrive in the evolving digital
landscape. By strategically leveraging newer digital technologies like 10T, Al, and robotics
while implementing strong cybersecurity measures, businesses can enhance operational
efficiency, drive innovation, and remain competitive in a rapidly changing world. The
successful integration of Industry 4.0 requires careful planning, continuous learning, and a
commitment to dedication to nurturing a workforce with digital proficiency.

BUILDING A DIGITAL ROADMAP

In the fast-pacing digital landscape, organizations find themselves at crossroads,
where strategic decisions in the realm of technology can shape their future trajectory. The
relentless pace of change requires a strategic positioning for businesses to not only survive
but thrive in this era of digitalization. As we delve into the nuances of Building a Digital
Roadmap in this chapter, it is essential to recognize the transformative power that
digitalization holds. Digitalization is not merely a technological shift, but it represents a
reengineering of how organizations operate, innovate, and create value. To embark on this
transformative journey, organizations must not only adapt to change but strategically adopt
newer solutions offered by digital technologies.

This chapter unfolds as a strategic guide, indicating the essential components that
organizations must master to navigate the complexities of digital transformation
successfully - building a digital roadmap. Much more than a technical blueprint, a digital
roadmap is a strategic guide that aligns an organization's goals with the vast possibilities
offered by digital technologies.

From defining the general scope to nurturing digital competencies, each stage of the
roadmap is a piece of the larger puzzle. It represents indeed a journey that involves not just
technological integration but a profound understanding of organizational dynamics, market
landscapes, and the ever-changing currents of the digital era.

1. Defining the General Scope

Defining the general scope is not just an administrative step, but a strategic
alignment of digital initiatives with the broader organizational objectives. This involves a
thorough understanding of the business landscape, its unique challenges, and the desired
outcomes from digital transformation.

To define the general scope effectively, organizations need to articulate their objectives
clearly. This involves a collaborative process, engaging key stakeholders to ensure alignment
with overarching business goals. A critical aspect of defining the scope is assessing the
organization's current capabilities. This involves evaluating existing technologies, skill sets,
and infrastructure to identify strengths and areas that require enhancement.
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2. ldentifying Relevant Digital Strategies

The identification of relevant digital strategies is a pivotal step in crafting a tailored
digital roadmap. This involves aligning digital initiatives with the unique business model of
the organization, ensuring that each strategy resonates with the core values and objectives.

To identify relevant strategies, organizations must align digital initiatives with their
business model. This involves a strategic analysis of how digitalization can complement
and enhance existing business practices. Identifying relevant digital strategies also involves
a comprehensive risk assessment. Organizations need to anticipate potential challenges and
develop mitigation strategies to ensure a smooth implementation process.

3. Considering Business Opportunities and Needs

The strategic assessment of business opportunities and needs is the cornerstone of
an effective digital roadmap. This step involves a comprehensive evaluation of areas where
digitalization can create value, addressing specific business needs, and fostering a culture
of innovation. Organizations must identify opportunities for value creation through
digitalization. This involves assessing customer needs, market trends, and emerging
technologies to pinpoint areas where digital initiatives can lead to tangible benefits.

In parallel with identifying opportunities, organizations must address specific
business needs. This includes streamlining operations, improving efficiency, and
responding proactively to market demands through digital solutions.

4. Foundations of Digital Components

In this section, we delve into the technological underpinnings that form the bedrock
of a robust digital roadmap. Exploring the selection and implementation of relevant
technologies, defining use-cases for organizational enablement, and ensuring seamless
integration lay the groundwork for a successful digital journey.

Choosing the right technologies is a critical decision that shapes the success of digital
initiatives. This involves a thorough evaluation of available technologies, considering factors
such as scalability, compatibility, and alignment with organizational goals.

Once technologies are selected, defining use-cases becomes paramount. This
involves identifying specific scenarios and processes where digital components will be
deployed to enable organizational functions. Integration is key to the success of digital
initiatives. This section explores strategies for seamless integration, considering factors
such as interoperability, data flow, and minimizing disruption to existing operations.

5. Developing Digital Competencies

Building digital competencies is not just a tactical necessity but a strategic
imperative. Organizations must nurture specific competencies aligned with the digital
roadmap to ensure that their teams possess the skills necessary to navigate the complexities
of digital transformation.

Organizations need to invest in skill development initiatives to bridge the gap
between existing capabilities and the skills required for successful digitalization. This
involves training programs, certifications, and fostering a culture of continuous learning.
Digital competencies often span multiple disciplines. This section emphasizes the
importance of cross-functional collaboration, encouraging teams from different
departments to work collaboratively on digital initiatives.

6. Digital Leadership
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As organizations embark on digital journeys, the role of digital leadership becomes
increasingly critical. This section explores the attributes of effective digital leaders and how
they facilitate collaboration within the industry ecosystem, fostering partnerships that drive
successful digital initiatives. Effective digital leaders possess a unique set of characteristics.
This includes a strategic vision, adaptability, strong communication skills, and the ability to
inspire and motivate teams through the challenges of digital transformation.

Digital leadership extends beyond organizational boundaries. Leaders must
navigate and collaborate within the broader industry ecosystem, fostering partnerships with
external entities such as suppliers, customers, and technology providers.

7. Agile Data Architecture

The agility of data architecture is a crucial element in accomplishing effective
digital transformation. Rapid and agile data architecture, when coupled with robust
cybersecurity measures, ensures a secure and flexible foundation for digital initiatives.
This adaptability becomes particularly crucial as organizations respond to evolving
business requirements and technological advancements. Data is the foundation of
digitalization and the versatility of agile data architecture in responding to changing
business needs, leveraging real-time insights, and facilitating seamless data flow across
organizational functions is key to an effective digital transformation.

8. Key Elements for a Digital Journey

Navigating the digital landscape requires a strategic mindset and a keen
understanding of key elements that can influence the success of the digital journey.
Economic factors are playing an important role, so understanding the financial
implications, return on investment, and long-term sustainability are critical components of
this exploration. Additionally, in an era of increasing cyber threats, robust cybersecurity
measures are non-negotiable. This part emphasizes the need for organizations to prioritize
cybersecurity, adopting best practices, and continually evolving their defenses against
evolving threats.

Embarking on a digital journey requires careful consideration and strategic
planning. Success in the digital landscape hinges on several key elements that
organizations should prioritize:

— Clear Vision and Strategy: definition of a clear vision for digital
transformation aligned with overall business objectives and development of a
comprehensive strategy that outlines the roadmap and expected outcomes;

— Leadership Commitment: gaining commitment from top leadership to
champion digital initiatives and ensuring leaders understand and endorse the
transformative nature of digitalization;

— Cross-Functional Collaboration: foster collaboration across different
departments and functional areas, break down silos to encourage the sharing of
insights and expertise;

— Agile and Adaptive Culture: cultivate an agile and adaptive organizational
culture, embrace change and encourage a mindset that views challenges as
opportunities;

— Digital Competencies and Skills: assess and develop digital competencies

within the organization, invest in training programs to upskill employees in
emerging technologies;
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— Customer-Centric Approach: prioritize a customer-centric approach in digital
initiatives, understand customer needs and use digital solutions to enhance the
overall customer experience;

— Data-Driven Decision-Making: establish robust data governance practice and
emphasize data-driven decision-making to enhance efficiency and effectiveness;

— Technology Infrastructure: Invest in a scalable and adaptable technology
infrastructure, leverage modern technologies that align with the
organization's goals;

— Cybersecurity Measures: Implement robust cybersecurity measures to safeguard
digital assets, Prioritize data security and compliance with industry regulations.

— Continuous Innovation: Foster a culture of continuous innovation, encourage
experimentation and learning from both successes and failures;

— Change Management: Implement effective change management strategies,
communicate changes transparently and involve employees in the
transformation process.

— Metrics and Key Performance Indicators: define key performance indicators
(KPIs) to measure the success of digital initiatives and regularly monitor and
assess progress against established metrics;

— External Partnerships: collaborate with external partners and seek support
from organizations with expertise to the digital transformation process.

— Regulatory Compliance: stay ahead of regulatory requirements related to digital
practices and ensure compliance with data protection and privacy regulations.

— Sustainability Considerations: integrate sustainability into digital strategies
and assess the environmental impact of digital initiatives and adopt eco-friendly
practices like green IT infrastructure or renewable energy sources.

In conclusion, by systematically progressing through these key stages, businesses
can not only navigate the complexities of the digital landscape but also cultivate a strategic
advantage in the evolving market. The formulation of a successful digital roadmap requires
a multidimensional approach that aligns technological advancements with organizational
goals. The significance of defining the general scope lies in its transformative potential,
turning administrative steps into strategic imperatives. ldentifying relevant digital
strategies ensures that the roadmap is tailored to the unique business model, creating a
synergy between technological initiatives and organizational values. Considering business
opportunities and needs acts as the compass, guiding organizations toward areas of value
creation and innovation. The foundations of digital components establish the technological
bedrock, emphasizing the importance of careful selection, use-case definition, and
seamless integration. Developing digital competencies emerges as a crucial element,
emphasizing that success hinges on nurturing a workforce equipped with the skills
essential for a digitally driven future. Digital leadership emerges as the guiding force,
steering organizations through the challenges of transformation and fostering collaboration
within the broader industry ecosystem. Agile data architecture ensures that organizations
can adapt swiftly to changing business requirements while maintaining the security and
flexibility of their digital foundations.

From visionary leadership and cross-functional collaboration to embracing change
and prioritizing data security, these elements collectively contribute to the success of the
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digital roadmap. The emphasis on continuous innovation, effective change management,
and sustainability considerations reinforces the dynamic nature of digital transformation.

CASE STUDY

Next the paper gives an example of such a Digital Roadmap that a global
agribusiness company has embarked recently and some key milestones and elements
identified. The organization is a global agribusiness and food company that operates across
the entire food supply chain that operates in multiple countries worldwide, with a
significant presence in key agricultural regions. This global footprint allows the company
to source, process, and distribute agricultural products on a large scale. The organization is
known for its vertically integrated supply chain, connecting farmers to consumers. The
company is involved in every stage of the agricultural supply chain, from sourcing raw
materials to processing and delivering final products. Its diversified operations encompass
agribusiness, food and ingredients, and sugar and bioenergy, positioning the company as a
major contributor to the world's food and agricultural systems.

Roadmap Overview

The roadmap for Operations 4.0 have the components below:

Definition of /<

Playbook for
Global rollout
(Guidelines)

Relevant
Technologies
& Solutions
Digital Digital
Strategy & Capabilities
Pilot (Use Case)

Digital
Strategy &
Business L
Opportunities Digitalization ool Organization,
Objectives & Skills /
Business Roles &

Needs Resp.
ERP

Infrastructure

ot Capacity

Planning

Integration

- 4

Figure 1. Example of Digital Roadmap from an Agribusiness Company
Source: Confidential interview with industry expert, 2023

As the picture above shows, this enterprise has structured their digital roadmap into
four main pillars:

— Strategy (where they assessed and set the general scope, set the business goals
and objectives and agreed on their pilot projects)

— Foundation (facilitated a work environment than enabled an open mentality
towards learning, change and experimentation, assessed relevant digital
technologies with suitable solutions to their needs, analysed the existing
infrastructure and capabilities, as well as their enterprise resource planning
integration model and defined use-cases)

— Enablement (identified and addressed digital competencies that needed to be
developed)

— Roll-out and Continuous Improvement (scaling up activities for Industry 4.0
and plan to replicate what is working properly from one facility to another, as
well as increase, change, improve additional requirements, recruit and manage
talent, prioritizing multidisciplinary teams and the capacity to turn data analysis

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). W¥ile]


https://doi.org/10.53486/escst2023.16

L ) YT g (A A LR AN 1753 DOI: https://doi.org/10.53486/escst2023.16
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

into a strong asset, define the team of providers, validate results and systematize
the learning mechanisms.
Each Pillar is expanded with a specific list of components to deploy Operations 4.0.
The current deficiencies of the organization have identified and expected outcomes are
identified as well. From a strategy and foundation perspective governed by Industry 4.0
principles, this organization has derived 4 main digital programs:

— Link floor to business — with focus on current Enterprise Resource Planning
(ERP) systems, Business Intelligence tools, System integration with the
objective of increasing the availability of shop floor data for online integration
for all company systems and processes

— Data — focus on Big Data, Cloud Computing, Artificial Intelligence and
Robotics Process Automation (RPA) technologies

— Adaptability — its aim is to allow simulations and 3D printing

— Empowered team — trainings to improve digital competencies, increase the use

of collaborative robots and smart devices in the daily operations.

Digital transformation is impacting every sector and business, and the organization
included in this case study is no exception. With the changes in their operating model, they
have initiated several initiatives aimed at rewiring and simplifying their organization.
While ongoing efforts continue to focus on strengthening foundational processes and
systems, they have identified opportunities to enhance business value through digital
solutions, revolutionizing both their operations and customer service. Several promising
digital initiatives are already in progress and they have embarked on a digital journey since
2021. Recently the organization has formed a cross-company working group to
comprehensively explore digital opportunities. This endeavor has identified key priorities
in digital, each with the potential to reshape the business landscape: commercial analytics,
customer and producer interactions, industrial operations, and data architecture. Armed
with insightful ideas, this enterprise is ready to transition to the next phase, where they
have started formulating specific project plans and diligently execute them.

The Digital Programs derived from the Digital Roadmap for this particular
enterprise are built around the objective of optimizing the value chains. From origination
initial stage, where the decision making process around commodity sourcing is key to the
in-land transportation where the organization needs to both make short-term trade-offs to
transport their volumes with minimum freight cost given the operating conditions as well
as maximizing the margins by selecting optimal routes and means of transport for their
process flows to the silos. Next the value chain moves into the silos where there is a high
need for optimization of the warehouse storage by improving controlling and selection
process and measurements followed by the production stage, where profitability can be
maximized by addressing yield, efficiency and digital and analytics optimizations are in
high demand. The immediate step in the flow are the ports, where the organization needs
to ensure visibility and optimizise the flow and quality of goods between production and
client demand as well as maximizing long-term port utilization. The flow continues with
the vessels where the enterprises needs to maximize global asset utilization by allocating
vessels to routs so that origin and destination requirements are met from a regulatory and
compliance perspective and ends with the customers, where there are processes around
inbound, storage and processing to definte the quality and volume with the same objective
of maximizing the margins, ensuring their profitability.
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While defining their digital strategy, this organization has identified the following
areas where digital transformation can bring additional value: safety (increase through
embedded intelligence and leverages data to deliver predictive capabilities to
reduce/eliminate incidents), quality and food safety (provide compliant end products
enabled through Atrtificial Intelligence and Machine Learning techniques and automations
that can optimize quality and increase profitability), environmental susteinability (optimize
water, waste and energy use by leveraging data), productivity (fully automated, self-
optimizing with seamless integration across the value chain), efficiency (provide real time
asset lifecycle management to increase utilization and efficiency), foundation (ensure
standards for operational technology and automation, sensorsing and cybersecurity
capabilities, as well as edge-to-cloud connectivity). The digital roadmap includes elements
that will leverage the digital and analytics to achieve optimal responses while ensuring
business continuity, as well as in parallel empower and upskill and train their employees
and maximizing value for the entire value chain described above.

Phase 1 of their digital journey is ongoing and it includes 11 production lines that
have been defined as use cases were automations are being piloted, infrastructure in being
upgraded (new firewalls, automation servers), dashboards and analystics tools are being
implemented, as well as quality sensors, basic instrumentation, asset monitoring sensors in
critical equipments. In parallel, a new tower in the organization has been built around digital
expertise with roles like data scientist, accelerated facility leaders, automation experts, data
architects, system integrators. Early 2024 the first phase of the digital journey will come to
an end and comprehensive lessons learnt will be derived, as well as financial results.

The journey of the global agribusiness company into digital transformation has
demonstrated some valuable lessons that transcend technological aspects and touch upon
the very fabric of organizational dynamics. One fundamental takeaway is the paramount
importance of aligning expectations across the organization, ensuring a shared
understanding of the digital roadmap's pace and impact. The adoption of an agile approach
emerged as a necessity, allowing the organization to flexibly navigate the dynamic digital
landscape. Cross-functional collaboration proved instrumental, enriching the
transformation process with diverse perspectives and aligning digital initiatives with
overarching organizational goals. The realization that investing in employee training and
upskilling is foundational to success underscores the human-centric aspect of digital
transformation. Additionally, effective change management strategies, including
transparent communication and employee involvement, were revealed as pivotal in
overcoming resistance and ensuring a smooth transition. The continuous vigilance in
cybersecurity measures underscored the need to stay ahead of emerging risks, safeguarding
digital assets. Careful vendor and technology selection, considering both immediate needs
and future scalability, showcased the importance of strategic decision-making. Lastly,
maintaining a customer-centric approach throughout the digital journey emerged as a
guiding principle, ensuring that digital solutions align with and enhance the customer
experience. These lessons collectively illuminate the holistic nature of successful digital
transformation, emphasizing adaptability, collaboration, and a strategic mindset as
indispensable elements of the digital transformative process.

The organization is confident that the Digital Roadmap and derived Digital
Programs governed by Industry 4.0 principles are a key enabler for increasing both
productivity and manufacturing excellence, as well as enhancing optimizations in the areas
of quality, production, maintenance and transportation.
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CONCLUSIONS

In conclusion, this paper underscores the transformative role of digitalization and
the strategic imperatives that organizations must embrace to thrive in the ever-evolving
digital landscape. The exploration of Industry 4.0 principles and the emphasis on strategic
planning, cross-functional collaboration, and robust cybersecurity measures provide a
comprehensive guide for organizations embarking on their digital journey.

As we conclude, it is imperative to not only absorb the insights presented but to
catalyze action within organizations. Actively implementing the recommendations outlined
in this paper is essential for achieving tangible success in the realm of digital transformation.

While this paper strives to offer valuable insights, it is essential to acknowledge
that the field of digital transformation is dynamic and ever-changing. Future research and
exploration are warranted to address emerging challenges and opportunities in this fast-
paced environment.

As organizations navigate the digital terrain, the unique contributions of this paper
in providing actionable recommendations and strategic insights position it as a valuable
resource. By actively embracing the principles and practices discussed, organizations can
not only meet the immediate challenges of digitalization but also foster sustained resilience
and competitiveness.

This concludes our journey through the nuances of digital transformation, with
the hope that organizations will leverage the presented roadmap to navigate the digital
realms successfully.
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Abstract: This paper presents the multifaceted field of cyber risks, their structure and composition, exploring
the challenges posed by the rapid evolution of digital technologies. It highlights the prevalence of cyber risks
as a set of activities performed in various sectors of human life, revealing the vulnerabilities faced by
individual and collective users, commercial organisations, governments and individuals in today's hyper-
connected landscape. The paper emphasises the importance of robust risk management strategies,
highlighting the dynamic and persistent nature of cyber threats. A host of relevant international standards,
frameworks and cyber risk management techniques to mitigate potential losses are reviewed. Approaches to
defining the category of cyber risk are analysed. Daily attack techniques are reviewed. Risk analysis based
on a set of reports from leading computer firms has been carried out. The structure of cyber security threats
affecting the level of risk is determined. Despite the existing scientific and practical achievements in the field
of cyber security, the ever-changing tactics of cyber criminals require constant adaptation of organisational
and technical actions and the adoption of a set of proactive measures. Cyber risk management strategies are
discussed, which include the selection of possible approaches, taking into account factors such as the level of
cyber maturity, available resources, required skills and experience in cyber risk management. The article
identifies the most prominent risk management tools, suggests some risk management strategies and
advocates a comprehensive approach to cyber security that recognises the inevitability of cyber attacks and
the need to build resilience in the face of emerging threats.
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INTRODUCTION

Currently, the digital world embeds everyone as they use platforms, applications,
data, services, and communication tools. It is almost impossible to find an area of activity
where modern achievements in information and communication technologies and
applications are not used. In this regard, ensuring the security of users' activities is of
crucial importance to protect people, organizations, the environment, and infrastructure.
We manage risks every day and everywhere and technology brings many specific risks that
may have a critical impact on our lives. By the other side, related to technology, a complex
of specific solutions based on developments and achievements in artificial intelligence,
"zero trust™ model, etc., is being used to counteract these risks.

The ongoing and dynamic confrontation between groups of malicious software
(malware) developers and information security tools reflects the ratio of achievements in
theory and practice. As threats change and increase qualitatively and quantitatively, risks
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also change. Digital threats require increased vigilance and determination to adequately
respond to the constantly expanding risk cycle. The landscape of cybersecurity risk
management is rapidly changing, and experts expect the emergence of new developments
from official regulators and standards aimed at developing cyber risk management strategies
as well as organizational-technical plans to mitigate the consequences of incidents.

It should be kept in mind that cybersecurity breaches are inevitable, and there are
objective reasons for this. Among security and risk management experts, there is an
opinion that preventing all hacks and information leaks is practically impossible, despite
serious investments in the protection system. One cannot minimize risks to a “zero
absolute”. It is essential to focus efforts on the resilience of the information security
system, treating breaches as incidents and building a learning and resistance system based
on their knowledge base.

Information security specialists know and understand that nothing ever works
without disruptions for an extended period. Any internal or external threat or risk can lead to
a state where a well-functioning management object loses its competitive advantages, faces
disruptions, etc. There is a constant hope that information security specialists will establish
processes that allow for a systematic analysis of risks, threats, hazards, and issues and
provide a list of economically efficient measures to reduce the risk to an acceptable level.

RISKS AND RISKS MANAGEMENT

Literature review

There are quite a few literary sources that address the issues of managing cyber
risks. Among the main ones, we should mention the following: " Cyber-Risk Management"
[1], "Optimal Spending on Cybersecurity Measures: Risk Management™ [2], "Managing
Information Risks: Threats, Vulnerabilities, and Response Measures™ [3], "Managing Risks
of Organizational Incidents” [4], "Cyber Risk, Intellectual Property Theft, and Cyber
Warfare: Asia, Europe, and the USA" [5], and others.

First of all, let's point out the book by Karl Young, " Cybercomplexity: A
Macroscopic View of Cybersecurity Risk" [6]. This book examines the issue of IT
environment complexity, or "cyber entropy,” which is usually considered a primary source
of cybersecurity risk. The complexity is defined and simplified for analysis, assuming a
probabilistic approach to security risk management. Then, a simple model of cyber entropy
based on Shannon's entropy, a fundamental concept in information theory, is proposed.
Key factors of cyber entropy emerge from this model, where these drivers reveal the
dependence of cybersecurity risk on scale and explain why macroscopic security measures
are necessary to eliminate cybersecurity risk on an enterprise scale. The book also
discusses significant operational consequences of cyber entropy, thus providing both
theoretical foundation and practical guidance for addressing this longstanding issue in
cybersecurity risk management.

The goal of managing cyber security risks is to identify and eliminate factors that
compromise information or disrupt business related to information by applying security
measures in accordance with the organization's risk tolerance [6, p.153].

A fundamental aspect of security risk management is that all threat scenarios are
equivalent when viewed from a sufficiently high level. This equivalence partially explains
why the risk assessment process is universal. However, equivalence is not the same as
identity. It is evident that all threat scenarios are not identical, explaining why the
experience required for security risk management depends on the details of the scenario.
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Another source of interesting information on cyber risks is the book by the
collective authors David Insua, Caroline Baylon, Jose Vila, "Security Risk Models for
Cyber Insurance” [7]. The authors propose a "model solution” [7, p.56-60], the essence of
which is as follows: to determine a rational distribution of resources for the protection
object (the so-called "cybersecurity portfolio,” which is a combination of security products,
security management and control tools, and recovery and insurance products (cyber
insurance)), several steps are required:

— The problem of risk management should be considered from the perspective of the
"defender" and the model of their preferences (i.e., their utility function) regarding
the optimal distribution of resources, considering alternative solutions among
different types of security products (portfolio of security control means and portfolio
of recovery control means) and insurance options, as well as conditional
probabilities of various threats or impacts.

— To determine the conditional probabilities of threats from the "attacker," it is necessary
to investigate the risk management problem from the perspective of the "attacker" or
adversary — their strategic thinking. It is necessary to create influence diagrams of the
attacker and build a model of preferences (utilities) regarding the conduct of targeted
attacks. It should be noted that the actions of the attacker are constrained by various
factors, including the probability of detection, the consequences of the attack, the
existence of alternative types of targeted attacks, etc. Then, the probability of an attack
by the "attacker" on the "defender"” should be modelled.

— Optimization is carried out to maximize the expected utility of the defender's
actions, taking into account the strategic thinking of the attacker. We also consider
the probability that the "defender” may be attacked by one or more "adversaries."
Each possible case is matched with a potential cybersecurity portfolio that
maximizes expected utility and demonstrates the optimal choice of a cybersecurity
portfolio to protect against adversaries.

Simultaneously, it is necessary to understand the defender's challenge, which
involves viewing the risk management problem from the defender's perspective and
modelling their preferences, i.e., their utility function. This includes determining the
optimal distribution of resources considering alternative security product solutions, such as
portfolios of security control measures and portfolios of recovery control measures, along
with insurance options.

There are numerous relevant international standards, frameworks and methods for
managing cyber risks and helping answering the defender’s questions. Some most popular
include [8] - [15]:

ISO/IEC 31000: Contains principles and general recommendations for risk
management. The standard is not specific to any industry or sector; it can be applied to a
wide range of activities, including strategies and decisions, operations, processes, functions,
projects, products, services, and assets. It should also be applied to any type of risk.

ISO/IEC 27005: Provides recommendations for information security risk
management. These recommendations are based on ISO/IEC 31000. This standard
supports the general concept of ISO/IEC 27001 regarding the requirements for managing
information security systems. ISO/IEC 27032 offers cybersecurity recommendations with a
focus on the virtual world and virtual intangible assets. According to ISO/IEC 27002:2022
, "Information related to information security threats must be collected and analyzed to
obtain information about threats."

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). Wiy


https://doi.org/10.53486/escst2023.17

O ) (YT g 1A A LR AN 1753 DOI: https://doi.org/10.53486/escst2023.17
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

CRAMM (CCTA Risk Analysis and Management Method): Developed by the
British government agency CCTA (Central Communications and Telecommunications
Agency), now renamed the Office of Government Commerce (OGC).

EBIOS (Expression des Besoins et Identification des Objectifs de Seécurité):
Developed by DCSSI (Central Directorate for Information System Security, under the
Prime Minister) in France. EBIOS is designed to adapt to the specific characteristics and
needs of French organizations and has some cultural and legal specificities.

Mehari Methodology: Developed in 1995 by CLUSIF (Club for Information
Security and Freedom of Communications). Mehari focuses on assessing information
security and IT resource risks in organizations, providing a structure for analyzing and
managing these risks. One significant difference is that Mehari was developed by an
independent organization, and specific approaches and tools may vary.

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation):
Developed by Carnegie Mellon University in the United States, providing a sophisticated
risk modeling methodology with a focus on identifying and assessing operational risks and
security practices.

FAIR (Factor Analysis of Information Risk): A framework for analyzing and
managing risks in information security and operational risks. It is a quantitative and model-
based approach designed to help organizations understand, analyze, and quantitatively
assess risks associated with information in financial terms.

NIST IR 8441 (Cybersecurity Framework Profile 20 for Hybrid Satellite
Networks): A profile of the cybersecurity framework for hybrid satellite networks. This
profile serves as a practical guide for organizations and stakeholders involved in designing,
acquiring, and operating satellite buses. Using this profile provides protection of services,
self-assessment in accordance with cybersecurity principles, detection of cybersecurity-
related disruptions, timely and effective response to service anomalies, and recovery to
normal operation after a cybersecurity incident.

It is worth mentioning that organizations and countries, aiming to minimize risks,
issue and recommend the use of guidance documents, best practices, and specialized
literature to systematize and more effectively manage them. In this regard, 1SO 19600
introduces compliance risk assessment, consolidating individual compliance management
and risk management standards, with processes closely aligned with ISO 31000. This
standard aids in evaluating how legislative acts, guiding documents, and best practices have
been implemented and maintained in terms of managed risks. Among them, notable
standards and directives include Basel I11, NIS (I1) Directive, European Union Cybersecurity
Act, Federal Information Security Management Act (FISMA), Payment Card Industry —
Data Security Standard (PCIDSS), Sarbanes Oxley Act (SOX), and others [16].

It is also worth mentioning the models considered by the authors, which contribute to
the development and improvement of the CCSMM model - The Two-Dimensional CCSMM
and The Three-Dimensional Model for a Community. It is the latter version of this model
that allows for research at practically all levels, from the individual level, organization, to the
state and nation. The model takes into account five levels of coverage, from initial to
advanced. This model demonstrates the thesis that society consists of individual personalities
and organizations, and their maturity influences the overall cybersecurity maturity of society.
The three-dimensional model, in particular, has expanded the possibilities for researching
cybersecurity issues, providing flexibility and scalability in the analysis of processes.
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Analysts argue that this model serves as a roadmap for improving cybersecurity for
individuals, organizations, communities, states, and nations.

Threats and Risks

Let's present several definitions of risk. "Risk is the probability of an incident
occurring and its consequences for the object” as defined by [1, p.9]. The "classic™" risk
management approach is based on the threat. Several definitions are used, among which
the following is considered relevant: "A threat is the point of interaction and convergence
of people, the Internet, and computers. The threat arising from interaction can result from
an error or a malicious influence. An error can be eliminated by increasing the awareness
of the importance of handling, for example, confidential information. In this regard, a
malicious strike is different." [2, p.19]. The author associates information security threats
with the activities of criminal groups and transnational organized crime (TOC). Criminal
networks and organized groups operate in many countries, planning their activities and
achieving their business goals. Their activities may include a multitude of heinous crimes -
human trafficking, sexual exploitation of adults and children, drug trafficking, violent
crimes, corruption, arms trafficking, and even the sale of human body parts and
representatives of flora and fauna under threat of extinction. Unfortunately, it should be
noted that TOC was the first to appreciate the benefits and implement modern information
technologies and communications, as well as reliable security systems.

The goal of cybersecurity risk management is to identify and eliminate factors that
compromise information or disrupt business by applying security measures in accordance with
the organization's risk tolerance [3]. "We can define risk analysis as a set of knowledge
(methodology) that assesses and determines the probability of adverse effects on an agent
(chemical, physical, or other), industrial process, technology, or natural process," as stated [4].

In cybersecurity, risk is the probability of an adverse event occurring. Thus, risk
includes two key parameters: the probability that the event will actually occur and the
impact it will have, which can be assessed based on the probable seriousness of the event.
In mathematical terms, risk can be expressed as a deviation or variation from the expected
result. That is why in financial markets, high-risk investments may be more preferable than
low-risk investments, as there is at least a chance of very high returns. However, in the
field of computer security, it is usually necessary to create an environment with a low level
of risk, where threats and the damage they can cause are actively minimized [5, p.16].

According to the "Global Risks" report for 2023 prepared by the World Economic
Forum [17], global risks, ranked by severity in the short term (up to 2 years) and long term
(10-year period), include several directions, including the technological sector. In particular,
for short-term and long-term forecasts, the value "Widespread cybercrime and lack of
cybersecurity” is ranked 8th. The report states that technologies will exacerbate digital
inequality, while risks associated with cybersecurity will remain a constant problem. The
technological sector will be the main target for industrial policy and expanded government
intervention. Government aid, military budgets, and private investments will ensure high
rates of development and research in new technologies over the next decade, with a focus on
areas such as artificial intelligence, quantum computing, and biotechnology.

For some countries, this will be a partial solution to a range of emerging crises
(healthcare, food security, and the consequences of climate change). For some countries,
digital inequality and divergence will grow. In all economies, technologies bring risks as
disinformation increases, and uncontrolled turnover occurs among both workers and
"white-collar" workers. Along with the growth of cybercrime, an increase in attacks on
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critical infrastructure objects is forecasted, including agriculture, water supply systems,
financial systems, public safety, transportation, energy, and communication infrastructure
(space and underwater). Technological risks will be associated not only with fraudsters.
Big data analysis will allow the abuse of personal information; weaken individual digital
sovereignty, and the right to privacy.

The map of interconnections in the landscape of global risks in the report for the
technological group includes adverse consequences of advanced technologies,
concentration of digital power, digital inequality, disruption of critical information
infrastructure, widespread cybercrime. In other words, a low level of cybersecurity.

In most cases, when it comes to risk management, the main threat is hackers’
activity and cyberattacks. Due to the extremely rapid development of technology (technical
and software), a significant part of hackers’ activity has radically changed. From individual
acts of vandalism and theft, an underground industry has grown, well-organized and
excellently equipped with the latest innovations [18]. There has been a rapid growth and
leap from individual hacking cases to the creation of specialized structures whose activities
range from extracting financial benefits to achieving political goals [19].

The seriousness of this activity is confirmed by information on events from
September 16 to 30, 2023, recorded by the website https://www.hackmageddon.com [20].
Computer analyst Paolo Passeri presents the results of the study for this period:
information on 165 events was collected and processed, or 11 events per day. The total
number of cases consists of 119 cases (72%) of cybercrime, 23 cases of cyber espionage
(13.9%), 8 cases of hacktivism (4.8%), and no data in 15 cases (9.1%). The techniques of
daily attacks are characterized by the following data: malware 58 cases (35.2%); unknown
32 (19.4%); vulnerability exploitation 26 (15.8); targeted attacks 24 (14.5%); account
takeover 11 (6.7%); DDoS attacks 8 (4.8%); scams or fraudulent schemes 4 cases, cross-
site scripting 1, attacks through publicly available container images 1.

Experts have detected several large-scale organizations operating in the financial
technology sector which had been compromised. For example, the company Mixin Network
lost an amount equivalent to 200 million dollars. This case became the largest hack in 2023.

Risk aspects are also noted in the Hiscox report on cyber readiness for 2023 [21].
The report identifies several significant changes in cyberspace that should be noted by
anyone involved in combating cybercriminals. Cyber technologies remain the number one
issue for business, but timid sprouts of optimism are beginning to appear. The top ten
business risks are listed in the following table 1.

Table 1. Top 10 major risks (%)

No Name 2023 2022 |
1 Exposure to a cyber attack 40 45
2 Losses due to economical issues e.g. inflation 38 40
3 Emergence of new competitor 36 36
4 Skills shortage 35 40
5 Reputational damage e.g. negative press 35 37
6 Regulatory or legislative changes 34 37
7 Pandemic or infectious diseases 33 42
8 Geopolitical conflicts disrupting operations 33 -
9 Fraud and white-collar crime 32 38
10 | Extreme weather and natural disasters 29 33

Source: Hiscox Cyber Readiness Report 2023.
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The structure of cybersecurity threats that impact the risk is as follows [22, p.28-29]:

v

v

Phishing Attacks: These attacks involve the use of fake emails or messages
to trick people into providing confidential information or clicking on
malicious links, often leading to the theft of confidential information or
malware infection.

Ransomware Attacks: Ransomware is a type of malware that encrypts an
organization's data and demands payment in exchange for a decryption key.
These attacks can result in significant disruptions to business operations and
substantial financial losses.

Malware Attacks: Malware is any type of software designed to harm a
computer system or network. This category may include viruses, worms,
and trojans, among others.

Insider Threats: These threats originate from within the organization, such
as employees or contractors who intentionally or unintentionally misuse
their access to confidential information or systems.

Advanced Persistent Threats (APTs): APTs are targeted attacks carried out
over an extended period by experienced attackers seeking unauthorized
access to confidential data or systems.

Internet of Things (loT) Attacks: As the number of Internet-connected
devices increases, 10T devices become more vulnerable to cybercriminals
who can exploit vulnerabilities to gain access to networks or cause
disruptions.

Cloud Security Risks: Cloud services have become an integral part of
modern business operations, but they also introduce new security risks,
including data leaks, service interception, and unauthorized access.

Social Engineering Attacks: These attacks involve manipulating individuals
into disclosing confidential information or taking actions that harm security,
often using psychological tactics.

Distributed Denial of Service (DDoS) Attacks: DDoS attacks involve
overwhelming a system or network with traffic to make it unavailable to
users. These attacks can be used to disrupt business operations or extort
organizations.

Cyber Espionage: Cyber espionage involves the theft of confidential
information to obtain advantage by organizations and / or States.

Strategies for managing cyber risks

Strategies for managing cyber risks involve choosing possible approaches,
considering factors such as the level of cyber maturity, available resources, necessary
skills, and experience in managing cyber risks [23]. Various literature sources present
different models for responding to identified risks. The authors have analyzed and
summarized well-known models, as presented in the table further.
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Table 2. Risk management strategies

Ne | Risk Strategy  Description

1. | Terminate Applied when the risk level is high, and it's not possible to apply measures to
minimize it, or the cost of implementing measures is too high

2 | Control The most effective measure, involving the implementation or reinforcement of
control measures. It is also the most common approach in IT and cybersecurity

3 | Transfer Applied when the risk impact is assessed as high, but the probability of
occurrence is low. Transferring risk to a third party can be either complete or
partial

4 | Contingency A response measure for risks with high impact and low probability, involving
the implementation of backup mechanisms or technologies

5 | Take More Used when both the impact and probability of the risk are low, exploring

solutions to optimize resources or new investment directions

6 | Tolerate/Accept | Risks with low impact and probability can be considered insignificant and
accepted without any specific measures

7 | Communicate A stage in the risk management process related to risks with high impact and
medium or low probability. When implementing security control measures
cannot reduce risks to an acceptable level, it is recommended to communicate
the existence of the risk to all stakeholders, indicating that the risk exists and
may affect goal achievement. This aspect is often overlooked

8 | Research Applied in organizations with a mature risk management process, involving a
more in-depth study, including impact assessment, probability analysis,
comparative analysis, etc. This is typically used by large companies developing
products (e.g., antivirus software)

9 | Consult For some risks with a high impact and high probability, more effective measures
may be suggested by specialized companies rather than by internal risk
management personnel

10 | Compliance Often overlooked, this measure focuses on areas where control is critical to
minimize compliance risks and includes checking the effectiveness of control

Source: authors

These strategies provide a framework for organizations to respond effectively to
cyber risks based on their specific circumstances and risk profiles.

CONCLUSIONS

In conclusion, the evolving landscape of cyber risks poses significant challenges to
organizations, governments, and individuals. The interconnected nature of digital
technologies in cyberspace creates both, opportunities and threats. The opportunities
provided by widely interconnected digital technologies in cyberspace come with costs,
including the creation of possibilities for crime and espionage.

Today, every sector of the economy, every government, and virtually every citizen
are constantly exposed to cyber attacks. Most of them suffer from persistent malware
infections. Cybercriminals infiltrate quickly and remain unnoticed for months.

Defenders have learned a lot about modern cyber threats, including the types of
organizations that cause the most damage, their resources, how they operate, and their
motives. We have studied best practices and ways to enhance protection, significantly
complicating success for adversaries. The risk can be reduced. However, we also
understand that adversaries will be persistent and catch us off guard, regardless of how
strong our defence is.

Despite advancements in understanding and implementing cybersecurity measures,
the persistent and sophisticated tactics employed by cybercriminals demand constant
vigilance. It is important to adopting comprehensive risk management strategies,

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). kYA


https://doi.org/10.53486/escst2023.17

O ) (YT g 1A A LR AN 1753 DOI: https://doi.org/10.53486/escst2023.17
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

acknowledging the inevitability of cyber attacks, and the need for continuous adaptation to
emerging threats. As technology continues to advance, a proactive and adaptive approach
to cybersecurity remains crucial in mitigating the impact of cyber risks and ensuring the
resilience of digital ecosystems.
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carried out with the use of mass media. The creation of mass information attacks, bots, fakes and other
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information in the way it is presented and believes it.
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INTRODUCTION

Rapid changes that are taking place in the modern information space require effective
protection of national information security, which should guarantee the safe functioning of
all spheres of life for Ukrainians. Ensuring information security at all levels of socio-
economic development, improving legislative and regulatory provisions on information
protection, identifying possible threats and preventing them, and cooperation with other
countries and international organizations is an important strategy for the international and
national security of the country, especially during the martial law period in Ukraine.

To the main regulatory documents and laws regarding information security of
Ukraine belongs: the Constitution of Ukraine, the Criminal Code of Ukraine, the Law of
Ukraine "On the Basic Principles of Cybersecurity in Ukraine”, the Law of Ukraine "On
Information”, the Law of Ukraine "On Protection of Information in Information and
Telecommunication Systems”, the Law of Ukraine "On Personal Data Protection” and
documents in the field of personal data protection, the Law of Ukraine "On Access to
Public Information”, the Law of Ukraine "On National Security of Ukraine™ and other
laws, also, the Information Security Doctrine of Ukraine, the Council of Europe
Convention on Cybercrime and other.

PAPER BODY

The issue of information security is related to information technologies that are
used to ensure information security. Protection of information security consists not only of
the protection from an unauthorized access to information, but also of the use of
appropriate methods for its security and protection [1].

Today, preserving information sovereignty and forming an effective security
system in the information sphere is a top priority for our country. Ensuring the integrity of
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society, protecting the national information space and countering all negative information
influences is an important issue for Ukraine.

Ensuring reliable information security in the country will protect the interests of the
citizens in obtaining true and quality information. Information security is one of the
important components of the country's national security. It is information security that
reflects the state of protection of the interests of citizens and the country from negative
informational influences and dangers that may be associated with unauthorized access and
interference with personal or state information, as well as its dissemination [2]-[3].

The issue of guaranteeing information security in Ukraine became the most urgent
during the war due to the influence and spread of russian propaganda through mass media
on the consciousness of Ukrainian citizens and the public around the world.

Now there are significant threats in the national information space of Ukraine, which
pose a danger to our state, its sovereignty, integrity, political and economic development.

The creation of threats to the national security of Ukraine in the information sphere is
a danger to the life of every citizen, it has a negative informational impact on the
consciousness of citizens, the information, technical and critical infrastructure of the country.

The rapid development of information technologies has become a significant
impetus for the creation of new manifestations of security caused by the situation of a new
technological level.

The division of spheres of influence in cyberspace is constantly increasing. The
country's ability to protect its national interests is a priority component of every country's
cyber security. The creation of cyber troops in the state will contribute to the powerful
protection of the information infrastructure against possible cyber attacks, reliable
protection against interference in the national information space, as well as the
management of the enemy's information systems and their destruction.

The main cyber threats include violations of data integrity, unauthorized access,
information confidentiality, interference with corporate or state secrets, etc. Such threats
affect the functioning of any information system, the sphere of activity of a company or
institution, as well as ensuring national security.

Therefore, in order to manage any dangers, it is necessary to create powerful
protection against possible and potential threats with the involvement of highly qualified
personnel and the use of modern software tools.

National-level issues include the identification of cyber threats, cybersecurity
measures and capabilities, the development of the main indicators of cyber security, their
research according to certain characteristics, and the creation of appropriate groups of
cyber security indicators for the analysis and development of measures to avoid them. All
government agencies and private entities interact with each other to prevent and overcome
negative consequences.

Since there is a war going on now in Ukraine, there is a growing need to ensure
security against threats in cyberspace of the country. The priority prospects are the
adoption of such strategic decisions, which would be aimed at managing the risks of the
companies and strengthening their stability in terms of security. Most business leaders see
cyber resilience as a business priority in their organization. Moving from cyber security to
cyber resilience is an important step towards a more secure and sustainable future.

The Ministry of Digital Transformation of Ukraine and the State Service of Special
Communications and Information Protection of Ukraine are conducting work on
strengthening protection against cybercrime through updating and reforming the legislative
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framework, improving the mechanism of cyber protection of state authorities, their
information and telecommunication systems, conducting an analysis of the condition of
cyber protection of state information resources and critical information infrastructure [4].

It is worth mentioning that the modern development of digital technologies is much
faster and contributes to the spread of cybercrime. Therefore, the existing regulatory
legislation, which is aimed at regulating this type of crime, needs constant improvement.

CONCLUSIONS

Thus, in the conditions of military aggression of russia in Ukraine, the current
national information space of our country is not sufficiently protected from negative
informational influences and threats. Therefore, the protection of information sovereignty,
the creation of a powerful and effective information security system of Ukraine, countering
cyber attacks and threats are strategic tasks of the state.

Therefore, at the state level, the current legislation should be improved in the
direction of strengthening the legal support for the protection of national information
security, in the field of cyber security and cyber protection, through fruitful cooperation
with the divisions of the leading countries of the world.

BIBLIOGRAPHY

1. RYBALCHENKO L., KOSYCHENKO O., KLINYTSKYI I. Ensuring economic
security of enterprises taking into account the peculiarities of information security.
Scientific journal «Philosophy, Economics and Law Review». Volume 2 (1), 2022. — p.
71-81. ISSN 2786-491X

2. RYBALCHENKO L., KOSYCHENKO O. Peculiarities of using visual means of
information and analytical activity in legal and law enforcement sphere. Scientific
journal «Philosophy, Economics and Law Review». Volume 2 (2), 2022. — p. 162-1609.
ISSN 2786-491X

3. RYBALCHENKO L., RYZHKOV E., OHRIMENCO S. Economic crime and its
impact on the security of the state. Scientific journal "Philosophy, Economics and Law
Review", 1(2), (2021). — p. 67-80. ISSN 2786-491X

4. STATE SERVICE OF SPECIAL COMMUNICATIONS AND INFORMATION
PROTECTION OF UKRAINE [online]. [viewed 15 october 2023]. Available from: <
https://cip.gov.ua/ua >

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). kY4


https://doi.org/10.53486/escst2023.18
https://cip.gov.ua/ua

DOI: https://doi.org/10.53486 /escst2023.19
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova
CYBER SECURITY CHALENGES OF PROTECTING SMART
CITIES SUSTAINABILITY

Krasimir SHISHMANOV

PhD, Professor,

D. A. Tsenov Academy of Economics, Bulgaria,
ORCID 0000-0001-9874-2149

E-mail: k.shishmanov@uni-svishtov.bg

Iskren TAIROV

PhD, Head Assist. professor,

D. A. Tsenov Academy of Economics, Bulgaria,
ORCID 0000-0002-2971-5451

E-mail: i.tairov@uni-svishtov.bg

Abstract: Smart cities provide many positive implications that aim at transforming the everyday lives of
individuals. This includes enhancing profitability, lowering expenses, and lowering ecological impact, but
the smart city concept remains in its infancy. Considering the system mostly relies on electronics, it lets the
entryway to hacking attempts and criminals, which might lead to serious harm and potential dangers. A
continuing concern is the psychological and formal aspects of smart city protection that have been the result
of competing interests, extensive interconnectedness, and cultural and administrative complexities. Due the
results of our review, present laws and directions are insufficient to identify the positions and responsibilities
of different companies and citizens do not have the same understanding of critical safety requirements. The
research carried out assessed smart cities' cyber security initiatives, with a focus on technology demands and
legislative architecture. According to the analysis conclusions, the present research argued for an apparatus
that comprises technical norms, managerial input, a regulatory mechanism, and conforming verification to
ensure security is monitored throughout all phases in smart cities.
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INTRODUCTION

The concept of a "smart city" denotes the integration of current structures with
established communication and information technologies with the objective of developing
a seamless system of functional recreational opportunities [1]. A smart city connects
physical possessions, technical infrastructure, social infrastructure, and business facilities
to strengthen the city's collaborative thinking [2]. Smart cities are enormous, complicated,
and technologically dependent, and they face a wide range of technical, financial, electoral,
and social challenges. Some of the issues and obstacles that smart cities face are
socioeconomic and technological concerns, individual ever-shifting requirements,
teamwork across interested parties, easy to implement connecting, and security and
stability. Smart cities provide six key components: smart governance, intelligent
individuals, smart business, intelligent transportation, environment, and lifestyle [3]. Smart
cities meet the needs of organizations, people, and governments by delivering appropriate
and effective solutions. Urban support could be expanded in the ecological, tourism, well-
being, departure, energy sectors, and home security sectors [4]. Considering the benefits of
smart cities for residents, companies, the environment, etc, smart cities are subject to many
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security concerns, making enabling sustainable growth difficult to accomplish. A
dangerous action by an individual or group in a smart city may endanger the entire
community [5]. That type of complex metropolis additionally poses a substantial challenge
for automated court investigations.

Ensuring privacy in a smart city includes safeguarding data and the architecture
against attacks and illicit activity. Suppliers seldom examine the cyber-security of smart
city devices and their software. As a result, employing certain vulnerable things can lead to
the connection being filled with forged information, the network being taken off, or the
equipment malfunctioning as a result of infiltration [6]. Aside from information security,
another issue to be worried about is the protection of individual privacy and contacts with
authorities [7]. The risk of personal information breaches and a lack of security measures
in smart cities might render public acceptance of these advancements difficult.
Recognizing cyber security challenges and threats to citizens' privacy is the first step
toward overcoming security issues in smart cities and preserving citizens' confidentiality.
Individuals cannot expect a smart city to be created, carried out, and grown effectively
until the aforementioned problems are addressed and appropriate solutions are offered [8].

LITERATURE REVIEW

Cyber security concerns and dangers to user anonymity in smart cities have been
examined by many experts through several perspectives, among which prominent ones are
included beneath.

A study highlighted the protection of infrastructure as a successful influence on
data and data security in smart cities in a complete evaluation of studies linked to
significant safety issues and current remedies in smart cities [9]. There exist numerous
hazards and weaknesses associated with urban intelligence's physical-cyber foundation
advantages. In the main physical-cyber systems, city infrastructure, involving power and
water supply, roadways, structures, and so on, confronts multiple security concerns.
Imaging devices, communication networks, management of building platforms, and
systems for managing transportation are examples of these parts and technologies.

Another study classified privacy issues as interaction and corporate protection [10].
Eavesdropping, denial of service, fraudulent control and assaults, route incidents,
identification, and subsequent usage were all hurdles to achieving privacy. Furthermore,
phishing corporate security risks comprised frauds and attempts on data reliability. Other
authors offered an exhaustive analysis of a smart city protection potential, highlighting
safety issues and providing extensive insight into digitized smart city assessments [11].
According to city organizations, they highlighted security concerns such as smart grids,
automated building integrity, aircraft security, smart automobiles, Internet of Things (IoT)
sensors, and cloud infrastructure.

Authors like Arabo explored the features and difficulties of smart gadget cyber-
security in linked intelligent structures [12]. He researched some of the historical details
connected to the growth and need for integrating technology to offer people with various
capacities and skills. Furthermore, he demonstrated that, notwithstanding their potential,
these innovations are not without risks and obstacles. Lastly, he addressed cyber-security
concerns with smart gadgets in linked intelligent structures. Based on the paper, the key
issues confronting autonomous structures are breaches of privacy, altering corruption of
information, and infection. Thing evaluated the prospects for current global smart cities, as
well as the security problems and challenges in any of their major domains [13]. He
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discussed the use of cyber security to build a smart, secure, and enjoyable city. He outlined
security difficulties as well as worries that important sectors of the smart city face, such as
banking, medical care, governance, power, and overall safety. Khatoun and Zeadally
defined smart city design fundamentals and examined innovative smart city plans [14].
They explored multiple remedies, proposals, and norms connected to these concerns,
especially after describing many security concerns and security holes in smart cities.
Furthermore, they investigated the fundamental difficulties confronting smart cities
through the viewpoints of smart city information security design and the privacy and
security issues of various smart city components.

To guarantee cyber security and confidentiality in smart cities, some researchers
suggested all three planning and execution assessments for encoding, authorization for use,
verification, and firmware upgrades when carrying out fresh initiatives, traditional and safe
denial in all urban infrastructure, and developing working strategies and processes for
reacting to cyber attacks [15]. Cerrudo and others offered a few of the greatest viable smart
city cyber-security strategies [16]. In that study, institutions were given recommendations
for selecting and testing smart city-related solutions. The study focused on developing
appropriate assessment and validation methodologies for picking such technologies and
their associated providers. Other authors conducted a broad examination of existing cyber-
security according to six machine-learning categories [17]. Researchers suggested
prospective research topics in cyber-security. Another study from 2020 suggested a multi-
view composite technique for combining the results of individual scorers [18]. The
research altered an inexpensive and lazy strategy with multiple sites for searching for
threats. According to Habibzadeh, smart city applications can create weaknesses in
security [19]. Furthermore, removing weaknesses in security required the participation of
both governmental and technology objects. Smart cities could be regarded as an instance of
security. Said and Tolba developed a deep learning algorithm to forecast the efficacy of
loT communication networks using an adaptive neural net methodology for accomplishing
forecasting procedures [20]. They discovered that the approach was having a considerable
beneficial effect on sustaining smart cities and avoiding IoT network faults. Khan and
others proposed a deep learning-based solution for transportation data projection and
integration [21]. The findings revealed an improvement in precision, duration, and
mistakes. Ghiasi and others investigated the Hilbert-Huang shift method for identifying
fake data insertion attempts on the small scale [22]. The work they conducted relied on
blockchain database technology and the study of electricity and electricity signals in
sensors. Researchers discovered that the suggested approach might improve data
interchange confidentiality in the network while also providing a more precise and reliable
identification mechanism.

Other researchers used a combination of a singular value decomposition and two-
dimensional Fourier transforms to identify the indices of the switching surface in sliding
mode controllers [23]. They additionally tested the suggested approach in several bogus
information attack vectors. Studies have demonstrated that the suggested approach can
shorten the identification duration of an assault. In addition, the technology they used
detected attempts with 96% accuracy. The authors studied electrical system resiliency
principles by introducing assessment features [24]. They also developed an optimal
configuration for robust power plants in the Noorabad system. They employed the grey wolf
algorithms to discover the best grid settings. The results showed that both the suggested
approach and the offered modification could increase efficiency and lower grid expenses.
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SMART CITIES AS A CYBER CRIMES TARGET

Cities have grown more intelligent and technologically advanced in the past few
decades. Recent advances in technology, in addition to quick and easy interaction, allow
cities to utilize more efficiently use their own resources, save finances, and provide
excellent amenities to their inhabitants [25]. Cities' struggle for investment, new
inhabitants, and visitors has increased emphasis on offering an excellent standard of
existence and an exciting financial picture. Authorities have determined that, while
budgetary constraints, inadequate funds, and outmoded processes often pose barriers to
their objectives, emerging technology can transform these obstacles into possibilities.
According to Chen and others, a smart city is one that employs an infrastructure to
computerize and modify governmental processes in order to improve the lives of its
residents [17]. Smart Cities improve technical infrastructure by increasing the efficiency
and method of urban support, lowering financial burden and resource utilization, and
interacting passionately and productively with residents. With the development of smart
city technology, areas such as government functions and congestion, travel, water, power,
wellness, and garbage disposal have grown by implementing Intelligent parking detectors,
organized health monitoring, immediate noise in cities visualization, traffic management,
sector optimizing, and automated illumination are examples of such devices based on the
Internet of Things concept (IoT) [26]. Cloud computing, on the other hand, is an evolving
framework for collecting and deciphering central smart city information [27].

Considering the essence of smart cities, it should be noted that urban smart
design could incorporate mainly smart government, smart healthcare, smart energy and
smart transport.

Smart government creates benefits for long-term social output by utilizing
information and communication technologies for organizing, administration, and activities at
one or multi-layer levels. In a nutshell, the deployment of company procedures that utilize
technological innovation in intelligent administration promotes data continuity with
management and the supply of exceptional services. The following phase in e-government is
smart governance able to reduce crime by boosting the state of mind, enabling a rapid and
effective reaction to incidents, researching situations, and enhancing public services [28].

Smart healthcare is a healthcare system which links individuals, medical centers,
and organisations by utilizing technology like wearables, the Internet of Things, and
mobile devices to constantly obtain data which proactively controls the environment's
demands and reacts more intelligently [29]. Medical professionals, patients, healthcare
facilities, and scientific institutions are the fundamental parts of smart healthcare. Infection
avoidance, tracking patients, diagnosis and therapy, administration of hospitals, wellness
choices, and research in medicine are all aspects of smart healthcare. Simply linking smart
gadgets to medical facilities and statistical platforms allows for surveillance from afar.

Smart energy management was formed as a result of the inability of conventional
power distribution networks to meet the rising needs of populations. A smart and
contemporary electrical infrastructure is required to meet the demands for stability, scaling,
control, sustainable energy output, and affordability [30]. A smart energy infrastructure
having technological innovations may facilitate two-way exchanges of information and
currents of electricity via network units. The smart grid allows for continuous evaluation,
assuring the energy transfers across the energy network and customers are optimized and
additionally allows for the generation of green energy by incorporating sources of clean
energy into the electrical system (on the part of both the Power Company and the consumers.
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Smart transport makes the best use of current infrastructure and advances in
technology to boost network effectiveness while also increasing automobile and passenger
security and decreasing time spent travelling. To attain that objective, transportation
infrastructure requires effective structures that benefit the transportation industry, as well
as adequate oversight of those networks [31]. The most significant benefits of
implementing smart transportation systems are reduced congestion in traffic, greater
security, savings in time, decreased emissions, and improved service. This technology's
important components include infraction tracking and storage frameworks, a weather
condition database, a driver alert mechanism, and an automobile data scheme, as well as
the convenience of rapid and accurate investigations and increased welfare benefits.

CYBER SECURITY ASPECTS IN SMART CITIES

Cities have to embrace modern technological innovations in order to get
sophisticated. Each emerging technology or metropolitan infrastructure provides cyber
criminals with a fresh opening. For instance, in smart roadway management infrastructure,
many connections across traffic controllers and lights occur sans encoding or verification,
enabling an intruder to manipulate or falsify input [32]. Denial of service via channel
gridlock, mathematical floods of devices that has limited power consumption (such as
smart meters), a global denial of service to a city network, or postponing a time-critical
communication that can lead to prevalent interruption is one of the most serious smart grid
incidents. Fraud of information from different detectors is an additional concern in the
metropolitan environment; for instance, forging devices to identify floods, quakes, assaults,
and other natural disasters can result in erroneous warnings and public fear. An intruder
spying on personal information transmitted through an intelligent structure to a meter with
sensors poses a serious threat to user confidentiality. Furthermore, a hacker fabricating an
individual's persona in order to remotely manipulate construction machinery can result in a
variety of losses to the user.

The smart grid's reliance on the data system undoubtedly opens itself with potential
connectivity and grid technology weaknesses. Grid management systems in older electrical
networks were maintained segregated to insecure settings like the Internet. Cyber assaults
on the electricity network are nevertheless readily taken through the context of smart grids
from various elements of the network. An intruder, for example, is not required to gain
entry into protected installations or equipment (such as generators, substations, command
centers, and so on) to disrupt the electric power distribution chain. A threat may conduct an
assault at every point on a smart grid [33]. Illegal network penetration could result in a
wide range of negative effects on the intelligent grid. These repercussions involve
customer data leaks, breakdown cycles that result in major interruptions, and generating
and infrastructure downtime. The smart transmission grid is a collection of cutting-edge
innovations that aim to upgrade the electrical supply network by incorporating information
and communication technology. The data storage architecture for smart distribution
networks is made up of computer programs and datasets. To perform effectively and
manage, smart grid data center applications have to interact with one another. Thousands
of important pieces of technology are employed in smart grids, and all of these devices are
linked to smart city networks.

Data theft is one of the most serious security issues related to smart buildings. User
confidentiality is a major issue in the age of smart grids and to improve safety, operation
and customer benefits, high-energy user electrical usage data is transferred from
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consumers' smart meter systems to various smart grid organizations which compromises
user confidentiality [34]. Private data concerning the person such as their energy usage
habits, the kind of electricity used, when the facility is vacant or full, and so on, can be
revealed. Furthermore, traces left by battery purchases are able to be exploited by various
organizations such as charging infrastructure as providers to gather information about
electricity automobile use and setting, infringing on consumer confidentiality. Also, the
assailant may get confidential data regarding the user and infringe confidentiality by
spying. An additional threat of smart structures is communication modification or
repetition - a criminal could put a sophisticated building's security at risk by altering or
replaying messages about measurements could be altered. Because data from
measurements is utilized for an array of functions accurate information tampering can
result in loss of revenue for smart grid companies and weaken the reliability of the grid. An
outsider could introduce updated usage signals or replay previous expenditure information
of a gadget in a smart meter and bill the consumer for power not utilized. If necessary, the
client sells power to the network by placing solar panels in the structure and also exports
power against the intelligent grid in a crisis by employing an electric car to defend the grid
against potential overloading failures. Each message delivered through the smart grid to an
intelligent structure can be modified through an assail resulting in massive amounts of
smart grid outages. Actual unscrupulous user may alter the email sent from the smart
meters to the electrical provider including property usage statistics and reject payment for
the consumption of electricity. Adjusting communications with flexible pricing
communication from the energy sector to the client results in the client getting incorrect
prices and making inappropriate decisions about when to use high-consumption
appliances, thereby imposing an expense on the individual and putting more strain on the
distributed energy system. Furthermore, a hacker may impersonate a smart meter and
report erroneous quantities of energy used to the smart grid, as well as request/enter false
power signs to be sent to sources of energy and electric automobiles, or obtain messages
from the smart grid. The assailant can even pose as a client and remotely operate the
electrical systems in the structure causing the consumer to make the remote control error
and cannot operate the considered device when an intruder impersonates it [35].

MEASURES TO SECURE CRITICAL SMART CITY RESOUCES

The majority of programs for smart cities nowadays are supplied by electrical
power. Lacking power, the majority of the smart city infrastructure and businesses will be
unable to function, leaving the city in darkness. As a result, protecting power sources and
delivering energy is crucial for smart cities. Electricity generation can be stopped by
intentionally harming the location or by interfering with the production of the electricity
process. That necessitates strong safety measures to ensure that power output is not
disrupted and that backup power is available in the event of an outage. Energy shipment,
on the other hand, refers to power communicated by cables, converters, relays that are
toggles, and power stations. As a result, cyberattacks upon any of these parts can disrupt
the supply of electricity, disabling all smart city operations. Hackers have been reported to
be eyeing electricity-producing plants as probable targets for attacks in order to cause huge
city outages and maybe spark mass uprisings [36]. It is critical to build an extensive
scheme and structure for guaranteeing power production and electricity distribution to the
metropolis. Moreover, because a power supply system is highly interconnected, a chain
reaction of interruptions is possible, increasing the damage of one isolated attack. That can
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cause widespread outages across different places. To counter these kinds of assaults, smart
towns must have included durability and separation capacity.

Communication is required for smart city facilities to link cameras, detectors,
servers, and other devices. As a result, connection (together with energy) is an additional
lifeline for smart cities. Connectivity can take place via wireless as well as wired networks.
This might also be considered as 10T security. The device, data, and connectivity privacy
are all aspects of 10T security. Safety for data is provided by encoding, while network
privacy is achieved through the use of lightweight protection from beginning to end
transportation protocols. Current communication networks that provide fixed high-speed
internet or mobile cellular networks are fairly secure, with only a few instances of
connection theft. Nevertheless, for a smart city, protection criteria ought to be increased
since individuals want cities with sensors to be safer than regular cities.

Many smart city software may sense, obtain, procedure, and analyze information to
produce meaningful knowledge, which will then be used to develop meaningful solutions.
Smart transport applications will gather vehicle, traffic, and passenger data, whereas smart-
health applications may capture individuals and doctor data. No matter what smart city
applications are used, data will continue to be collected as part of the smart city system and
must be protected, as well as in terms of its contents and its storage. This type of data can be
safeguarded in numerous ways like access control entails preventing unauthorized access to
data, cryptography techniques, identification, digital certificates, confidentiality etc.

According to the EU Agency for Network and Information Security, a list of best
practices for the cybersecurity protection of smart cities has been identified [37]. They are:

— use of VPNs;

— encryption of data;

— use of network intrusion detection system;

— use of physical protection;

— install access control;

— install alarms and surveillance;

— implement security policy;

— creation of activity logs;

— maintenance of backups;

— regular auditing;

— shutdown procedures.

APPLYING DEEP LEARNING FOR CYBER SECURITY CHALLENGES

Deep learning is a subset of machine learning which focuses upon the research and
construction of algorithms that learn systems [38]. Within simple terms, deep learning with
data processing and similar to a human seeks out certain characteristics by itself, by means
of a variety of sequential sections in its framework, with the aim to build a template for
selection to resolve an issue. Because there are numerous levels to consider, deep learning
can uncover specific elements that exist in each of them and use them to arrive at more
informed choices when addressing the challenge. Deep learning is based on the continuous
discovery and exploration of complicated databases. Learning is accomplished by
constructing computer simulations known as neural networks, or neural networks, which
are motivated by the inner workings of the human brain [39]. The system in question is
divided into various operating layers. Deep learning attempts to take advantage of the
undiscovered design in how inputs are distributed to try to identify suitable depictions
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through an ordered arrangement of notions that correspond to the processing levels.
Having learning from unmarked data input, deep learning may now generate additional
data. As a result, it has been dubbed "innovative mind". Dispute-producing systems, for
instance, one of the most common deeply creating models now, can generate images of
outstanding quality, enhance the appearance of images, transform pictures to written form,
and be utilized in security online to mimic attacks, help healthcare evaluate cancer via
more genuine tests, and have employed in an assortment of additional limitless
possibilities”. It is worth noting that deep learning has joined the industry after the
introduction of artificial intelligence. This learning process has aided machines with
intelligence in responding more readily to human requirements and wants. Typical neural
network types include multilayer and cyclic networks of neurons.

The first type is a deep learning technique that accepts a source image and allocates
priority to every single object/aspect in the graphic to ensure they can be identified by one
another. When opposed to other classifying methods, this technique involves lesser
preparation. Whereas the primary approach to filtration is designed by hand, given
sufficient instruction, a network of convolutional neural networks can acquire such
filter/specifications [40]. The last kind is a sort of artificial brain network that is used for
speech recognition, natural language processing, and sequencing data mining. Recurrent
neural networks, compared to convolutional neurons, feature an adaptive loop whereby
their output, in addition to each subsequent data, goes back to the network. Because of its
inbuilt recall, a neural network with recurrent may remember its prior input and use it to
process an ordered set of inputs. In terms of structure, these networks of neurons are made
up of a cyclical loop that avoids prior data from being deleted and keeps it in the network.

Authorities are increasingly worried about security online in the last few years. It is
a typical instance of how firms operating in the European Union (EU) have been
compelled to follow tight EU standards, a method that has drastically decreased incidents
of data theft. Methods using deep learning have a number of intriguing applications in
smart cities. Without a doubt, a learning plan provides precise discoveries once outcomes
of the entirety or comparable elements of the instruction and evaluation material are
included. The second study area is knowledge disposal, which involves changing or
transmitting the distribution of instruction and evaluation from a single system to another.
Furthermore, researchers might look into incorporating linguistic networks into smart city
applications to improve efficiency.

CONCLUSIONS

In this research, confidentiality and cyber-security in smart cities were investigated.
The field of smart city network safety is nevertheless in its early days, with many rules,
structures, goals, and technological advancements related to this critical subject. A review of
the smart city security literature discovered that several studies provide useful assistance for
politicians with city administrators seeking to more efficiently create and carry out smart city
objectives and operations plans. Other research projects have outlined the conceptual
framework of the deployment and evaluation of 10T in smart cities in order to give a
framework for evaluating and testing proposals on a wide scale underneath real-world
settings, but only a few have researched cyber security and confidentiality. People in the
smart city noted an important research deficit in this field. Protection encompasses illegal
data entry as well as actions, which interrupt accessibility to facilities. Considering the
expansion of human populations and technological advancements in cities, sophisticated
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methods of administration that leverage cutting-edge platforms and technologies in order to
make urban infrastructure smarter are essential. Smart cities are an emerging form of
technological and technological combination. The rate of assaults and vulnerability will rise
as systems are linked and integrated. On the contrary hand, as additional information
emerges involving the movements and behaviors of digital people, anonymity will become
more insecure. As a result, it is critical to create strategies which concentrate on long-term
cyberspace safety and danger reduction techniques. The analysis conducted in the current
investigation revealed that overcoming these difficulties requires a great deal of
administrations, software and hardware makers, and organizations delivering information
technology safety services. Furthermore, creating adaptable systems with outstanding
knowledge security capacities is critical to preventing major safety catastrophes, which can
result in devastating monetary info, loans, including confidence losses. Because
technological concerns or dangers to users' confidentiality are not just as significant in the
context of smart cities, and relevant organizations and governments have a limited ability to
react to their ears, further research should include an assessment and grading method.
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Abstract: The article examines the problem of the development of information and analytical activity (IAD)
in domestic state and commercial institutions, which leads to the constant improvement of information
security issues, which in turn is closely related to issues of economic security. Based on the results of the
study, the analysis model was clarified and the practical aspects of the application of neural networks (NN)
in the marketing information system (MIS) of the enterprise were clarified with the aim of improving the
information system of the enterprise by implementing an intelligent decision support system (IDSS) using a
neural network, as well as the concept of modeling the behavior of interacting agents, the basis of which is a
three-level structure of modeling subjects and business processes of the contours of the organization's
functioning and the security system, based on the modeling of the behavior of antagonistic agents. Modern
trends and directions in the field of information security of state and commercial institutions of the present
and the near future, which in one form or another use artificial intelligence in their arsenal, are defined,
such as EDR / XDR solutions for end hosts, UEBA, SGRC products, Honey Tokens and other developments
of the Deception class, IRP (Incident Response), TI- / TH-platforms, etc.
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INTRODUCTION

The rapid development of information and analytical activity (IAA) in domestic
state and commercial institutions has become a characteristic trend in recent times. Its
implementation is driven by certain objective factors: on the one hand, it is the
democratization of social life, the development of market relations, legitimacy, the rapid
development of entrepreneurial activity; on the other hand, the increasing importance of
the intellectual component in decision-making in the management of social spheres, as
well as the growing flow of information necessary for decision-making and the
implementation of other types of social activities.

The development of information and analytical activity (IAA) in domestic state and
commercial institutions leads to continuous improvement of information security issues,
which is closely related to issues of economic security. The specifics of information
security issues are also closely linked to the constant development of information
technologies. Information technologies that incorporate modern methods of applying
artificial intelligence to determine current information and economic threats are of
particular importance.

The development of artificial intelligence (Al), data science, and machine learning
systems already allows humanity to do what was previously only imaginable: image and
speech recognition, personal identification, making complex decisions, predicting human
behavior, autonomous vehicle control, and building universal routes, among other things.
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Digitization, as the digital transformation of everyday things, has become so
ingrained in our lives that in 2001 a new indicator of the level of development of countries
in the world was introduced — the Networked Readiness Index (NRI), which is designed to
characterize the degree of development of information and communication systems of a
country and is an important indicator of its development and investment prospects.

Therefore, the question of the application of artificial intelligence as a tool for
information security in state and commercial institutions is currently relevant.

PAPER BODY

Over the past few years, IT technologies have been actively integrated into the
business information security infrastructure. Last year, the global market volume of
artificial intelligence technologies in information security reached $8 billion USD. By
2025, the growth of this industry is expected to reach $30 billion USD. This is not
surprising, as most solutions in the field of information security are somehow based on
artificial intelligence. Virtually any traditional antivirus utilizes some capabilities from the
realms of machine learning and big data. It is no longer just local comparison of a
suspicious file with the antivirus database of malware signatures. Behavioral analysis is
also employed, capable of detecting dangerous objects whose signs are absent in the
antivirus database, along with other advanced technologies.

Significant contributions to the study of legal issues related to the application of
artificial intelligence have been made by O.A. Baranov, V.M. Bryzhko, K.S. Melnyk, V.G.
Pylypchuk, and others. The role and place of artificial intelligence in the field of criminal
law relations have been highlighted in the works of V.A. Myslivyi, M.V. Karchevskyi, and
N.A. Savinova. However, with each restrained step of scientific research, even greater
horizons of boundless reality cognition are revealed.

The principles and tasks of developing artificial intelligence technologies in
Ukraine are one of the priority directions in the field of scientific and technological
research. The goal of the Concept is to define the priority areas and main tasks for the
development of artificial intelligence technologies to satisfy the rights and legitimate
interests of individuals and legal entities, build a competitive national economy, and
improve the public administration system. Ukraine, being a member of the Special
Committee on Atrtificial Intelligence at the Council of Europe, joined the Organization for
Economic Co-operation and Development (OECD) Recommendations on Atrtificial
Intelligence (OECD/LEGAL/0449) in October 2019. The main task in the field of
cybersecurity during the implementation of the state policy for the development of the
artificial intelligence industry is to protect communication, information, and technological
systems, information technologies, especially those used by operators (providers) of key
services (including critical infrastructure objects) that are essential for the continuity of the
state, society, and the safety of citizens [1]. The application of artificial intelligence
technologies in ensuring information security is one of the factors that will contribute to
safeguarding national interests. Specifically, monitoring social networks and online media
resources using Al technologies allows for the detection of systemic trends and issues,
proactive action, and analysis of target audiences.

— To achieve the goal of the Concept in this area, the following tasks should be
ensured:

— Formation and use of an information resource, ensuring high rates of its
content and specified criteria of quality (accessibility, reliability, timeliness,
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completeness).

— Creation of a secure national information space using artificial intelligence
technologies.

— Detection, prevention, and neutralization of real and potential threats related
to the dissemination through mass media of cultural elements of violence,
cruelty, pornography, attempts to manipulate public consciousness, including
through the spread of inaccurate, incomplete, or biased information.

The application of neural networks in an intelligent decision support system at an
enterprise is described in the work [2, 3]. Based on the research results, a model of analysis
was formulated, and practical aspects of applying neural networks (NN) in the marketing
information system (MIS) of the enterprise were considered with the aim of improving the
enterprise's information system through the implementation of an intelligent decision
support system (IDSS) using a neural network [2, 3]. Currently, the foundation of existing
DSS lies in artificial intelligence methods. The creation of an intelligent DSS became a
natural extension of the widespread use of classical DSS. Intelligent DSS provides
information support to all production processes and safety processes in the conditions of
state and commercial organizations and institutions.

The authors of the work [4] propose a Concept for modeling the behavior of
interacting agents, the basis of which is a three-level structure for modeling the subjects
and business processes within the functioning contours of the organization and security
system. This concept relies on modeling the behavior of antagonistic agents. The
methodology for modeling the behavior of interacting agents, based on the Concept of
antagonistic agent behavior, allows for the evaluation and enhancement of security levels
by reducing the implementation of hybrid threats by 1.76 times. This results in a reduction
of losses by 1.65 times and an increase in the time for selecting resistance tools by
reducing the identification time of threats in online mode by 38%.

In summary, all methods and solutions can be divided into external, which analyze
user actions and events outside the organization's protective perimeter, and internal, which
analyze events and user behavior within the organization. Both external and internal
methods currently extensively utilize machine learning, big data processing, and artificial
intelligence. Systems similar to those described above are critically important for many
industrial enterprises, insurance, banking, and financial companies, as well as humerous
critical government institutions.

The use of artificial intelligence and machine learning typically involves
connectivity both within a local network and over the Internet. Consequently, these
technologies cannot be applied in situations where the probability of external attackers
connecting needs to be minimized, such as in critical objects of the energy infrastructure or
defense production. Regarding businesses, artificial intelligence technologies are essential
for both governmental and commercial institutions dealing with large volumes of data,
thousands of transactions, and tens of thousands of users. It's important to note that
implementing machine learning and artificial intelligence technologies within small
businesses may not always be justified. Also, it's crucial to recognize that artificial
intelligence is not a panacea but an additional element in the overall toolkit of information
security professionals. Simply connecting an artificial intelligence service to a security
system does not solve all problems, and the final decision-making authority still rests with
the information security expert.
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CONCLUSIONS

In conclusion, it is worth noting that there are currently numerous trends in the
application of artificial intelligence for the protection of information systems, and the
relevance of many of them will actively grow in the near future. The significant shift of a
vast number of people to remote work during the ongoing pandemic and military actions in
Ukraine makes a substantial contribution to the development of artificial intelligence
application in optimizing information security in both governmental and commercial
institutions. Many organizations find themselves having to restructure information security
processes and utilize new tools for the recognition of "friend or foe." The workload on
information security departments in various governmental and commercial institutions is
gradually increasing, indicating that additional tools, including those based on artificial
intelligence, are necessary. The risks in the context of a "blurred perimeter" become
significantly higher.

When discussing trends and directions in the field of information security for
current and near-future use in governmental and commercial institutions, which
incorporate artificial intelligence in one form or another, these include EDR/XDR solutions
for end hosts, UEBA, SGRC products, Honey Tokens, and other Deception class
developments, IRP (Incident Response), TI/TH platforms, etc. There is a significant
variety of solutions and directions, and it is crucial to apply them wisely and consciously.
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Abstract: In an information society in which the quality of life, as well as the prospects for social change and
economic development, depend to a greater extent on information and its exploitation, the institutional field
of management of IT applications for European funds becomes a matter of national importance, with critical
values for national security. Reinventing government can be achieved through digitalization and government
computerization, which involves modernizing the current IT infrastructure through specific external funding
sources such as European funds, doubled and secured by advanced cyber protection and defense capabilities
against possible vulnerabilities or cyber-attacks.

Knowledge and scientific information are of enormous importance in the global information society, by:
supporting innovation, promoting economic development, making decisions in an efficient and transparent
way, at the governmental level and especially for the implementation and use of intelligent technologies in
the development of the degree of digitization of public services through financing provided by European
funds and the National Recovery and Resilience Plan.

In order to move on to building the knowledge society, it is necessary to reduce the digital gap, which
accentuates disparities in development, excluding groups and even countries, from the benefit of information
and knowledge. The limiting factor in development will be related to the human capacity to assimilate and
develop these technologies, to use them in new fields of activity, for new products and services.
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INTRODUCTION

This will produce a re-classification of knowledge, so that the model of access to
knowledge undergoes changes, the primary interest is no longer directed towards the
universal aspect, the concern becomes centered on the local space, introducing migration
from the word. to image, from speech to personality.

Postmodernist discourses thus speak of a multitude of local realities or of a global
reality, or even of the lack of a reality, in conditions where an ideology can no longer
convince large masses of individuals, as a fragmentation takes place at the level of the
subdivided currents that are found in many local realities, in one it was marked by conflicts
but not by struggle, by problems but not by contradictions, by unions but not by classes,
and most importantly (by the fact that) no concrete utopia animates social movements.

Thus, through social changes, and the end of the modern world, certain major
changes occur in the social life of the individual, postmodernity leading either to the
emergence of a new type of society or to a new phase of capitalism, both based on two
phenomena: the development of new technologies and the emergence of consumerism,
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crystallized as economic-social behavior. Postmodernity, this condition of the
contemporary world, is defined as a term used by philosophers, social scientists, art critics,
to refer to aspects of art, culture, economy or current social conditions, which are the result
of features unique aspects of life in the late 20th and early 21st centuries.

Globalization, consumerism, the fragmentation of authority and the transformation
of knowledge into an object of use, being included in the defining features of the
postmodern condition. This is how the phrase information society appears in the
specialized literature of post-industrialism, a notion that in sociology refers to a type of
postmodern society, in which old norms and ways of thinking are replaced by new
technologies and new lifestyles. A transformation of civilization is thus produced, leading
to the information society through three scientific and technical revolutions: the traditional
craft, the scientific organization of production and automation.

PAPER BODY

Starting from the growing role of science in production processes, combined
with the emergence of information technologies and the need to automate repetitive
processes, the economy and society become centered on the new central principle,
called theoretical knowledge.

Within this computerized society, the new social context is based on
telecommunications and computers, which become decisive for the way in which
economic and social changes are produced, the way in which knowledge is created or
recovered and the nature of work and the organizations in which people are employed.

Another relevant characteristic of the informational society is the way in which
knowledge and information will replace work and capital, as central factors in the economy,
IT, by shortening the actual work, diminishes the role of the individual in the production
process, thus replacing work as the source of added value, within the national product.

In the information age, the information society is a society in which the quality of
life, as well as the perspectives of social change and economic development, depend, to a
large extent, on information and its exploitation. In such a modern society, living
standards, work and leisure patterns, the educational system and the labor market are all
significantly influenced by advances in information and knowledge.

In the evolution towards an informational society, where the role of informational
technologies is decisive, the following major and determining criteria are followed:
economic (services and informational goods); technological (telecommunications,
computer and new technologies); social (information gets value); political (the flow of
information and communication methods can create global realities in which individuals
can be involved); cultural (the tendency to replace local culture with the so-called global
economic culture).

The ambivalence of the information society, seen on the one hand as a global
entity, and on the other hand as a mosaic made up of sub-societies spread around the
world, is caused by electronic means of communication, which create a virtual global
space, within which the notion of a foreigner loses its semantic consistency, creating a
direct relationship between individuals, which will produce deterritorialization, through the
creation of world markets, through the existence of a stock exchange accessible from
anywhere and permanently, thus providing information about the circulation of capital in
the world the whole In this way, a global environment is born, a global space structured on
individual models of life.
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Technologies produce a breakdown in local plans, by focusing attention on certain
local sectors in the sphere of marketing, advertising and mass media, by resuming certain
symbols and elements of culture and reaffirming local identities.

The fragmentation generated by telecommunications is seen as a hyperreal world,
in which codes and digital systems are, in fact, simulations, which dissolve the individual's
life. Thus we are dealing with the adaptation of the individual to information technologies
or are they designed and realized in such a way as to serve the individual, the
interdependence between the two actions being inherent in the process of using the
technology, as well as the mastery of certain levels of knowledge, the changes continuous
advances in technology, challenging and subjecting individuals to a perpetual
specialization and discovery of ways of change and innovation.

The new environment of humanity is not so much hardware or physical, its
essential poses are information and coded data configurations, which more quickly gives a
software image to the environment, identifiable at all levels of the individual's life.

The use of intelligent technologies will result in the development of the degree of
digital culture and cyber security, among civil servants, in the economic-social-political-
post-pandemic context for e-business, as a result of changing the traditional work style by
adopting the new methods developed through new emerging technologies.

The use of intelligent technologies will result in the development of the degree of
digital culture and cyber security, among civil servants, in the economic-social-political-
post-pandemic context for e-business, as a result of changing the traditional work style by
adopting the new methods developed through new emerging technologies.

The Ministry of Investments and European Projects, in cooperation with
institutional partners, is the main developer of the national IT exchange program between
Romania, as an EU member state, beneficiary of non-reimbursable European funds, and
the European Commission, according to the provisions of REGULATION (EU) NO.
1303/2013 of the European Parliament and of the Council of 2013.

The implementation of ensuring the security of the cyber infrastructure intended for
the management of European funds, was and will be conditioned by a cooperation with the
institutions that have the necessary expertise in the field, thus realizing the premises of
some strategies, in accordance with the European legislation in force and transposed into
projects financed from European funds , aimed at ensuring cyber security, as well as
increasing the level of awareness of the importance of the state of security at the
governmental level:

— project code - SMIS 48723 — Titeica 1 - The national system for the protection
of IT&C infrastructures of national interest against cyberspace threats, financed
by the Sectoral Operational Program for Increasing Economic Competitiveness
2007 - 2013.

— project code - MySMIS 127221 — Titeica 2 - Updating and developing the
national system for the protection of IT&C infrastructures with critical valances
for national security against threats from cyberspace”, financed by the
Competitiveness Operational Program 2014-2020. (ICIN\IVC 54 MIPE -
project with national coverage, and the implementation period according to the
financing contract - 23.08.2019 - 23.08.2022, with related maintenance services
and support for applications and equipment until 23.08.2027).

— the Titeica 3 project - will be implemented through PNRR by the National
Cyberint Center, intended for the development of the national cyber protection
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system, included in Component C7, Digital Transformation, through the
National Recovery and Resilience Plan - resulting in the expansion of the
protection area. of the Information Technology and Operational Technology
infrastructures, as a beneficiary entity of cyber security and protection, as well
as participation in training programs organized in the field of cyber security.

The objectives of the MIPE cyber security projects, being the updating and
development of existing IT systems by including them in the national system, of new IT&C
infrastructures with critical values for national security, in order to increase the capacities to
identify possible cyber -attacks, as well as to increase the national level of ensuring cyber
security, subject to a common approach of national and EU policies in the field of cyber
security and interoperability, | sell the transition to a Government cloud as desirable.

Through the results obtained, the projects aim at increasing the cyber security of IT
and communications services at the national level, increasing the availability and level of
security offered to institutions and entities of public interest by modernizing the security
systems related to the existing IT systems. Within the organizations, emphasis will be
placed on achieving the interoperability of the security systems to be implemented and
integrated, in terms of corroborating information, collaboration, analysis and reaction
through the IT mechanism for rapid alerting and disseminating information in real time,
thus obtaining effective results in a timely manner.

The outline of a national system of prevention and protection against cyber-attacks,
through cyber defense activities, will create the premises for the development of innovation
and the use of intelligent technologies, at the government level, with the aim of eliminating
repetitive processes through automation and artificial intelligence. The operation in
parameters that do not correspond to the performance, of the applications intended for the
management of European funds, will generate a vulnerability, manifested in the decrease in
the level of absorption of European funds, with implications in the national economy,
constituting a real threat to the national security of Romania, due to the economic-financial
repercussions , as well as social-political regarding the obligations assumed by Romania,
from the perspective of the membership status of the European Union.

The national system of prevention and protection against cyber-attacks, through
cyber defense activities, having a beneficial role in the implementation of the new National
Cyber Security Strategy and in ensuring Romania's compliance with the commitments
assumed at the international level, including those related to the implementation of the
Cyber Security Strategy EU Cybersecurity, the NIS Directive and NIS 2.0, as well as in the
activity of the European Center for Industrial, Technological and Research Competence in
Cyber Security (ECCC) established in Bucharest.

In the undesirable situation of the blockage in this critical area of the national
economy, constituted by the field of attracting European non-reimbursable funds, the
balance specific to the state of national security will be restored by informing the
competent minister as quickly as possible, as well as by adopting the appropriate measures
to remedy the identified deficiencies.

Thus eliminating the risk of disengagement, through an automated and efficient
management of European funds, fulfilling a better management of an objective of national
strategic interest. The realization of national interests, as well as the acts of economic
destruction, degradation or decommissioning of the structures necessary for the proper
development of life and its quality, can constitute threats - even through the existence of a
state of blocking the absorption of European funds, framed from the point of view of
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information for national security, in the provisions of Chapter 3 related to the National
Defense Strategy 2015-2019/National Defense Strategy of the country for the period 2020-
2024, and art 3, letter f, Law 51/91.

In this newly developed branch of the national economy, represented by the field of
European funds, the countering of these possible risks will be realized gradually, due to a
high degree of persistence manifested, including through the lack of the necessary
resources, as well as the necessary specialization in the efficient management of IT
systems, located in continuous development, the focus being oriented towards the results
obtained and efficiency in the creation of public values, including at the level of the
national cyber critical infrastructure.

Impediments encountered in the functioning of the gear that is the basis of
attracting funds, will bring damage both to the national budget and to the image at the
community level, interoperability being a basic principle of the member states, necessary
in the expected evolution process through transformation, reinvention and digitization.

Non-compliance with the obligations assumed as a member state can cause economic
failures, manifested in the development of society and the increase of the quality of life
depending on the evolution in the management of current financial resources and for the
future, through the membership of the European Union and its specific financial exercises.

The analysis carried out on these aspects of national interest has an incidence in the
current year - 2023, a favorable moment for cyber-attacks that are characterized by
frequency and persistence, making it vital that both state and private organizations are
armed with the most effective tools and knowledge of cyber security, to prevent, detect and
respond to threats encountered. Permanent vulnerabilities will always escalate into possible
threats materializing in future risks to national security. Thus, awareness through
prevention being the most effective strategic approach of a governmental organization such
as the Ministry of European Investments and Projects.

In the international geopolitical context, of the situation between Russia and Ukraine,
a considerable increase in the number of attacks, registered in the virtual environment, on
public institutions considered to be targets, by cyber attackers, was observed, thus making it
imperative to ensure the cyber protection of workstations and mobile devices within MIPE -
through the centralized administration of an anti-virus type solution, completing the
purchases related to the project carried out in the Cooperation Agreement with Cyberint:
Titeica 2 - Updating and developing the national system for the protection of IT&C
infrastructures with critical valences for national security against cyber threats.

Ensuring the state of balance and security is increasingly important among
organizational concerns, in the context of the exponential increase in the number and
complexity of cyber threats (malware/ransomware/social engineering in particular).
Deficiencies found in the development solutions, hardware and software used, as well as
the lack of an appropriate modernized infrastructure, dedicated to the national IT system,
can cause malfunctions in the electronic services offered to beneficiaries and the business
environment in the process of developing future electronic business solutions.

As an area of application, the IT system acquires importance at the national level,
but it can also slow down certain processes in the economy, such as the annual preparation
of the national budget.

The inclusion of interoperability requirements in the relationship with the European
Commission requires a clear focus on functional and secure reporting processes,
automation of repetitive processes, increased processing of documents in electronic format,
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and signing with digital certificates. The concentration of resources can only provide
solutions under safe operating conditions, ensured by a balance specific to the state of
cyber security.

In the national strategy for alignment with European standards, including
harmonization with European provisions, this may constitute a vulnerability in the proper
functioning of the activity, in the context of increasing rigors/requirements regarding
interoperability in the EU.

It is necessary to ensure compliance with the requirements of the NIS2 European
Directive and Law 362/2018 - regarding the wave of digital information that must be
managed and controlled by technical security measures, as well as Law no. 3652/2018,
which transposes the European NIS Directive, and regulates the necessary framework for
developing the level of preparation of EU states to deal with possible incidents that may
affect IT security.

The EU NIS (Network and Information Systems) Directive 2016/1148 is an
essential legal piece launched at the EU level to increase the level of cyber security for
critical infrastructure units, including critical infrastructure entities in the fields of utilities,
transport, healthcare and digital services, as well as European funds. Establishing a set of
principles and rules to define, measure and improve cyber security.

Given the expansion of cyber-attacks, compliance with the requirements of the NIS
Directive is imperative. A cyber security strategy based exclusively on prevention is not
enough, finding a need for maximum involvement, through rapid detection and use of
effective emerging solutions.

An unforeseen attack on a critical cyber infrastructure of national interest, such as
that intended for European funds, can occur as a result of security risks not properly
treated, with possible results, data leaks, through exfiltration, or by causing syncope in
operation, even leading to interruptions in the operation of essential and critical services
for the national infrastructure.

According to current and long-term trends, the main frequent threats that should be
monitored in an organization are malware and phishing attacks, especially in a government
institution such as the Ministry of Investments and European Projects, representing a real
area of interest for groups of cyber-crime, for the purpose of espionage activities or theft of
strategic information, such as government information.

The measures implemented regarding the awareness of the importance of the
activity of ensuring cyber security, especially among specialized personnel and intended
for ICT activities as well as public officials, require preparation for combating the risks
that the public institution will face, starting from the up-to-date software components
according to security standards, and up to e-learning sessions on defense tactics in the
cyber environment at the user level.

Adapting to periods with frequent technological changes, or decision-making in
moments of calm observed in the governance process, can constitute vulnerabilities in
terms of ensuring the necessary balance in the organization.

The behavior manifested in situations such as the loss or lack of administration
credentials, access to work environments created through electronic tools, can create
certain impediments in the process of administering the cyber security component.

Most of the time, political management changes within the institutional framework
are also reflected in the specific activities of technical departments such as ITC, by slowing
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down the decision-making and construction process, not representing a good institutional
practice, especially in the case of ensuring cyber security.

The progress registered in the development of new technologies will establish the
desire to align with the new standards of the future, through the use of new solutions such
as the private or hybrid cloud, which will be adopted at the governmental level, from the
point of view of budget efficiency, but especially for specific considerations of the cyber
security component.

Through the analysis of the vulnerabilities described, we find the need to establish
within the organization a specific post of cyber security administrator. He will have to
possess the necessary specialization in the field, through certified resources in the field of
Cyber Security with an emphasis on specific activities such as - National Security
Information Management.

At the level of the Ministry of Investments and European Projects, this measure is
being implemented, a first step, by signing the Cooperation Agreement, between MIPE and
Cyberint, through a national level project of critical cyber infrastructure - ICIN\IVC 54
MIPE, linked to the structures of the European funds and the national critical
infrastructure, succeeding in the unification through cyber security solutions of the
majority of state institutions of national strategic importance.

The response to Cyber Security incidents, as an activity, requires the existence of
its own specialized staff, through a Security-Operation-Center type team, specific to such
situations, by nomination and inclusion in the Security Structure of MIPE, being extremely
useful public institution, including in situations of cooperation with authorized authorities
in the field of cyber defense. Awareness and training in cyber security is very useful within
the organization, especially among users - public officials, promoting the use of solutions
to protect them from incidents, respecting the regulations related to their own password,
which should comply with certain current security standards.

Raising awareness of the importance of ensuring cyber security measures will be
achieved by informing users, being the first measure of protection against increasingly
frequent cyber-attacks in the post-pandemic context of the current information war, as a
result of the events in the geostrategic area of Ukraine.

Error is human but can be avoided through awareness. Hacker attacks will be
countered, through periodic information, through constant emails, courses, training,
eliminating the possibility of more serious future problems, especially with regard to
sensitive government information and data.

In the near future, public administration will evolve towards a new approach to the
use of emerging technologies, being transposed into future strategies regarding innovation
in development and ensuring cyber security, using solutions in cloud, on-premise, or
hybrid cloud environments, depending on the available budgets and of advantages or
disadvantages offered. For the efficiency of the activity or in the situation of permanent
blocking of employment procedures in the public administration, the subcontracting of
services by allowing access to these technologies, represents an effective way of managing
platforms and IT systems, with a cost-benefit ratio in favor of the public institution,
making the use of internal resources more efficient.

Security solutions used in the organization generate real benefits for the institution
when they are configured correctly in accordance with current security standards, ensuring
continuous protection of equipment, applications and users.
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Intelligent and intuitive, easy-to-use management tools can optimize the time
needed to implement new security policies, through appropriate monitoring and alerting.
Also, the collaboration with the National Cyberint Center - the Romanian Information
Service - ensures stability and access to the necessary knowledge in the activity of
implementing these cyber security assurance systems at the organizational level.

The unified and integrated technologies offer a measurable advantage in efficient
results, the organization benefiting from such consoles and tools adapted to the level of
expertise, in accordance with the strategies built by the Security IT department.
Cooperation with other institutions such as the National Cyberint Center - the Romanian
Information Service, by participating in seminars and conferences in the field of cyber
security, is an excellent tool for improvement and awareness, building at the local level the
principles of an applied guide of good practices, assimilated in order to adopting the best
decisions for the public institution.

The budget allocated to innovation in public administration will create and
maintain the much-desired stability, especially in critical national areas, such as ensuring
the absorption of European funds. In industry and the economy, the role of robotics and
process automation will grow considerably, with technology-related changes bringing both
benefits and vulnerabilities, particularly in cyber terms. A virtual parallel world will be
created, in which the existence of the state, with all that it represents, must be protected, so
that the environment is safe and secure, including for the individual. The consequences of
competition in innovation produce major transformations including in society, simplifying
the complex life of modern man, in the information society.

They will crystallize into a national interest for the Government Strategy, areas
such as attracting European funds and ensuring cyber security, with the aim of
modernizing, computerizing and digitizing the public administration in Romania.

The inclusion of interoperability requirements in relation to the European
Commission requires a clear focus on functional and reliable reporting processes, with
results such as increased processing of documents in electronic format, signed with digital
certificates. The concentration of resources can only provide solutions under safe operating
conditions, ensured only by a state of cyber security.

LITERATURE REVIEW

The new innovation trends in the use of intelligent technologies are reflected in the
Cybersecurity Policies, applied at the level of the administration console of the anti-virus
type solution, belonging to the Ministry of Investments and European Projects- The
software product used is an integrated platform for the security management of the
equipment (stations and physical / virtual servers) used and managed within MIPE -
Bitdefender GravityZONE Single Central Administration Console.

The integrated device security management platform is based on a simple and
integrated architecture with centralized management for both workstations and data
centers. It thus allows the efficient and quick installation of the protection solution and
requires less administrative effort after implementation, in order to obtain the highest
possible degree of accuracy regarding the assurance of cyber security at the MIPE level.

Using machine learning capabilities and automatic incident investigation, certain
activities that should have been performed by a security incident response team will be
performed automatically in conditions where MIPE does not currently benefit from an
internal SOC (Security Operation Center) structure. Integrated and automated response
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flows will enable designated personnel to respond effectively by limiting lateral spread and
stopping potential attacks. Threat visualization features enable focus on specific aspects of
investigations, helping to understand complex detections, and identify the root cause of
attacks, thus maximizing immediate response capability.

The result is threat prevention, deep visibility, accurate incident detection and
intelligent response to minimize exposure to infection and stop unauthorized access. As an
integrated workstation protection package, the integrated equipment security management
platform ensures a uniform level of security for the entire IT environment, so that attackers
cannot find a weakly protected workstation to use as an entry point. departure for
dangerous actions against the organization.

As a result of cyber events, such as attacks such as those associated with the
EMOTET and Andromeda Malware Campaigns, it was found the need to implement a
centralized component to ensure cyber security at the MIPE level, by configuring the
Central Antivirus Solution Administration Console, in order to come in the face of cyber-
attacks and to have the possibility of automatic detection and analysis of cyber threats and
related possible incidents. In the current geopolitical conditions and considering the
possible cyber effects generated by the informational component of the current global state
of war, it is necessary to ensure the cyber security component by using emerging machine
learning technologies, cloud scanning features and sandbox analyzer to detect malicious
activity that evades traditional endpoint attack prevention mechanisms.

Threat visualization features enable focus on specific aspects of investigations,
helping to understand complex detections, and identify the root cause of attacks, thus
maximizing immediate response capability.

The integrated central console provides automated alert prioritization with one-
click remediation functions. It will thus achieve continuous analysis within the
organization, using unique capabilities to identify risk based on hundreds of factors.
Providing clear guidance for mitigating potential risks at the user, network and operating
system levels.

For the administration of the 3400 licenses of the workstations, centrally from the
console, it is necessary to consume a low effort for the maintenance activity of the automatic
processes, being easy to implement and integrate into the existing security architecture.

The agent is resource-efficient, with low administrative costs in terms of disk
space, memory, bandwidth, and CPU resources.

The flexibility, scalability and upgradeability of the complete endpoint protection
platform and managed detection and response services are required in the process of
ensuring the cybersecurity standard built at the MIPE level.

By using cutting-edge threat detection technology, including fileless attacks,
ransomware and other zero-day threats.

In threat analysis, the event logging feature continuously filters events produced on
the endpoint, compiling a prioritized list of incidents for further investigation and response.

In the event recording process, continuous monitoring allows data to be passed to the
threat analysis module to visualize the results generated by the events involved in an attack.

The single management console automatically executes suspicious payloads in a
controlled virtual environment. The threat analysis module then uses this analysis to make
appropriate decisions about suspicious files, according to the automation achieved through
the security policy implemented at the level of the single management console.
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Cyber Security incident investigation and response processes will be automated
through the loC search capability, querying the event database to discover possible threats
through ATT&CK techniques and indicators of compromise as well as updated
information on discovered threats or other possible malware.

METHODOLOGY

The research was carried out at the level of the Ministry of Investments and
European Projects, with the main aim of creating scientific and technological excellence by
analyzing the results obtained through the use of intelligent technologies at the central
administration level, as well as obtaining advantages in the field of cyber security and
resilience of systems, services and critical infrastructure of national importance, as well as
increasing the degree of cyber security culture in the central public administration and
among contractual users or civil servants, with the possibility of establishing within the
organization at least 3 positions with specific tasks in the cyber field, in direct
collaboration with the Ministry's Security Structure and in a cooperation agreement with
the National Cyber Intelligence Center of the Romanian Intelligence Service.

The period included in the analysis activity is between the years 2013-2023, including
two programming periods of non-refundable financing from European funds, facilitated by the
European Commission, as well as the National Recovery and Resilience Plan.

The three projects carried out by the Cyber-int National Center, to ensure cyber
security at the national level, constituting a security umbrella, over the critical
infrastructure of national interest, which will be reinvented through the digital
transformation generated with the help of emerging technologies, which have produced an
evolution considerable in government digital transformation.

Emerging technologies and the integration of machine learning functionalities
through artificial intelligence, at the level of the Ministry of Investments and European
Projects, as a development measure through innovation, will produce positive effects
including on the development of the national economy by increasing the absorption of
European funds in a secure cyber environment.

RESULTS AND DISCUSSIONS

The cyber security policies, applied at the level of the administration console of the
anti-virus type solution, belonging to the Ministry of Investments and European Projects,
ensure a high degree of defense against current cyber threats.

The software product used is an integrated platform for the security management of
equipment (stations and physical / virtual servers) used and managed within MIPE.

A complete workstation security solution, designed from the ground up as an
integrated EPP and easy-to-use EDR, offering prevention, threat detection, automated
response, pre- and post-compromise visibility, alert triage, investigation, advanced search
and one-click fix.

Relying on highly effective prevention, automatic threat detection and response
technologies, the antivirus software product (the IT solution) greatly limits the number of
incidents that require manual analysis, reducing the operational effort required to use an
EDR solution.

For the centralized solution, delivered on premise and designed with a single agent
and a single console, it is also necessary to ensure the premises to ensure compatibility and
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an easy way to install and integrate into the existing security architecture, by personnel
authorized by the manufacturer.

Integrated device security management platform enables precise protection of
digital assets against even the most difficult-to-detect threats by effectively responding to
all phases of an attack.

The decisive step in the use of emerging technologies through the integration of
Machine Learning and Artificial Intelligence functionalities, at the level of the Ministry of
Investments and European Projects, was made within the projects financed from non-
reimbursable funds, as a measure of the development through innovation, of a critical
infrastructure of national interest, through -a cooperation agreement with the National
Authority in the field of Cyber-intelligence - the National Cyberint Center - within the
Romanian Information Service.

The result is potential threat prevention, deep visibility, accurate incident detection, and
intelligent response to minimize infection exposure and stop unauthorized attacker access.

As an integrated workstation protection package, the integrated device security
management platform ensures a uniform level of security across MIPE's IT environment,
so that attackers cannot find a weakly protected workstation to use as an entry point for
dangerous actions against the organization.

The security equipment used within the organization offers advanced management
capabilities to prevent, detect and investigate cyber security incidents, by analyzing the
risks generated by possible attacks, as well as timely automatic remediation of threats.

Increasing awareness of the importance of ensuring cyber security will be achieved
by informing users, making the first measure of protection against cyber-attacks within the
organization. Human error can be avoided through e-learning and the implementation of
the security assurance component starting from the individual level.

These aspects implemented in the organization will counter the attacks of hackers,
by ensuring regular information activities regarding good practices through constantly sent
emails, organization of courses and training, eliminating the possibility of subsequent,
much more serious problems, especially regarding the information and data belonging to
the central administration.

The public administration will evolve towards a different approach to the use of
emerging technologies, translating into future strategies, the need to use solutions in cloud,
on-premises or hybrid cloud environments, depending on budgets and available advantages
or disadvantages, fulfilling a strategy of innovation and development of digitization
processes by using the funds related to the National Recovery and Resilience Plan.

In order to make the activity more efficient or to avoid situations of temporary
blocking of the procedures applied in the public administration, a solution can be the
subcontracting of the necessary services, which allow access to such intelligent
technologies, constituting an efficient way of managing the platforms, with a cost-benefit
ratio built in in favor of the public institution, with the aim of reducing the use of internal
resources and decongesting the high degree of burden manifested in the activity of public
officials from the central administration.

Public administration services can be optimized with the help of the use of
advanced information technologies. The European Commission tries to set its own
example in this sense, through the procedures and tools it uses in its day-to-day activity, in
its links with the administrations of the member states and with its own decentralized
agencies, marked by constant progress in innovation and computerization. The goal being
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to facilitate citizens' access to public information through new technologies and computer
applications, as well as to achieve better communication between all levels of public
administration in the Union, thanks to the high-speed connection.

The development of the European information society requires a considerable
financial effort, which is constantly growing, which cannot be fully assumed by the
European Union and the governments of the member states.

Practical experience has shown that the private sector is the most capable of taking
the necessary risks in operating and developing new adaptable markets, having the necessary
capital to make such investments necessary for the digital transformation strategy.

The integration of machine learning and artificial intelligence functionalities, at the
level of the Ministry of Investments and European Projects, can be seen in Tables 1 and 2
below, while the use of intelligent technologies such as Sandbox Analyzer and EDR -
Endpoint Threat Detection and Response (ETDR) can be seen in Figures 1 and 3 below,
and Computers — Endpoint policy compliance in Figure 2.

Table 1. Integrating Machine Learning and Artificial Intelligence functionalities, at the
level of the Ministry of European Investments and Projects

Implementation Protected Increasing the Automate Fixed Possible
period workstations | degree of cyber | responses to vulnerabilities security
protection detected and risks
remedied
cyber attacks
Cyber Project 1 250 to 450 200 Endpoints About 50% 75% 25%
Cyber Project 2 450 to 1700 1250 Endpoints About 75% 90% 10%
Cyber Project 3 1700 to 3400 | 3400 Endpoints About 95% 95% 5%

Source: Author’ own research

Table 2. Results of Integrating Machine Learning and Artificial Intelligence
functionalities, at the level of the Ministry of European Investments and Projects

Automation Protected Increasing the Automated Security Security
period endpoints cyber detected and | vulnerabilities risks
protection remedied
cyber attacks
2014-2017 450 200 50% 75% 25%

Workstations

2020-2023 1700 1250 75% 90% 10%
Workstations

2023-2027 3400 3400 95% 95% 5%
Workstations

Source: Author’ own research
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Bitdefender D112_0121_BARMI_FOOD pdf | Threat Analysis Exploit AdobeReader ® sandbox Analyzer

Figure 1. Sandbox Analyzer — Ministry of European Investments and Projects
Source: www.bitdefender.com

Computers - Policy Compliance G P X

B Applied
B Pending

Applied: 1101

Figure 2. Computers — Endpoint policy compliance — Ministry of European Investments
and Projects
Source: www.bitdefender.com
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Figure 3. Endpoint Threat Detection and Response — Ministry of European Investments
and Projects
Source: www.bitdefender.com

CONCLUSIONS

Using machine learning capabilities and automatic incident investigation, certain
activities that should have been performed by a security incident response team will be
performed automatically in conditions where MIPE does not currently benefit from an
internal SOC (Security Operation Center) structure.

Integrated and automated response flows will enable designated personnel to
respond effectively by limiting lateral spread and stopping potential attacks.

Threat visualization features enable focus on specific aspects of investigations, helping to
understand complex detections, and identify the root cause of attacks, thus maximizing
immediate response capability.

The EDR module provides automated alert prioritization with one-click
remediation features. The EDR module will perform continuous analysis within the
organization, using unique capabilities to identify risk based on hundreds of factors.
Providing clear guidance for mitigating potential risks at the user, network and operating
system levels. EDR administration requires low maintenance effort, being easy to
implement and integrate into the existing security architecture, compatible with the
antivirus solution used at the MIPE level.

The agent is resource-efficient, with low administrative costs in terms of disk
space, memory, bandwidth, and CPU resources. The flexibility, scalability and
upgradeability of the complete endpoint protection platform and managed detection and
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response (MDR) services are necessary in the process of ensuring the cybersecurity
standard built at the MIPE level.

By using cutting-edge threat detection technology, including fileless attacks,
ransomware and other zero-day threats. In threat analysis, the event logging feature
continuously filters events produced on the endpoint, compiling a prioritized list of
incidents for further investigation and response. In the event recording process, continuous
monitoring allows data to be passed to the threat analysis module to visualize the results
generated by the events involved in an attack.

The Sandbox Analyzer component automatically executes suspicious payloads in a
controlled virtual environment. The threat analysis module then uses this analysis to make
appropriate decisions about suspicious files, according to the automation achieved through
the security policy implemented at the level of the single management console.

Cyber Security incident investigation and response processes will be automated
through the loC search capability, querying the event database to discover possible threats
through ATT&CK techniques and indicators of compromise as well as updated
information on discovered threats or other possible malware.

The use of security solutions through intelligent technologies will generate real
benefits within the organization through the necessary configuration in the secure
operation standards. Intuitive emerging technologies will optimize the time required to
implement new security policies to achieve better monitoring and accurate alerting.

The cooperation with the National CYBERINT Center - Romanian Information
Service, ensures stability in the cyber defense component, as well as access to the
necessary knowledge in carrying out the awareness activity of the importance of ensuring
the state of cyber security.

Cooperation to ensure cyber security, participation in seminars and conferences in
the field of cyber defense, represent excellent tools for improvement and innovation in the
organization, creating the premises for the assimilation of good practices, in establishing
the best decisions for the public institution.

The unified and integrated technologies offer a measurable advantage in obtaining
more efficient results, benefiting from unique management consoles and tools adapted to the
level of expertise held in the organization, completed with the cyber security strategies built
by the Cyber Security department of the Ministry of Investments and European Projects.

The budget allocated to innovation in public administration, through specific
European funding programs, will create and maintain the necessary stability, especially in
critical areas of the national economy, such as the absorption of European funds.

The economy and society will undergo transformations, the role of robotics in
industry and the automation of repetitive processes in organizations will increase
considerably.

The revolution of emerging technologies brings both benefits and vulnerabilities,
threats and risks, especially in cyberspace, regarding the need to ensure cyber defense.

By reinventing governance and computerizing public administration, a parallel
virtual world will be created, in which the existence of the state, with the balance of the
necessary security state, must be protected, so that the cyber environment is safe and
secure even for the citizens.

The repercussions of competition in innovation produce major transformations
through interoperability and synergy, including in society, simplifying the crowded life of
modern man in the era of the information society.
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Strategic areas such as the attraction and absorption of European funds, by ensuring
cyber security, aiming at the modernization and computerization of the public
administration in Romania, constituting a national interest for the government's evolution
in innovation.

Creating a global framework of security and trust in ICT, with an expansive trend
towards automating repetitive processes, will generate the achievement of optimal efficiency.

These strategic objectives aim at the creation of scientific and technological
excellence, obtaining advantages in innovation through the security and resilience of
systems, services and critical infrastructure of national importance, as well as increasing
the degree of cyber security culture among officials in the central public administration.

An important stage will be achieved in the inter-institutional collaboration, for the
achievement of the fundamental objectives of the country strategy, the field of funds
becoming a critical infrastructure of national interest, through the inherent implications
generated in the national economy, all important plans of the current modern society being
affected, from the financial - up to economic, social-educational, even political, with all the
necessary risks assumed through the decisions applied at the level of future strategies.

The efficient management of the infrastructure and applications intended for the
management of European funds, having a particular importance in the evolutionary process
of increasing the quality of life, represents the first step towards knowledge, innovation
and development of society in the information age.
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Abstract. This study underscores the premise that national economic security is also described by the
phenomenon of the public procurement contract, which will take into account the rigors imposed by the
legislator, respecting the fundamental principles and capitalizing on concepts such as good management of
public money, green procurement, wise procurement, control managerial quality, through the responsible
involvement of all participating actors. The achievement of sustainable public procurement requires an
extensive, complex process, which includes a set of effective tools and mechanisms. If we are to mention the
public procurement contract and especially the procedures expressly provided by the Moldovan legislator,
we can mention that this type of contract can be awarded through the following procedures: open tender;
restricted tender; competitive dialogue; negotiated procedures; request for price offers; solution contest;
acquisition in the case of social housing construction plans. The study includes a brief synthesis of the
reasoned opinions of some authors, experts in the field of public procurement, regarding the development of
the concept of ensuring economic security. The research methods used were varied: documentary analysis,
comparative analysis, synthesis, the method of induction and deduction. The importance of knowing and
capitalizing on tools and mechanisms for sustainable public procurement, in the context of ensuring national
economic security, will take into account, first of all, the fundamental principle of the efficient use of public
money, which will involve following a well-determined direction.

Keywords: public procurement, public procurement procedures, national economic security, effective tools
and mechanisms, economic security viewed through the lens of the implementation of sustainable public
procurement.
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INTRODUCTION

This study was carried out with the intention of researching and analyzing what are
the tools and mechanisms for achieving sustainable public procurement in the context of
ensuring national economic security. The main beneficial changes in the given system,
conditioned by the normative improvements, elaborated according to the provisions of the
European directives and the harmonization of the national legal framework show that,
despite some shortcomings, challenges, this set of instruments and mechanisms is
continuously developing, the impact of which has a positive connotation both at national
level and in relation to external evaluation mechanisms.

The social dialogue between the authorities responsible for carrying out sustainable
procurements and the other actors involved, the involvement of civil society in monitoring
the correct and efficient progress of procurements, the increasingly daring implementation
of green public procurements, increasing the efficiency of the use of public money, the
evaluation of management in the field of public procurements from the stage from
initiation to control - all these tools, mechanisms, as well as others are to be addressed,
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tangentially, in this research. The study includes a brief synthesis of the reasoned opinions
of some authors, experts in the field of public procurement, regarding the development of
the concept of ensuring economic security, the emphasis being mainly on this aspect. The
research methods used were various: documentary analysis, comparative analysis,
synthesis, the method of induction and deduction etc.

DISCUSSIONS AND RESULTS

In accordance with art. 72 of the Law [1], which provides the essence of the
principles of awarding the public procurement contract, we highlight the idea that the
public procurement contract is awarded based on the following principles, namely: a)
compliance with the law, legal order, good morals and professional ethics; b) selecting the
most advantageous offer; c) ensuring environmental protection and supporting social
programs in the process of executing the contract.

In the same way, we can mention the special conditions for the execution of the
public procurement contract, which must be provided in the notice/invitation to participate
or in the specifications. Therefore, they can have as their objective, in particular, the
encouragement of professional training at the workplace, the employment of the
unemployed, young people and people with integration difficulties, the reducing the
number at the unemployment level, the professional training of the unemployed and young
people, the protection of the environment, the improvement of working conditions and
work security, the development of the rural environment and the professional training of
farmers, the protection and support of small and medium-sized enterprises, including
during the execution of the contract and under subcontracting conditions. [1, art. 73]

The authors Ulian G. and Mulic A. support the idea that "with the help of the public
procurement system, important tasks are solved, such as respecting national security, creating
and supporting state material reserves, ensuring the life of the population, etc.”. [2, p. 39]

However, international experience reveals that the problem of corruption in public
procurement can have a very diverse impact: financial, economic, on the environment,
human health and safety, innovation, etc. Corruption in public procurement causes the
erosion of human values and trust in government at the central and local level, when the
danger appears for the competition and economic development of the country. [3, p. 242]

In France, the different stages of public procurement are governed by the
fundamental principles characteristic of public procurement, expressly provided in art. 3 of
the Public Procurement Code. It is about: freedom of access to public procurement; equal
treatment of candidates and transparency of procedures. In this sense, the regulations
applicable to public procurement are aimed at preventing violations of any nature, such as,
for example, conflicts of interest, acts of corruption, favoritism, etc. These breaches of
integrity could be of concern to all public procurement stakeholders. [4, p. 9]

Public officials have the obligation to exercise their functions with impartiality,
probity, integrity, dignity and to ensure that any conflict of interest is prevented or stopped
immediately. These principles apply to all public servants (public servants, especially those
seconded to public institutions and contract workers in the three public services). [4, p.11]

Researcher Osmoschescu N. claims that "...from a legal point of view, the right to a
healthy environment is a fundamental right from the category of social-economic rights,
civil rights that ensure the material, physical and cultural development of the person,
allowing him to participate as actively as possible, to social life". [5]
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According to the researcher Odainic M., in the Republic of Moldova, the propagation
of the concept of sustainable public procurement among the contracting authorities remains a
priority even today, so that it is absolutely necessary that the degree of awareness and
implementation by the contracting authorities of the standards of sustainability in the
processes of purchasing products , services and works to increase. We cannot deny that, in
particular, public procurement legislation, together with the constitutional framework and
subsequent national environmental legislation, regulate important standards that, if
implemented, would increase the positive impact of public procurement on the environment.
And this becomes a global emergency in the conditions in which every part of the globe
already feels, more intensely or more attenuated, the effects of climate changes that have
become a reality experienced today by each of us. [6, p. 52]

If we are to analyze, in essence, the institution of the public procurement contract
and especially the procedures expressly provided by the Moldovan legislator, we can
mention that this type of contract can be awarded through the following procedures: a)
open tender; b) restricted tender; c) competitive dialogue; d) negotiated procedures; e)
request for price offers; f) solutions competition; g) acquisition in the case of social
housing construction plans.

Therefore, the basic procedures for awarding the public procurement contract are
the open tender and the restricted tender. The contracting authority can use special award
methods only in the cases expressly provided by law. It should be noted that the
contracting authority has the right to use the following specific techniques and instruments
for awarding public procurement contracts: the framework agreement; the dynamic
purchasing system; electronic auction; electronic catalogs.

The choice of the award procedure denotes the ability of the contracting authority
to describe its need/necessity, respectively to detail the technical specifications related to
the goods/services/works it intends to purchase. We are also talking about the estimated
value of the public procurement contract, but also about the level of competition on the
market between the economic operators that can supply the goods/services/works that the
contracting authority intends to purchase.

One of the basic procedures is the open tender. The open tender procedure includes
offers from all economic operators who wish to participate in the tender. The rule is the
awarding of the public procurement contract through an open tender, the other procedures
can be used only by way of exception, under the conditions established by law. The notice
of participation in the open tender is published in the Public Procurement Bulletin (BAP).

The period between the date of publication of the notice of participation and the
deadline for submission of offers must be at least 20 days. If, for technical reasons, the award
documentation cannot be published electronically, the contracting authority has the
obligation to make the award documentation available to the economic operator as quickly as
possible, within a period that must not exceed 2 days from receiving a request from him. [7]

The open tender is initiated by the transmission for publication of a notice of
participation by which economic operators are requested to submit offers. This takes place
in a single stage, it can be completed by an additional stage of electronic auction. It should
be noted that it is recommended to be applied when the offer on the market is not surplus.
Likewise, it can be organized entirely electronically. Open bidding is used for the awarding
of most public procurement contracts, regardless of their subject matter.

Another basic procedure is the restricted tender, which is carried out according to
the same rules as for the open tender, provided that a pre-selection procedure is applied,
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preceded by the publication of a notice of participation in the pre-selection. The restricted
tender procedure is carried out in two stages: the selection of candidates, by applying the
qualification and selection criteria; and the evaluation stage of the offers submitted by the
selected candidates, by applying the award criteria. [art. 51, 1]

The limited tender is initiated by the publication in the BAP of a participation
announcement, through which interested economic operators are requested to submit
candidacies. The period between the date of publication of the notice of participation in the
BAP and the deadline for submitting candidacies must be at least 20 days.

The contracting authority has the obligation to indicate in the notice of participation
the selection criteria and appliable rules, the minimum number of candidates it intends to
select and, if applicable, their maximum number. The minimum number of candidates,
indicated in the notice of participation must be sufficient to ensure real competition and, in
any case, cannot be less than 5. The number of candidates selected in the first stage of the
restricted tender must be at least equal with the minimum number indicated in the
participation notice. If the number of candidates who meet the selection criteria is lower
than the minimum number indicated in the notice of participation, the contracting authority
must cancel the restricted tender procedure. It is forbidden to invite to the second stage of
the restricted tender an economic operator who did not apply in the first stage or who did
not meet the selection criteria. [7]

The request for price offers represents the simplified procedure by which the
contracting authority requests offers from several economic operators, in order to purchase
goods, works or services, which are presented according to concrete specifications.

The contracting authority, through the request for price offers, can award contracts
for public procurement of goods, works or services, which are presented according to
concrete specifications, provided that the estimated value of the acquisition does not
exceed 800,000 lei for goods and services and 2,000,000 lei for works. The contracting
authority can establish, in addition to the price, other requirements that will be taken into
account when evaluating the price offers. In this case, each such requirement and its
relative value shall be indicated in the request for price offers. Each economic operator can
submit a single price offer, without the right to change it, except for the cases provided for
in para. (8) of the Law on public procurement. On such an offer, no negotiations take place
between the contracting authority and the offeror. The bid that meets all the requirements
according to the award criteria provided in the announcement/invitation to participate is
declared the winner. [art. 57, paragraph 1-5, 1]

The procedure for requesting price offers for the purchase of goods and services for
which the participation notice was not published in the BAP is considered to have been
carried out only if at least 3 offers have been submitted. If, as a result of the invitation to
participate, the required number of offers has not been accumulated, the results of the
procurement procedure are canceled and it is organized repeatedly with the prior
publication of a participation notice in the BAP.

If, during the repeatedly organized procedure, it is found that there are less than 3
qualified economic operators, the contracting authority is entitled to award the contract
according to the initially established criteria, with the exception of the procedure for requesting
price offers for works with an estimated value higher, less than or equal to 200,000 lei.

The contracting authority, within no more than 3 days after the establishment of the
winning offer, will inform all participants with a note about the results of the COP
procedure, as well as about the reasons for rejection in the case of rejected offers and about
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the reasons for disqualification in the case of disqualified bidders. The contract will be
concluded no earlier than 6 days from the date of transmission of the communication
regarding the result of the application of the award procedure. Within 5 days from the date
of conclusion of the contract or additional agreement (regarding the
modification/termination of the contract), the contracting authority will draw up and
submit a report to the Agency for examination. In the event that no offer was submitted to
the respective procedure, as well as in the event of its cancellation, the contracting
authority, within 5 days after the deadline for submitting the offers indicated in the
invitation/announcement to participate, will present to the Agency.

The legislator defined the negotiation procedure as the procedure in which the
contracting authority consults the economic operators regarding their options and
negotiates the contractual conditions with one or more of them. [art. 1, 1]

The negotiating procedures are the procedures in which, in order to identify the most
advantageous offer, the contracting authorities negotiate with the bidders the offers presented
by them in order to adapt them to the requirements expressed in the notice of participation, in
the descriptive documentation and in any additional documents. It should be noted that the
choice of this procedure does not depend on the estimated value of the contract.

The negotiation with the prior publication of an invitation to participate takes place
in three stages: the candidate qualification stage; the negotiation stage with qualified
candidates; evaluation of the final offers submitted by them and designation of the winner.

The negotiation with the prior publication of a tender notice is applied in the
following cases: in the case of the presentation of incorrect or unacceptable offers within
an open or restricted tender procedure, of a request for price offers or within a competitive
dialogue, if they are not modified substantially the initial conditions of the contract. The
contracting authority has the right not to publish a notice of participation if it includes in
the negotiated procedure all bidders or only bidders who meet the qualitative selection
criteria and who submitted, during the previous open or restricted procedure, the procedure
for requesting price offers or the previous competitive dialogue, offers compliant with the
official requirements of the award procedure. [7]

The application of the negotiated procedure in this case is possible only after the
cancellation of the initial procedure. It is applied in the following cases: in exceptionally
well-reasoned cases, if it is about goods, works or services whose nature or whose risks do
not allow the prior and definitive establishment of prices; in the field of services, including
intellectual ones, such as the design of works, to the extent that, due to the nature of the
services to be provided, the contract specifications cannot be established precisely enough
to allow the award of the contract by selecting the most advantageous offer, according to
the rules regarding the open procedure or the restricted procedure; in the case of public
procurement contracts for works performed or services provided exclusively for the
purpose of research-development or experimentation and not to ensure a profit or to cover
research-development costs.

Before the initiation of the negotiation procedure, the working group has the
obligation to verify the meeting of the conditions provided for the conduct of this
procedure. The result of the verification is concretized by drawing up the working group
that becomes part of the public procurement file. The decision regarding the application of
the negotiation procedure for the award of the public procurement contract is adopted with
the majority of votes of the working group members and is recorded in a minutes. If there
are separate opinions, they are recorded in the minutes. The negotiation procedure is
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initiated by submitting for publication in the BAP a notice of participation, by which the
economic operators are invited to participate in the negotiation procedure. The period
between the date of publication of the notice of participation in the BAP and the deadline
for submitting candidacies must be at least 20 days.

In the negotiation procedure with the publication of a call for participation, the
minimum number of invited candidates cannot be less than 3. In any case, the number of
invited candidates must be sufficient to ensure real competition. In case, the number of
candidates preselected is lower than the minimum number provided in the call for
participation, either due to the fact that not enough applications were submitted, or due to
the fact that some of the candidates did not meet the minimum qualification requirements,
the contracting authority will cancel the negotiation procedure with prior publication of an
announcement of participation. The period granted for the preparation of the preliminary
offer must not be less than 10 days.

The negotiations continue until the moment when each participant in the
negotiations declares that the preliminary offer he presented can no longer be improved, a
fact that is explicitly recorded in the minutes of the meeting. During the final meeting, each
participant has the obligation to present the final elements of his preliminary technical and
financial proposal, for which the award criteria will be applied. As a result of the final
meeting, the working group draws up the minutes of the final meeting, which ends with
each participant separately. Within two days of the final meeting, the bidders are obliged to
submit in writing to the contracting authority, for the attention of the working group, the
final bid in full accordance with the aspects established during the negotiation rounds. The
offer will be presented in the format required in the award documentation.

Negotiation without prior publication of a contract notice. The contracting
authority has the right to apply the negotiation procedure without the prior publication of a
tender notice only in the following cases: * no offer or no adequate offer or no candidacy
has been submitted in response to an open tender or restricted tender procedure so while
the initial conditions of the contract are not substantially modified; ¢ to a strictly necessary
extent, for reasons of maximum urgency as a result of unforeseeable events for the
contracting authority in question. In this case, the reasons invoked to justify the urgency of
the acquisition must not represent the result of the negligence of the contracting authority;
« for technical reasons, creation or related to the protection of exclusive rights, a single
economic operator has the necessary goods, works and services or a single economic
operator has priority rights over them and there is no other alternative. [art. 56, 1]

In the case of public procurement contracts for works and services: for the
additional works or services that are not provided for in the initial estimated project or in
the initial contract and that have become necessary for the execution of the works or the
provision of the services indicated therein, as a result of an unforeseeable situation : ¢ if the
respective additional works or services cannot be separated, from a technical or economic
point of view, from the object of the initial contract without constituting a major
inconvenience for the contracting authorities; or * if the respective additional works or
services, even if they can be separated from the object of the original contract, are strictly
necessary for its completion. The cumulative value of contracts awarded for additional
works or services must not exceed 15% of the initial contract value.

The framework agreement represents an agreement concluded between one or more
contracting authorities and one or more economic operators, with the object of establishing
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the conditions for the contracts to be awarded during a determined period, in particular the
prices and, as the case may be, the stipulated quantities. [art. 61, paragraphe 1, 1]

The contracting authority has the obligation to conclude the framework agreement
by applying the open tender or restricted tender procedure. The contracting authority does
not have the right to establish that the duration of a framework agreement exceeds 4 years,
except in exceptional cases, which it can justify in particular by the specific object of the
contracts to be awarded based on the respective framework agreement.

Contracts that are awarded on the basis of a framework agreement can only be
concluded between the contracting authority/authorities and the economic
operator/operators that are part of the respective agreement. If the contracting authority
concludes the framework agreement with several economic operators, their number cannot
be less than 3, as long as there is a sufficient number of economic operators who have met
the qualification and selection criteria and who have submitted offers admissible. If the
number of economic operators who have met the qualification and selection criteria and
who have submitted admissible offers is lower than the minimum number indicated in the
notice/invitation to participate, the contracting authority is obliged to cancel the procedure
for concluding the framework agreement. The contracting authority has the right to assign
subsequent public procurement contracts to a framework agreement concluded with several
economic operators: either without resuming the competition; either by resuming
competition between economic operators signatories of the framework agreement. [7]

It is well known that green public procurement is a way in which public authorities
can contribute to the protection of the environment through the process of acquiring the
goods and services necessary to carry out specific tasks. This approach encourages the
production and use of goods and services that meet environmental standards, as well as
encouraging innovation and the development of clean technologies.

In the European space, ecological public procurement is considered to be a key
element for achieving the objectives set by the European Union in the field of
environment, such as reducing greenhouse gas emissions, conserving natural resources and
promoting sustainable development. That is why, starting in 2008, the European
Commission established an action plan for green public procurement. Therefore, ecological
public procurement not only benefits the environment, but also the economy. They can
reduce the operating and maintenance costs of purchased goods and services in the long
term by reducing the consumption of energy and other resources. [8]

They can also stimulate innovation and the development of green technologies, thus
providing business opportunities for companies that produce and provide such products
and services. In addition, green public procurement can help raise public awareness of
environmental issues and encourage behavioral changes among consumers. The European
Union has developed and promotes the use of standardized environmental criteria for
public procurement, through guidelines and environmental impact assessment tools. These
criteria aim to ensure that public procurement is carried out in a way that minimizes the
negative impact on the environment by selecting goods and services that are less polluting
and more sustainable. Moreover, the use of standardized criteria facilitates the comparison
and evaluation of offers, contributing to increased transparency and competition in the
procurement process. [8]

The author Bogus A., in her own studies, brings plausible arguments such as "the
Moldovan government has made considerable progress in optimizing the social dialogue
with civil society, a significant actor in the democratization of society. Recently, the
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involvement of civil society, in the process of monitoring the use of public money, has
accelerated. Civil society managed to bring to light a series of illegalities, frauds™. [9, p. 422]

In the same study, the author mentions that increasing the role of civil society in the
supervision of public procurement procedures represents an important step in increasing
the degree of democratization of society, but in practice, there are still many problems.
Civil society encounters many difficulties in this complex process, from restricting access
to information to neglecting its role. [9, p. 421]

Through the objectives of the National Development Strategy "Moldova Europeana
2023" [10], a development vision centered on man is proposed, where he is a beneficiary
and not a resource or instrument of development. The path to be implemented will have a
direct positive impact on well-being and will capitalize on human potential on an
entrepreneurial, educational, cultural and productive level. Thus, the efficient use of public
money, through the effective capitalization of "wise" public procurement procedures, will
constitute a good way to achieve all the objectives proposed by the Strategy.

CONCLUSIONS

In this study, an attempt was made to emphasize the importance and impact of
some tools and mechanisms for achieving sustainable public procurement, in the context of
ensuring national economic security. Or, as the result of the research carried out, the
efficient use of public money requires following a balanced, well-determined route, from
highlighting the best procurement procedures to effective control.

National economic security is also described by the phenomenon of the public procurement
contract, which will take into account the rigors imposed by the legislator, respecting the
fundamental principles and capitalizing on concepts such as good management of public
money, green procurement, wise procurement, managerial quality control, by involving
with the responsibility of all participating actors.

Undoubtedly, we can state that there are obvious benefits to the use of green public
procurement, but their implementation may encounter certain challenges, such as the lack
of knowledge and experience regarding the use of environmental criteria. For this reason,
the EU green public procurement criteria are regularly updated to ensure that they reflect
the latest technological and market developments.
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Abstract: This scientific article aims to examine the economic resilience and sustainability of tourism
businesses by assessing the factors influencing economic security within the tourism sector. The study
provides a comprehensive analysis of the various determinants that contribute to the economic security of
tourism businesses, considering both internal and external factors. By conducting a thorough literature
review and utilizing empirical research methods, the authors identify key elements that impact the economic
resilience and sustainability of tourism businesses, such as government policies, market demand,
environmental considerations, technological advancements, and socio-cultural aspects. The findings of this
research will contribute to a better understanding of the intricate dynamics involved in maintaining
economic security within the tourism sector, thereby assisting policymakers and industry stakeholders in
developing strategies and initiatives to promote long-term viability and growth in this important sector.
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INTRODUCTION

The tourism industry has emerged as a vital driver of economic growth and
development worldwide. Its significant contributions to employment generation, foreign
exchange earnings, and infrastructure development have made it a cornerstone of many
economies. However, the sector is not without challenges, including the effects of political
instability, environmental concerns, market fluctuations, and technological advancements.
To ensure the long-term resilience and sustainability of the tourism sector, it is critical to
understand and assess the factors that influence economic security within tourism businesses.

This article aims to examine the various factors that play a crucial role in
determining the economic security of tourism businesses. Economic security refers to the
ability of tourism businesses to withstand external shocks and crises, adapt to changing
market conditions, and recover swiftly from disruptions. Achieving economic security is
essential not only for safeguarding the livelihoods of those employed in the tourism sector
but also for sustaining the overall growth and prosperity of the industry.

To analyze the factors influencing economic security in the tourism sector
comprehensively, this article adopts a multidimensional approach. These factors include
political stability and security, environmental sustainability, market diversification,
technological innovations, human resources and skills development, infrastructure
development, and effective governance and policy frameworks. By analyzing these
dimensions, policymakers and industry stakeholders can gain insights into the key drivers of
economic security and devise strategies to enhance the sector's resilience and sustainability.
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While previous studies have examined some of these factors individually, this
article seeks to integrate them into a comprehensive framework that encompasses the
diverse aspects of economic security. By doing so, it will not only provide a holistic
understanding of the challenges faced by tourism businesses but also facilitate the
identification of effective solutions and strategies.

Moreover, this article will present a series of case studies that examine real-world
scenarios and explore the practices, policies, and innovations adopted by tourism
businesses to enhance their economic security. These case studies will shed light on
successful approaches, identify best practices, and highlight potential areas for
improvement. This practical perspective will offer valuable insights to industry
practitioners, policymakers, and academics looking to enhance the resilience and
sustainability of tourism businesses.

Ultimately, the findings from this study will contribute to evidence-based decision-
making and inform the development of policies and strategies aimed at fostering economic
security within the tourism sector. By embracing these insights, stakeholders can ensure
the long-term growth and success of the tourism industry while promoting a sustainable
and resilient future.

THE ECONOMIC RESILIENCE AND SUSTAINABILITY OF TOURIST
BUSINESSES

Economic resilience refers to the capacity of tourism businesses and destinations to
withstand, adapt, and recover from shocks and disruptions. In the context of the tourism
sector, economic resilience is crucial for maintaining a stable and sustainable business
environment. Several studies have explored the concept of economic resilience in tourism,
highlighting the role of diversification, flexible business models, and robust destination
management strategies in fostering resilience. These studies emphasize the need for
proactive measures to mitigate risks and build adaptive capacities within the tourism sector.

Sustainability has become an integral aspect of tourism development, recognizing
the importance of balancing economic, environmental, and socio-cultural factors.
Numerous studies have examined the sustainable practices adopted by tourism businesses,
including resource efficiency, waste management, community engagement, and
responsible tourism initiatives. Sustainable tourism practices not only enhance the long-
term viability of businesses but also contribute to destination attractiveness and the overall
well-being of local communities.

FACTORS INFLUENCING ECONOMIC SECURITY

The economic security of tourism businesses is influenced by various factors,
which need to be understood and managed effectively. Political stability and security play
a crucial role in attracting tourists and investment, as politically unstable destinations often
experience declining visitor numbers. Environmental sustainability is becoming
increasingly important, with travelers seeking destinations that prioritize conservation and
responsible environmental management. Market diversification, including the
identification of niche markets and diversification of source markets, helps mitigate risks
associated with overreliance on specific segments or countries. Technological innovations,
such as the use of online platforms, social media, and big data analytics, have
revolutionized the tourism industry and can significantly impact economic security.
Human resources and skills development are essential for ensuring a competent and
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adaptable workforce that can respond to changing market demands. Infrastructure
development, including transportation and hospitality facilities, is critical for enhancing the
competitiveness and attractiveness of tourism destinations. Finally, effective governance
and policy frameworks provide a stable and enabling environment for tourism businesses,
promoting investment, and supporting long-term growth.

Overall, the literature highlights the interconnectedness and complexity of factors
influencing economic security in the tourism sector. By considering these factors
collectively and implementing appropriate strategies, policymakers and industry
stakeholders can enhance the resilience and sustainability of tourism businesses.

Several factors influence the economic security in the tourism sector. These factors
can have both positive and negative impacts on the stability and resilience of tourism
businesses. Here are some examples:

1. External shocks and crises.

Natural disasters, political instability, economic downturns, and global pandemics
such as COVID-19 can significantly affect the economic security of tourism businesses.
These events disrupt travel patterns, decrease tourist arrivals, and disrupt the operations of
tourism-related industries.

For example, the global financial crisis in 2008 had a profound impact on the
tourism sector, leading to a decrease in travel demand and spending, negatively affecting
the economic security of tourism businesses. Similarly, the eruption of Eyjafjallajokull
volcano in Iceland in 2010 resulted in a massive disruption of air travel, causing significant
economic losses for several European tourism destinations.

2. Seasonality and fluctuations in demand.

Many tourist destinations experience seasonal variations in visitor arrivals, which
can impact the economic security of tourism businesses. Businesses heavily reliant on peak
season revenue may struggle during off-peak periods, leading to financial instability.

For instance, beach resorts in tropical destinations often experience a surge in
visitors during the summer months but witness a significant decline in the offseason,
impacting the financial health of hotels, restaurants, and other tourism-related businesses.

3. Destination attractiveness and competitiveness:

Destinations that have established effective public-private partnerships,
implemented crisis management strategies, and fostered cooperation between government
and industry stakeholders are better equipped to handle potential threats and ensure the
long-term economic security of tourism businesses.

These factors, among others, interact and influence the economic security of
tourism businesses in complex ways. Understanding and addressing these factors is vital
for promoting resilience and sustainability within the tourism sector. The attractiveness and
competitiveness of a tourist destination can greatly influence the economic security of
businesses within the sector. Factors such as natural and cultural resources, infrastructure,
marketing efforts, and the overall quality of the tourism product contribute to a
destination's appeal.

For example, a destination known for its pristine beaches, rich cultural heritage,
and well-developed tourism infrastructure is likely to attract more tourists and generate
more revenue, thereby ensuring greater economic security for tourism businesses. On the
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other hand, less attractive destinations may struggle to maintain a steady flow of tourists,
leading to financial challenges for businesses operating within them.

4. Diversification and innovation.

The ability of tourism businesses to diversify their products and adapt to changing
market trends plays a crucial role in their economic security. Diversification reduces
dependence on singular revenue sources and provides resilience when faced with shocks or
changes in demand.

For instance, a hotel that offers additional services like spa facilities, adventure
activities, or conference amenities can attract a wider range of tourists and sustain its
competitiveness even during periods of low demand.

5. Collaboration and cooperation.

The level of collaboration and cooperation among tourism stakeholders, including
businesses, government bodies, local communities, and industry associations, significantly
influences the economic security of the sector.

6. Government policies and regulations.

The policies and regulations implemented by governments have a significant
impact on the economic security of tourism businesses. Favorable policies that support
tourism development, provide incentives, and ensure a conducive business environment
can enhance the resilience of tourism businesses.

For example, tax incentives for tourism investments, streamlined visa procedures,
and supportive infrastructure development can attract more tourists, promote business
growth, and improve the economic security of tourism establishments.

7. Technological advancements.

Technological innovations play a crucial role in shaping the economic security of
the tourism sector. The adoption of digital platforms, online booking systems, and
customer relationship management tools can enhance operational efficiency, improve
marketing strategies, and facilitate better customer experiences.

For instance, a tourism business with a robust online presence and the ability to
leverage technology for personalized marketing and direct customer engagement is more
likely to thrive in today's digital era, ensuring greater economic security.

8. Environmental sustainability.

The sustainable management of tourism resources, including natural and cultural
heritage, is essential for ensuring long-term economic security in the tourism sector. The
conservation and responsible use of resources not only protect the destination's appeal but
also contribute to the overall sustainability of tourism businesses.

For example, implementing sustainable practices such as waste management,
energy conservation, and promoting responsible tourism behavior can enhance the
reputation of a destination, attract eco-conscious travelers, and contribute to the economic
security of businesses that prioritize sustainability.

It's important to note that these factors are interconnected, and their influence on
economic security may vary depending on the specific context and characteristics of the
tourism industry in a given destination. Addressing these factors in a comprehensive
manner is crucial for fostering economic resilience and sustainability in the tourism sector.
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To deduct findings about the economic resilience and the sustainability of the
tourism sector, the author is bringing the conclusions of some case studies as it follows:

v Research conducted by K. Podhorodecka examined the economic resilience and
sustainability of tourism businesses in the Maldives. The study found that the
Maldives, a popular tourist destination highly dependent on international arrivals,
faced significant challenges during the global financial crisis in 2008. However,
through diversification strategies such as targeting niche markets, expanding
tourism offerings beyond beach resorts, and promoting sustainable practices, the
Maldives was able to rebound and maintain its economic security. The study
concludes that diversification and sustainable tourism practices are crucial for
enhancing the resilience and sustainability of tourism businesses in destinations
highly dependent on international visitors [6].

v’ After the devastating earthquake in Christchurch in 2011, the tourism sector in
New Zealand faced substantial disruptions. A research study by Becken S. et al.
examined the economic resilience of tourism businesses in the Christchurch
region. The study found that effective crisis management strategies, close
collaboration between tourism businesses, industry associations, and government
bodies, as well as strong support for the recovery and rebuilding process, played a
critical role in ensuring the economic security of the tourism sector. The study
concludes that collaborative efforts and effective crisis management are essential
for enhancing economic resilience in the aftermath of a major crisis [7].

v A case study by Guttentag & Smith (2019) focused on the economic resilience of
tourism businesses in Barcelona, a destination grappling with overtourism issues. The
study explored the relationship between community engagement and the economic
security of tourism establishments. It found that businesses that actively engaged with
local residents, encouraged sustainable practices, and supported local economic
development initiatives were more likely to withstand the negative impacts of
overtourism and maintain their economic security. The study concludes that
community engagement and responsible tourism practices are vital for sustainable
economic growth and resilience in destinations facing overtourism challenges [5].

These case studies highlight the importance of various factors such as
diversification, crisis management, collaboration, sustainability, and community
engagement in ensuring economic security and resilience in the tourism sector. By
studying these real-world examples, researchers and practitioners can gain valuable
insights and lessons that can inform strategies to promote sustainable economic
development in tourism destinations.

CONCLUSIONS

1. External shocks and crises pose significant threats to the economic security of
tourism businesses. The ability to effectively manage and respond to such shocks
is crucial for maintaining stability and resilience.

2. Diversification plays a crucial role in enhancing economic security in the tourism
sector. Tourism businesses that offer a range of products and services can mitigate
risks associated with seasonality and fluctuations in demand.

3. Collaboration and cooperation among stakeholders, including businesses,
government bodies, and local communities, are essential for fostering economic
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security in the tourism sector. Public-private partnerships and effective crisis
management are key aspects of this collaboration.

4. Sustainable practices, including environmental conservation and responsible
tourism behavior, are integral to ensuring long-term economic security.
Destinations that prioritize sustainability are more likely to attract tourists and
maintain a positive reputation.

5. The role of technology in enhancing economic security cannot be underestimated.
Adopting technological advancements, such as online platforms and digital
marketing, enables tourism businesses to improve operational efficiency and
attract a broader customer base.

These conclusions emphasize the interconnectedness of various factors influencing

economic security in the tourism sector and highlight the need for comprehensive
strategies that address these factors to promote resilience and sustainability.
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Abstract: This article examines the innovative strategies employed by tour operating companies in response
to geopolitical challenges, particularly focusing on the creation of transborder routes. In a world marked by
geopolitical transformations, the tourism industry faces diverse risks that necessitate adaptive measures from
tour operators. The study assesses the risks linked to transborder tourist routes and investigates the
proactive role of tour operators in mitigating these challenges.

Geopolitical factors, such as political and economic instability, terrorism threats, diplomatic disputes,
migration crises, and changes in infrastructure and access, significantly impact the safety and stability of
transborder routes. The article highlights the dynamic nature of these challenges and emphasizes the need
for flexible and responsive strategies from tour operators.

In this context, the research delves into the role of technological innovations, including digital technologies,
the Internet of Things (1oT), artificial intelligence (Al), and blockchain, in enhancing the quality, safety, and
adaptability of transborder tourist routes. It explores how these technologies contribute to efficient logistics,
personalized tourist experiences, and real-time analysis of geopolitical risks.

Furthermore, the article discusses the importance of collaboration among stakeholders in the tourism
industry. It underscores the significance of information exchange and best practices among tour operators to
overcome geopolitical challenges effectively. The study concludes by emphasizing the critical role of
innovation in ensuring the sustainability and success of tour operators amidst geopolitical uncertainties.

Keywords: innovations in tourism, tour operating, geopolitics, transborder routes, tourism industry,
technologies, blockchain.

UDC: [338.482:005.591.6]:005.334
JEL Classification: 032, F50, R58.
INTRODUCTION

In a world where geopolitical transformations not only become an inevitable reality
but also emerge as a defining factor in the global economy and international relations, the
tourism industry finds itself at the epicenter of these changes. Open borders and
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transborder routes, serving as bridges between cultures and nationalities, often become
subjects of strained geopolitical relations, necessitating a balanced and innovative response
from tour operating companies.

There is an escalation of conflicts, shifts in political alliances, and economic
instability that impact the tourism industry through restrictions, sanctions, and other
geopolitical challenges. In this context, innovations in tour operating are identified as a key
element for successful resilience and adaptation to changes, ensuring the stability and
efficiency of transborder tourist routes.

DISCUSSIONS AND RESULTS

Geopolitical factors significantly impact the tourism industry, shaping the
circumstances and conditions for the development and functioning of transborder tourist
routes. Some key aspects include international relations, political conflicts and instability,
trade and economic factors, trade agreements, economic relations, and geographic changes.

Changes in political alliances and diplomatic relations between countries can affect
tourist flows. Simultaneously, political events such as the imposition of visa restrictions or
political conflicts may restrict access to certain regions. Positive changes in international
relations stimulate tourist flows by promoting transborder cooperation and the
development of joint tourism initiatives.

In the context of unfolding political conflicts, key factors are the safety of tourists
and the mitigation of various risks. The deployment of political conflicts, terrorist threats,
or economic instability leads to a reduction in tourist demand and restrictions on the
movement of tourists through specific transborder routes. Additionally, the imposition of
international sanctions often limits the opportunities for tourism enterprises and affects
their collaboration with other countries.

Trade and economic factors also play a crucial role in tourism. Changes in exchange
rates and economic difficulties impact the cost of travel and the choice of transborder
routes for tourists. Furthermore, trade agreements and economic relations between
countries can stimulate tourism by facilitating visa regimes and increasing tourist services.

Therefore, relying on numerous studies in the field of tourism conducted by
UNWTO, the international share of all trips is expected to reach an impressive figure of
1,800 billion by 2030, from 1.4 billion since COVID-19. It is noteworthy that despite this,
international travel was only accessible to 5-7% of the world's population at that time, as
indicated by small print publications [2].

Geopolitical transformations sometimes provoke geographical changes, leading to
specific environmental and migration processes. Climate change and natural disasters
adversely affect the accessibility and attractiveness of certain transborder regions for
tourists. A negative phenomenon in these processes remains population migration,
influencing the cultural and social dynamics of regions, which may impact tourist interests
and demand. Therefore, geopolitical factors shape and define the tourism industry,
including the consideration of transborder routes and the response of tour operating
companies to these challenges.

In the modern world, where geopolitical turbulence is not only the focus of
politicians and diplomats but also a significant factor influencing the global economy and
sociocultural relations, the tourism industry finds itself in a particularly complex situation.
Political conflicts, sanctions, terrorist threats, and economic instability can have a
considerable impact on transborder routes, which serve as the foundation for the operation
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of tour operators. Changes in international relations, political conflicts, and other
geopolitical phenomena can trigger not only economic and political challenges but also
force tour operators to reconsider their approaches to safety and route planning.

The most complex and multi-stage process is the innovative implementation of the
tourist product (updating the manufactured product) and the technological process of
creating the tourist product (updating the technology). It is during its implementation that
the features and difficulties faced by tour operators are most fully defined [5].

In the context of contemporary geopolitical instability, tour operators face challenges
that require not only adaptation but also strategic reconsideration of their activities.
Geopolitical turbulences, such as political conflicts, sanctions, terrorist threats, and economic
instability, inevitably impact tourist routes, determining both their safety and stability.

Despite geopolitical challenges, there is a group of tourists who can always afford to
travel. According to a UNIDO study conducted earlier this century, three groups of
travelers are distinguished: the elite, the banking circle, and those effectively excluded
from the global system (Henryk F. Handszuh, 2023). Global events and conflicts influence
the choices of such tourists and shape their expectations. Tour operators are tasked with
ensuring the safety of their clients and maintaining the attractiveness of routes even in
unpredictable conditions.

Tour operators, in turn, seek to respond to geopolitical transformations by developing
strategies aimed at preserving the safety and resilience of their routes. This includes
reviewing partnership relations, implementing security technologies, and developing crisis
management plans [6].

To overcome geopolitical challenges and effectively adapt to changes in modern tour
operating, various innovative approaches are utilized. The aspects studied and employed in
this field are outlined in Figure 1.

The use of modern technologies allows tour operators to ensure more precise
tracking of routes and tourist safety. 10T can be utilized to monitor group movements,
control safety conditions, and exchange real-time data. Artificial intelligence algorithms
are employed to analyze geopolitical trends and forecast potential impacts on the tourism
industry. Additionally, data analytics enables tour operators to make informed decisions
and adapt to changes in real-time.

The use of geodata for personalizing marketing strategies is relevant for the work of
tour operators. Furthermore, location data analysis allows tour operators to create targeted
offers and individual routes, considering geopolitical conditions.

In the era of digital technologies and big data, the use of geodata becomes a key
element of an effective marketing strategy in tourism. This approach allows tour operators
not only to better understand their clients but also to create personalized and targeted
offers, taking into account geopolitical and location conditions. Geodata allows collecting
client location data. Tour operators can use this information to create personalized offers,
considering individual interests and needs of tourists. Geodata helps identify demand and
popular locations, which can be used for effective audience segmentation and the creation
of specialized tours.
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Digital technologies and internet of things
(1oT)

— Aurtificial intelligence (Al) and data analysis

— Blockchain technologies for security

Utilization of virtual and augmented reality
(VR/AR)

— Environmentally oriented initiatives

Innovative approaches in tour
operating
I

— Marketing strategies based on geodata

Figure 1. Innovative approaches in tour operating amid geopolitical challenges
Source: author's development

Geodata also allows analyzing and predicting changes in geopolitical conditions and
adapting marketing strategies accordingly. This facilitates a more responsive approach to
challenges and opportunities. The use of geodata for creating interactive routes and
excursions that can be accessed through mobile applications or websites. Through geodata,
advertising campaigns targeting specific locations can be organized, making them more
effective and ensuring a higher level of interaction.

Geodata can be used to interact and attract the audience through social media,
utilizing geotagging and location-based features. The use of geodata in the marketing
strategies of tour operators contributes to the increased effectiveness of advertising
campaigns, audience expansion, and the creation of unique personalized routes that meet
modern tourist demands and expectations.

The use of blockchain technology for ensuring the security and tracking of
transactions is beneficial in providing information transparency, preventing fraud, and
enhancing trust in tour operator services. Blockchain technologies are known for their
reliability, resistance to manipulation, and the ability to create decentralized and secure
systems. The use of blockchain in tourism can significantly improve the security and
tracking of transactions, influencing trust and information openness. Additionally,
blockchain can establish a secure and transparent mechanism for processing and storing
tourists' personal data, ensuring their confidentiality and integrity.

Recording all operations and rewards in the blockchain makes the loyalty system
more transparent and resistant to manipulation. Blockchain allows tracking the supply
chain of products and services, determining their origin and quality. It also enables the
creation of unique and immutable records of tours and packages, avoiding falsification and
ensuring the accuracy of information. Recording personal data and documents in the
blockchain ensures their security and immutability. Using blockchain for forming secure
and immutable contracts in booking systems. Nowadays, most tourist and transportation
organizations have transitioned to electronic documents, enabling the creation of contracts
and issuance of travel documents to tourists without leaving home or the office [1]. All
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these aspects contribute to ensuring a high level of security in tourism, reducing the risk of
manipulation and fraud, and enhancing trust among participants in the tourism process.
Creating virtual tours and interactive explorations for tourists remains relevant today to
increase interest and attractiveness of transborder routes, even during periods of
geopolitical turbulence. In modern tourism, virtual and augmented reality technologies
play a crucial role in creating unparalleled tourist experiences and drawing attention to
transborder routes, especially during periods of geopolitical turbulence. Key aspects of
using VR/AR in tourism include virtual tours and excursions, interactive explorations,
virtual museums and architectural objects, promoting lesser-known places, tourism
marketing and advertising, tour products, and route planning.

The creation of virtual tours allows tourists to visit landmarks, museums, or natural
areas without leaving their homes, which is particularly relevant during periods when
physical mobility is limited. The use of AR to overlay information on the real world
enables tourists to obtain additional data about the history, architecture, and cultural
features of a specific region. Additionally, creating virtual museums and architectural
objects allows tourists to enjoy cultural heritage without being physically present.

VR/AR can be used to present lesser-known or exotic places, contributing to the
expansion of the tourism potential of different regions. Creating immersive virtual stories
and advertising campaigns enhances emotional engagement with a specific route or region.
Using AR for virtual placement of objects and determining optimal routes for travel.

Given the limitations of physical movement during geopolitical turbulence, VR/AR
serve as important tools for attracting tourists and maintaining interest in transborder routes.
These technologies create opportunities for impressive and safe virtual journeys, contributing
to the preservation and development of the tourism industry amid uncertainty [3].

Modern tourism is confronted with a growing understanding of the importance of
nature conservation and sustainable development. In response to this, tour operators
worldwide are increasingly focusing on the development of environmentally friendly and
sustainable routes that not only meet the needs of tourists but also actively contribute to the
preservation of natural resources and ecosystems. Key aspects of development include
environmentally friendly transportation, energy-efficient hotels and infrastructure, water
resource conservation, local cooperation, and social responsibility, education and
ecopedagogy, as well as environmentally friendly activities and experiences. The ecological
efficiency of tourist movement and entrepreneurship helps preserve and gradually restore the
integrity of the environment and cultural heritage [5].

The development of eco-friendly routes not only ensures the sustainability of natural
resources but also creates competitive advantages for tour operators actively implementing
such approaches. Tourists are increasingly interested in vacationing in places where
ecological cleanliness is maintained, and nature is supported and protected. The
development of environmentally friendly and sustainable routes is an important step
towards more responsible and ecologically sustainable tourism. The balance of all
components of sustainable tourism development as a socio-ecological-economic system.
There are limitations in the exploitation of natural tourist-recreational resources in
developing countries, to some extent relative, as they are related to the biosphere's ability
to cope with the consequences of human activity [4].

These innovative approaches enable tour operators to effectively counter geopolitical
challenges, ensuring the safety and stability of transborder routes while simultaneously
creating new opportunities for development and competitiveness. Any innovative
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processes in the tourism industry at the regional level serve as a mechanism for investment
activity throughout the tourism sector. For the tourism sector, the implementation of
innovative processes should be based on the concept of project management as the most
flexible system that adequately influences changes in the external environment, especially
in a market economy [4].

In a world undergoing constant geopolitical and economic changes, tourist routes
become vulnerable to a vast spectrum of risks. Transborder tourist routes, extending across
country and regional borders, pose unique challenges and dangers, particularly in times of
geopolitical tensions. Recognizing and properly addressing these risks are crucial tasks for
the tourism industry, governmental structures, and tourists themselves. In the context of
geopolitical tensions, travel can become not only a source of pleasure but also a challenge to
safety, stability, and comfort. Furthermore, tour operator activities are controlled by global
corporations and conglomerates, typically having the character of integrated structures [1].

Geopolitical tensions can significantly impact tourist routes, creating challenges for
their safety and stability. In a climate of uncertainty and changes on the global stage, tourism
becomes an industry that requires not only creative approaches to development but also
sophisticated risk management strategies. Effective management of these risks demands
concerted efforts from authorities, tour operators, and local communities. National and
regional authorities must study and respond to changes in the geopolitical environment,
developing strategies aimed at supporting and protecting tourist routes (table 1).

Table 1. Risks of transborder tourist routes in conditions of geopolitical tensions

Risks Description
Political and economic Political and economic turbulence affect the safety and stability of
Instability routes, altering conditions for tourists and businesses.

Geopolitical conflicts increase the risk of terrorist threats, casting

Terrorist threats and security doubt on the safety of tourists on transborder routes.

International relations and Diplomatic disputes lead to restrictions on transborder routes,
diplomatic disputes causing uncertainty for tourists and businesses.

Migration crises and border | Migration crises put pressure on border security and result in
security changes to routes.

In conditions of geopolitical tensions, there may be alterations to

Infrastructure and access . .. . e
infrastructure and restrictions on access to certain territories,

changes : . .

impacting tourist routes.
Currency risks and Changes in the economy and currency exchange rates affect the
economic limitations cost and availability of tourist services.
Environmental and Geopolitical conflicts worsen the environmental situation and
conservation issues lead to restrictions for tourists.
Changes in migration and Changes in migration policies complicate the travel process and
visa policies reduce the attractiveness of transborder routes.

Source: author's development

Tour operators, in turn, must be flexible and responsive to geopolitical transformations,
seeking new opportunities, and implementing innovative methods to ensure the safety and
stability of their routes. Collaboration among tour operators, based on information exchange
and best practices, can prove crucial in overcoming geopolitical challenges.

The diversity of our world unites us and provides an opportunity to explore, utilize,
and experience the best that local cultures and communities have to offer. This is
especially true for developing countries, contributing to job creation (especially for women
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and youth), enabling people to build better lives, generating resources for the protection of
cultural heritage and the environment, fostering the revitalization of rural and urban areas,
bringing people together, and making us better [5]. Therefore, local communities also play
a crucial role in ensuring the stability and safety of tourist routes. Involving citizens in
planning and problem-solving processes can contribute to mutual understanding and
support, promoting the development of sustainable tourism that takes into account the
interests of all stakeholders. Thus, the harmonization of efforts among various stakeholders
in the tourism industry is a significant step in preserving and developing transborder tourist
routes in times of geopolitical turbulence.

In today's world, where geopolitical turbulence and changes in international relations
pose a considerable challenge to the tourism industry, the use of technology becomes a
crucial factor in ensuring the stability and quality of transborder tourist routes. In the
context of geopolitical challenges, technology plays a vital role in creating safe, accessible,
and exciting transborder routes. Digital tools allow not only the optimization of logistics
and marketing for tour operators but also the improvement and personalization of the
tourist experience itself.

Technology plays a defining role in the development of transborder tourist routes
amid geopolitical challenges, and its impact is crucial for enhancing the quality and safety
of the tourist experience in conditions of geopolitical instability. Studying the role of
digital technologies, artificial intelligence, and other innovations becomes a necessary
aspect of scientific research in this context. Digital technologies, such as mobile apps, web
platforms, and geospatial systems, enable tourists to receive up-to-date and personalized
information about transportation, attractions, restaurants, and other objects on the route.
This contributes to the convenience and safety of travel, helping tourists avoid potential
dangers and difficulties associated with geopolitical turbulence.

Artificial intelligence, in turn, can be used to analyze large volumes of data on
geopolitical events and risks in real-time. Machine learning algorithms can predict possible
consequences and provide recommendations for the optimal route in conditions of
geopolitical instability, thereby ensuring effective risk management for tourists.

Innovative approaches, such as the use of virtual and augmented reality to create
secure virtual tours or blockchain technology to enhance the security and transparency of
transactions, are also crucial aspects that can improve and ensure the tourist experience in
geopolitically unstable conditions. In the context of geopolitical transformations, the tour
operator business is presented with significant opportunities that can contribute to the
development and strengthening of their positions in the market. Examining the advantages
and opportunities for tour operators in geopolitically complex regions can serve as a
foundation for forming strategies that promote the sustainable and successful operation of
the agency (figure. 2).
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Figure 2. Opportunities for the operation of tour operators in geopolitically

complex regions.
Source: author's development

Geopolitical transformations can serve as a stimulus for tour operators to develop
and offer new transborder products. Identifying unique routes that take into account
changes in political and economic conditions allows not only to increase competitiveness
but also to attract a new segment of tourists.

In the context of geopolitical transformations, tour operators have opportunities to
expand partnerships in regions where others may see only risks. Establishing and improving
collaboration with local businesses, non-governmental organizations, and governmental
structures can contribute to resolving difficulties and ensuring stability in the business.

Geopolitical transformations require flexibility and quick responsiveness to changes
from tour operators. The use of flexible strategies allows adapting tour packages to
changing circumstances, quickly entering new markets, and adjusting products to meet
tourist demands. In times of geopolitical transformations, tourists prioritize the quality and
safety of their travels. Tour operators can leverage innovative technologies, such as
security and monitoring systems, to ensure a high standard of service and protect tourists
from potential risks. All these opportunities create perspectives for the tour operator
business in geopolitically unstable conditions, demanding not only adaptation but also
active formulation of strategies to maximize positive outcomes.

CONCLUSIONS

Therefore, geopolitical factors exert a significant impact on the tourism industry,
determining the conditions and opportunities for the development of transborder routes.
International relations, political conflicts, sanctions, and other geopolitical phenomena create
a turbulent environment in which tour operators and other industry participants operate.
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Tour operators, in turn, respond to geopolitical turbulence by implementing
innovative strategies and practices. They actively leverage new technologies, study market
trends, and adapt their services to changing conditions.

Innovations in tour operating become a key tool for overcoming geopolitical
challenges. The use of advanced technologies, marketing strategies, and innovative
approaches helps tour operators adapt to changes in the geopolitical environment and
ensures the stability of their business processes.

Transborder tourist routes, despite their development potential, carry risks in the
conditions of geopolitical tensions. Analyzing these risks is necessary for effective
management and minimizing potential negative consequences. Meanwhile, technologies
emerge as a crucial catalyst for the development of transborder routes in the face of
geopolitical challenges. Using geodata, blockchain technologies, virtual and augmented
reality allows ensuring safety and providing an innovative experience for tourists.

Overall, geopolitical transformations pose challenges for the tour operator business,
but at the same time, they open a wide range of opportunities for those who are ready to
respond innovatively to changes in the global tourism environment.
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Abstract: Until recently, the tourist market was actually a physical space, where the seller of tourist
packages and the buyer met and the transaction was carried out. So the contacts were physical both locally
and internationally. Security meant, therefore, to protect people from extremely tangible threats such as theft,
fraud, etc. But now we face different challenges because the tourism market is becoming a cyberspace where
sellers, intermediaries and buyers can meet without the need for physical contact. Security therefore has a
different meaning, as we need to protect ourselves from cyber threats that can materialize in identity theft,
internet fraud, etc. So, in order to deal with the problems that appear, and which may not have attracted
much attention from experts, we want to study the importance of cyber security for the development of tourist
destinations.
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INTRODUCTION

We all realize how important cyber security is to economic development. People
want to be able to exchange goods and services only if they themselves feel protected
against violence and abuses of power; Without security, a market economy cannot flourish.
Security must also mean protecting people from cyber threats. This new challenge involves
all cyberspace users: public authorities, ordinary citizens, companies. All over the world,
schools and universities are actively involved in educational programs that aim to increase
the awareness of citizens and organizations exposed to cyber threats, all of which can be
achieved by implementing new security plans. By the term cyberspace we mean the
complex of all interconnected hardware and software infrastructure, starting with the
Internet and including data and mobile devices. We view cyber threats as a complex of
malicious behaviors that can be perpetrated throughout cyberspace.

SAFETY AND SECURITY - DEFINITION & DIFFERENCES

Idso and Jakobsen (2000, citing Albrechtsen 2003) from the Norwegian University
of Technology and Science defines safety as protection against unintended incidents and
security as protection against incidents where people act deliberately [1].

In the New Oxford Dictionary, Pearsall and Hanks (2001, citing Albrechtsen 2003, p.
2) explain safety as "the condition of being protected so that you are unlikely to be in danger
of risk or injury" and security is defined as “the state of not being in danger. or threat".

Albrechtsen (2003) also says that the thought behind both of the terms is to take
care of people by eliminating any hazards and threats and ensuring a safe and secure
environment. Furthermore she states that the difference between them is that safety is
concerned especially with the protection of human lives and health while security adverts
to the protection against criminal activities.

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). kWil


https://doi.org/10.53486/escst2023.25
https://orcid.org/0000-0002-0776-9950
mailto:ellatudorica@yahoo.com

L ) YT g (A R LR AN DOI: https://doi.org/10.53486/escst2023.25
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

As safety science involves the well-being of human people in every aspect of their
lives it has its roots in high-risk industries such as nuclear plants were human caused and
technological failures often occur. Nowadays this area is wide spread because of ongoing
improvements within these sectors and international tourism may often be the carrier for
catastrophes like outbreaks of epidemic plagues.

Albrechtsen (2003) furthermore explains that safety incidents do not only endanger
the overall level of humans’ well-being but also material objects as well as the
environment might be affected. Moreover she argues that incidents within the field of
safety are often unplanned criminal acts that derive from a thoughtless action.

In this case, most people act deliberately without the intention to achieve a
particular effect. Due to the fact that these hazards are often tangible and observable it
makes it easier to get a general idea of the problem and therefore makes it easier to prevent
or at least control them (Albrechtsen, 2003).

The field of security is more complex and for that reason it makes it more difficult
to control it. As Albrechtsen, 2003 states “today the field covers everything from personal
to national security including financial crime, information protection, burglary and
espionage among others.”

In addition Albrechtsen (2003) points out that any incident within the field of
security is a planned act caused by the motivation of an individual or a group.

In contrast to safety, security acts are malicious, criminal actions planned by people
with the ulterior motive to achieve a wanted outcome.

The high level of uncertainty on security threat is often created through interaction that
cannot be foreseen, and is therefore difficult or impossible to predict. (Albrechtsen, 2003).

A NEW APPROACH AND DEFINITION OF SAFETY AND SECURITY IN THE
ERA OF GLOBAL TOURISM

Security and safety issues have been addressed by tourism researchers such as an
element of major importance in tourism. Michalkd characterized security as a fundamental
condition of hosting tourists, while others realized the changes occurring in global security
[2]. Security has undergone a significant change from a more or less passive factor to an
extremely active element of tourism, creating an imperative need to act to protect tourists
and their goods as well as the entire industry.

Despite the achievements in studying security and safety issues in tourism, there
are several challenges for tourism researchers specializing in this field:

— consequences of the indivisibility of security issues in the global world;

— security issues created by the Internet;

— security in travel and tourism versus human freedom and rights.

Research and education in tourism and hospitality must deal with the new issues of
security and safety in tourism so as to prepare future industry specialists by incorporating
new research themes into academic programs. This could be done by introducing new
topics (e.g. risk management in tourism) or supplementing existing content with security
and safety topics.

THE RELATIONSHIP BETWEEN SECURITY AND TOURISM DESTINATIONS

So, the real tourism product is the destination. We define tourist destination as a
large or small physical space with lots of attractions. Prospective tourists leave their place
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of residence for a short period of time and venture on a dream trip because they are
attracted to a certain destination, be it cultural, natural, recreational or otherwise.

Destinations can be extremely different and can be analyzed in many ways. Perhaps
the most important criterion that should make the difference is the nature of the tourism
product. There are corporate destinations and community destinations. The first category is
similar to businesses, including theme parks or ski resorts, so corporate destinations only
offer a service, managers aim for the efficient allocation of resources, in the second
category we are talking about public goods, common resources, etc.

According to the World Economic Forum (2013), the competitiveness of tourism
systems is closely related to: prices, natural resources, cultural resources, safety and
security, and ICT infrastructure [3].

We believe that cyber security is a new challenge for the tourism economy. In fact,
it the actual tourism product is a destination, and if a destination is a mixture of different
tourism goods and services, then it is easy to realize that many of these goods and services
are exposed to cyber threats.

Let's imagine a typical trip, where the tourist buys using travel intermediaries,
transport services and accommodation, therefore uses several applications and wi-fi
devices, each of which is exposed to a cyber threat.

To assess and monitor cyber security in tourism it would be interesting to develop
some special tools. For example, it would be useful in the tourism sector to select a few
companies to provide us with some cyber security indices in this field, the companies should
provide information on intermediaries, transport, accommodation, food and agreement.

So competitiveness depends on several factors, including safety and security that
must also be extended in cyberspace.

In fact, as we have seen, the following aspects appear:

a. the destination, which is the real tourist product, offers a variety of goods and
services mostly exposed to cyber threats, so it is no longer enough to protect
tourists only from physical attacks;

b. the cyber threat seems to be continuously expanding over the entire economy,
including the tourism sector;

c. cyber threats can only be countered with a new and broader policy built on greater
awareness among all actors interested in playing a role in the economic market.

Tarlow correctly argued that in tourism it is difficult to distinguish between safety
and security and it is more appropriate to use the term guarantee. Thus we try to show the
relevance of the guarantees we seek both in terms of physical security and in the case of
cyber security.

Perhaps we should even add that in this case, it is difficult to establish the limits of
the two dimensions, because the attackers also use cyber tools in the physical space. So the
first step is awareness: "Be aware, be safe."”

CONCLUSIONS

Considering the different factors that influence tourists' travel decision, it can be
seen that both tourism and personal characteristics play a major role in the decision-
making process.

The stability of a destination's political situation has been shown to have a great
influence on tourists' travel decision, as pointed out by Sénmez and Graefes (1989), so
political instability could be an obstacle to tourism demand. Since risk perception also
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plays a crucial role in the decision-making process, it can be concluded that safety and
security are important issues for tourists [4].

The fact that consumer behavior is strongly shaped by the image of a destination, as
stated by Bolan and Williams (2008), cannot be verified because it seems to have only a
slight influence on the decision-making process [5].

Risk perceptions are strongly shaped by external communication channels such as
the media, friends and relatives, and travel intermediaries. Although the media and
recommendations from friends and relatives have been shown to have a major influence on
knowledge of potential risk factors in this region, travel intermediaries do not seem to be
among the significant sources of information in this context.

The importance of safety in the travel industry needs to be highlighted. The travel
industry as a tourist industry has a strong and direct impact on all other sectors of tourist
activities, such as accommodation, catering, conference tourism, and also on other sectors
of the economy that depend on business trips and visits.

If in a particular country or a destination a security crisis occurs, it has a great
impact on tourism. The desire of every tourist industry is to restore the confidence of
tourists and safety in their country or destination as soon as possible after such crisis.

The more the destination’s (country, region) administrative, technical, social and
political environment is regulated and stable, the easier it will be to cope with preventive
measures for safety crises or counter the consequences of the crises and create the
original state.
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Abstract: We live in an era that offers more and more different healthcare alternatives: innovative
technologies, high-standard medical interventions, state-of-the-art treatments, all to give people the greatest
possible life expectancy. In order to put medical ethics into practice, it is important both to recognize the
problems involving ethical norms and principles and to resolve them. The structural and practical challenges
of medical ethics lie in policy making and ethical management planning activities.

Our work proposes to answer the issue of the importance of ethics in the medical sector in the age of new
technologies. The research methodology used consists in the study and analysis of specialized literature with a
scientific and transparent approach, identifying existing and relevant research of recent date, regarding ethics
and ethical challenges in the Romanian medical sector, the security of medical services and the implications
regarding the use of artificial intelligence. The preliminary conclusions indicate the need to improve the quality
management system in the medical sector, which should be oriented towards the application of ethical
principles and norms, especially in the context of the use of new information technologies.
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INTRODUCTION

Cognitive and educational challenges in medical ethics can influence the uptake of
educational programs aimed at improving the qualitative and quantitative aspects of
medical ethics education for health professionals, from students to practitioners.

Patients and their families are concerned about the many challenges faced by the
healthcare system, including medical errors, long wait times for diagnostic and treatment
services, terminal complications and illnesses for terminally ill patients, and ethical
challenges in decision-making in healthcare institutions [1].

Medical ethics is the branch responsible for the principles and values that should
govern medical practices. These principles are based on respect for human dignity, patient
autonomy, ethics, based on sound principles, do good, do no harm, autonomy and justice,
guide health professionals in their mission to treat, care and cure.

Improving the quality of health care services in response to the growing health
needs of patients depends on how attentive medical professionals are to ethical principles
(Cinar and Eren, 2013) and openness to new technologies [2]. The lack of these could
undermine patient's confidence and trust in the community of medical professionals.
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Our paper aims to identify and analyze some studies on ethics education, ethical issues
in the medical sector, security of medical services, including the ethics of artificial intelligence.
The research methodology is empirical and analytical, based on studies and articles
that will answer the research question: what are the ethical aspects generated by the
education for ethics and the use of artificial intelligence in the provision of medical services?

The paper is structured as follows: introduction, analysis of specialized literature,
research methodology, results and discussions, research conclusions.

The paper addresses issues related to the concepts of ethics, ethics education,
ethical issues, continuing with an analysis of the role and importance of ethics in the
provision of medical services, taking into account both the medical data on patients and the
medical records made with the help of new technologies. The issue of artificial intelligence
is another point of analysis based on studies and research from the specialized literature.

LITERATURE REVIEW

Education for ethics. Ethical issues.

According to the Explanatory Dictionary of the Romanian Language (DEX, 2016
edition), ethics is the science that deals with the theoretical study of human values and
condition from the perspective of moral principles.

Ethics education is essential to the training of doctors and health professionals.
Educational disciplines in the faculty and the code of ethics in medical institutions play an
important role in preparing doctors to understand and apply ethical principles in their daily
work. Medical ethics constantly highlights that medicine is not only a science, but even an
obligation towards society.

Considering that the purpose of medical services is to help and heal the sick, doctors
can put their knowledge, skills, and dedication at their disposal, not only in the interest of the
health of the individual, but also in terms of society, having the moral obligation to follow
one's conscience and faith. A conscious attitude towards these assumed duties which arise
from the essential conditions of human life constitutes medical ethics.

Ensuring the effectiveness of medical care is based on the ethical principles of the
principle of doing good and helps doctors make the right decisions that protect the health
and quality of life of their patients. The protection of patients' rights is based on the ethical
principles of autonomy and justice that patients can make decisions about their health care
and have access to the care they need. Patients' confidence will increase if they can be sure
that doctors act responsibly and ethically.

Ethical problems in daily medical practice arise for various reasons and represent a
threat to ethical values. If these threats are not managed properly, both patients and
employees in the medical sector risk moral and material damage.

When does an ethical problem arise in the medical sector? Usually when one has to
recognize what is good or bad, when one has to choose between several options that can
have very serious implications for patients. Even the decision to do something or not to do
something is an ethical dilemma, the basic principle of ethics in medicine today being the
respect for the autonomy of the patient. At least four main ethical principles have been
defined in the literature: beneficence (doing good), non-maleficence (doing no harm),
autonomy and justice (Varkey, 2021) [3]. Informed consent, truth-telling and
confidentiality stem from the principle of autonomy.

Medical ethics is implemented by both the doctor and the patient. Controversies
and ethical conflicts arise in the practice of medicine, especially in the decision-making
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process. Rarely, these conflicts arise in joint decision-making, because such conflicts arise
when doctors' and patients' decisions go against medical ethical principles (Astarastoaie,
2021) [4].

According to the codes of ethics (eg. Code of ethics of Sf. Spiridon Hospital in lasi,
Romania, Code of ethics and professional deontology of the Timisoara Municipal
Emergency Clinical Hospital, The Code of Medical Ethics of the American Medical
Association) from various healthcare organizations, it is simpler to categorize ethical issues
according to the problems that may arise, looking at:

> actions:
— to do good/to act properly;
— to do no harm/ to harm no one.

> the patient:
— autonomy;
— the fundamental principle of informed consent;
— data confidentiality;
— the right to refuse treatment;
— the right to medical information;
— confidentiality.

> the professionals:

— defense of the dignity of the profession;

— recognition of the responsibility and trust conferred by society;

— collaboration in the interest of the patient with all actors involved,

— providing services at the highest quality standards possible, based on a high
level of skills, practical skills and professional performance without any
discrimination;

— avoiding all that is incompatible with individual and professional dignity
and morality;

— respecting the patient's dignity;

— respecting the confidentiality of information and private life;

— respecting the right to medical treatment and care;

— the obligations to the patient;

— protection of patients' rights;

— compliance with professional obligations.

Another question is whether the employees of the health sector are prepared to
fulfill their ethical obligation and how can their ethical skills be improved? This is where
ethical education comes in.

Learning and developing ethical skills is important in healthcare professionals,
starting from student years. In medical practice, ethical issues appear as ethical challenges,
conflicts or dilemmas that influence the medical act (Zafar, 2015) [5]. Recognizing and
solving ethical problems is about protocols, about doing what is right and in the patient's
interest, about decisions, about actions and last but not least about behavior.

In the researched studies, ethics education refers to the educational elements that
include learning activities that promote the recognition, understanding, and resolution of
ethical issues, emphasis on ethics training found in both universities and medical institutions.
Ethical issues and value conflicts are inherent in medical practice, but this does not
necessarily mean that medical staff or students have done something inappropriate or that the
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structures are inadequate. Regardless of the cause, ethical issues can lead to conflicts
between principles, values, and behaviors (Beauchamp and Childress, 2019), which involve
discrediting moral integrity and can generate moral distress (Torabi et al., 2018) [6]-[7].

Solving ethical issues involves several factors. First of all, the legal one along with
the correct identification of medical problems, treatment options and the clear objectives of
care by professionals. They must consider the patient's preferences regarding treatment
options and care goals, which are influenced by family, religious, cultural or even
economic factors.

The quality of care and treatment depends not only on knowledge and skills or
adherence to protocols; they depend on personal moral values, beliefs and ethical
knowledge (Trobec and Starcic, 2015) [8]. Ethics education is one such way to develop
ethical competences (Poikkeus et al., 2014) [9]. Ethics training often raises questions about
the content and, especially, the methods relevant to medical practice. Numminen proposes
as an alternative to theoretical courses and seminars in ethics, a teaching/learning process
based on simulation. (Numminen et al., 2011) [10].

The teaching/learning process involves challenges for evaluating ethics education.
Theoretical education in ethics is not exactly a realistic context or situation, and theoretical
knowledge of ethics does not necessarily lead to good application of ethics (Godbold and
Lees, 2013) [11].

In current university programs we find ethical principles presented and the
recommendation to know ethical codes. These must be combined to avoid the risk of
health professionals and students adapting to ethical practice without passing through the
filter of their own beliefs. Thus, ethical competence risks being hindered by a limited
attitude and a sharp moral reasoning on the situation as a whole (Mpeli, 2018) [12].
Learning ethical skills can help professionals and students orient their attention to ethical
issues of which they were previously unaware, sometimes involving unfamiliar attitudes,
approaches or emotions or different reactions to everyday ethical issues in healthcare. This
study of ethical skills focuses on difficult and realistic situations such as: conflicts
regarding informed consent or tensions between the patient's wishes and needs. All of these
are related to professional norms, when honesty and respect for the patient are not present,
or when there is a lack of trust in care services (Sherer et al., 2017) [13].

Employees and students are constantly faced with ethical issues regarding patients,
physicians, colleagues, and the organization of the workplace.

Dealing with such problems means first and foremost thinking about what is right
and good to decide what to do in a given situation, doing what is right in the patient's
interest which may lead to conflict with the interest of others patients and may not be
ethically or legally permissible, thus jeopardizing the approach and resolution of the
problem. Doing the right thing based on the patient's best interest can sometimes
jeopardize the management of ethical issues, as they may conflict with the interests of
other patients, or may not be ethically or legally correct.

If there is a conflict between what is perceived to be best for the patient and their
right to autonomy, ethical dilemmas can arise that present two orientations: legal and
ethical (Schonfeld et al., 2015) [14]. Most of the time, there is at least one way to solve a
situation, which makes handling the ethical issues that arise create a feeling of inadequacy
or discomfort in making perfect decisions (Lin et al., 2013) [15]. Therefore, ethics training
should be designed to include both medical and ethical reasoning in all situations
(Torabizadeh, Homayuni and Moattari, 2016) [16].
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The reviewed articles identified the need for support to enable the learning of ethical
skills, which in the long term was considered to promote the ability to manage ethical issues.
Learning ethical skills has been shown to be useful to health professionals and students in
drawing attention to ethical issues of which they were previously unaware. When
professionals deal with ethical issues, they think first of all about the protocol that aims at
what is right and in the patient's interest, along with making decisions about what to do in a
given situation. To support learning, education is also meant to provide the opportunity to
receive the necessary instruction and create added value from the information received, to
shape one's moral values and social attitudes, and to assume the consequences of one's
actions. Collaboration with professionals is important because it can be a valuable source of
knowledge, especially for students, in having the conviction that something is right. At the
same time, ethics education is influenced by experienced professionals but also by students'
personal expectations and strategies. (Andersson et al., 2022) [17].

Cited studies indicate that those with less experience in the hospital are more
sensitive to ethical issues than their colleagues with more experience, possibly
counteracting potential inexperience (Ulrich et al., 2010) [18].

Medical ethics remains the compass that guides professionals in these complex
situations. (Collier et al., 2012) [19].

From the participants' point of view, a major challenge in medical ethics is the gap
between theory and practice regarding ethical issues (BMA, 2012) [20]. Professionals,
although they have knowledge of ethics, do not present ethical practice, do not have the
right attitude towards human dignity, do not involve patients in their related decisions and
do not respect patients’ autonomy.

The regress of moral practices is an important factor, empathy being an element
that seems to disappear with the advancement in the career. Medical students have high
moral aspirations upon entering medical school, dreaming of being successful doctors with
ethical and moral principles until they are old. But as time goes by, they notice
inappropriate things, receive rather negative feedback and change their ways and mindsets
to think only of their own benefit.

Another issue nowadays regarding medical ethics could be some structural flaws
that automatically lead to ethical challenges in the practice of professionals, for example,
financial problems of doctors, lack of new technologies, lack of access to innovative
technologies (Mashayekhi et al., 2021) [21].

Many of the actors involved in public health services believe that medical ethics
has not been "widespread™ enough in the health system, it has not yet been fully introduced
in the community, and it seems that it has not been sufficiently publicized.

Medical ethics issues are similar to computerization issues, for example, so
digitalization and ethical aspects should be understood the same.

Information about the patient's medical condition is considered private. Violating a
patient's privacy can harm the patient and have legal and ethical consequences for healthcare
workers. Laws also determine who can see the information and who cannot, especially
through the use of new technologies, the entry of digitization even in this public sector.

There are also the ethical issues related to the use of artificial intelligence in
promoting medical services. They appeal to data confidentiality, patient surveillance,
subjectivity and sometimes discrimination in the medical act. Wherever there is
technology, there is always the risk of inaccuracy and data breaches, and healthcare errors
can have devastating consequences for patients. This is an important topic to consider as
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there are no clearly defined regulations regarding the legal and ethical aspects of Al and its
role in healthcare.

Artificial intelligence has the ability to transform healthcare systems by providing
new and important insights from the vast amounts of digital data that can be accessed
much faster and more efficiently than humans.

Medical Ethics and Artificial Intelligence

Advances in artificial intelligence (Al) in healthcare are advancing rapidly, and
there is a growing debate about how to guide its development. Many Al technologies will
eventually be owned and controlled by private companies. The nature of Al
implementations means that these companies, clinics and public agencies can play a bigger
role than usual in obtaining, using and protecting patient health information. This raises
privacy issues related to implementation and data security.

Many technological breakthroughs in the field of Al are made in academic research
projects, subject to ethical principles.

The European Commission has proposed legislation containing compliant rules on
artificial intelligence, delineating a principle of organizational responsibility for privacy
and data. This fact is similar to that found in the European General Data Protection
Regulation (European Commission legislative acts, 2021) [22].

Al has several unique characteristics compared to traditional health technologies. In
particular, they may be prone to certain types of errors and sometimes not easily
supervised by human healthcare professionals, and thus ethical issues may arise in how
health information is used and handled and with personal character, if there are no
adequate protective measures. Google, Microsoft, IBM, Apple, and other companies are
“in their own way preparing bids on the future of health and various aspects of the global
healthcare industry” (Powles et al., 2017) [24]. Information sharing agreements can be
used to give medical facilities access to patient health information.

To make medical Al trustworthy at the ethical level, the orientation to the ethical
value of promoting human health should be considered first and foremost as a top-level
concept of utmost importance. Legally, current medical Al has no moral status and the
human side remains the bearer of duty. At the regulatory level, it is proposed to strengthen
the management of data quality and security, improve its transparency and regulate and
review the entire process of Al for risk control. Also, the social impact that its
development could have must also be targeted.

The use of artificial intelligence in medical care has brought technological
advances, especially in diagnostics and traditional treatment, at the same time coming with
challenges and risks, both ethical and security. These negative effects are also considered
ethical issues and need to be addressed through identification, prediction and monitoring as
they influence trust in medical Al (Zhang et al., 2023) [25].

This is an exciting time for the development and implementation of Al in
healthcare, and the patients whose data is being used by these Als should benefit greatly, if
not significantly, from the health improvements these technologies produce. However,
implementing commercial Al in healthcare faces serious privacy challenges. Given that
personal health information is some of the most private and legally protected, there is great
concern about how Al will change its access, control and use by business entities over time
(Murdoch, 2023) [26].
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The main factors that affect the trust of medical Al include: safety, technical
reliability, usability. Data security includes its retrieval, processing and storage, involving
issues such as informed consent, data quality and confidentiality.

Technical reliability, through the involved technicians, should strengthen ethical
self-discipline and imprint an orientation towards ethical value in the research and
development process.

Safe use targets both patients, but especially professionals, in the way it respects
fundamental human rights and conforms to universal human values. One of the key values
is the knowledge of ethics and especially its application. Legally, current medical Al has
no moral status and humans are still responsible.

METHODOLOGY

The analysis of the specialized literature provides valuable information about the
issues of medical ethics, being essential to substantiate our research. A literature review is
a comprehensive analysis of the available literature, in this case medical academic
publications relevant to the topic and to the research question on ethical issues arising from
the education for ethics to the use of artificial intelligence in the provision of medical
services. All studies deal with different ethical issues related to data security, autonomy,
and accountability.

The identified studies are from different areas of the world, namely Europe, the
USA, Asia, and the Middle East, having as common points ethical issues and reflect the
concern of the last years, starting from 2019 and until 2023, for this topic and the attempt
to involve both professionals, patients as well as those responsible for the implementation
and construction of Al.

Empirical studies on ethical issues

For sustaining the theoretical approach, the following studies were analyzed for
exploring the main ethical issues concerning the use of Al in healthcare systems.

a. Tenzin Wangmo, Mirjam Lipps, Reto W. Kressig and Marcello lenca in the
study "Ethical concerns with the use of intelligent assistive technology: findings from a
qualitative study with professional stakeholders™ from 2019, assessed the ethical issues that
the professional stakeholders in Switzerland, Germany and Italy perceive them in the
development and use of Al in the care of the elderly with dementia.

As a method, they conducted a multi-site study involving semi-structured
qualitative interviews with health researchers and employees. They used descriptive
thematic analysis to explore relevant ethical challenges inductively. Interviews of 20
researchers and health care professionals on ethical concerns related to the use of
intelligent assistive technology highlighted ethical issues related to autonomy,
accessibility, human interaction, and privacy.

By exploring the views and needs of both patients and stakeholders, we can ensure
that technology and healthcare development is seen as a useful way of prospectively
assessing practical, technical, clinical and ethical challenges. They emphasized the
importance of ensuring the focus of specialists when designing Al, end user acceptance.
Stakeholders recognize the Al technologies available and their applicability, but cite
existing obstacles that prevent widespread adoption by end users. Impediments to
implementation include the relatively high cost and lack of knowledge about using these
technologies to improve health outcomes. Participants discussed informed consent and
deception, all through the filter of the principle of autonomy.
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Accessibility is discussed as an equal access concern, with data access and data
sharing discussed in terms of privacy and autonomy principles. Most of the participants
discussed the issue of data management, collection and storage, regarding ensuring
protection when using Al, proposing the transmission of this information to third party
services. Thus, two aspects were significant within this theme: access to data and data
sharing that call into question the privacy and autonomy rights of people with dementia.

A relevant ethical issue has been the idea that Al, at least in its current state of
technological innovation and readiness for the medical market, should complement human
care, not replace it. Since it is about deeply human things, based on emotions that
technology cannot replace, direct doctor-patient contact and empathy being important
features in effective and morally accepted medical care, technology must come to their aid.

Al must be integrated, not replace the human part. There is the ability to make
everyday life easier, but if it ends up replacing human care altogether, then there is a loss
of human closeness, a loss of empathy, and a loss of emotional exchange.

Some interviewees even emphasized the financial side, regarding the current costs.

In conclusion, a partial mistrust of currently available Al technological capabilities
and whether they can achieve human-comparable levels of efficacy, adaptability and
flexibility in the short and medium term has been highlighted by identifying doubts in
technology development and clinical implementation.

Some respondents supported the normative ethical position that care provided by
humans cannot and should not be replaced by Al, making the association with medical
deontology, particularly the moral obligations of the principles of beneficence and non-
maleficence and the importance of maintaining the doctor-patient relationship.

b. Charlotte Blease, PhD, and other colleagues from General Medicine and Primary
Care, Beth Israel Deaconess Medical Center, Harvard Medical School, in the 2018
exploratory qualitative study” Artificial Intelligence and the Future of Primary Care:
Exploratory Qualitative Study of UK General Practitioners' (GP) Views' following a
survey of 720 general practitioners had the ethical issue of Al responsibility and safety in
the future of primary care.

Although Al technology can provide more accurate diagnoses and prognoses than
humans in some cases, medicine still relies on the physician's clinical judgment in
decision-making, as well as their experience in explaining medical information to patients
and providing care. It has been argued that the use of technology threatens the quality of
patient-centred care, with those involved in the study arguing for the continued need for
face-to-face, professional-patient interaction. Scepticism prevailed among those surveyed,
with most GPs believing that the scope of the innovation in general practice would be
significantly limited.

In particular, some respondents argued that empathy and communication are
considered essential human skills and that patients always want health care.

Other participants believed that an effective medical information gathering
process requires doctor-patient interaction. Similarly, clinical acumen is often assumed to
be a uniquely human skill.

This exploratory study suggests that UK GPs and computer scientists have very
different views on the impact of machine learning in primary care.

In contrast to primary care physicians, Al health researchers predict that wearable
devices with real-time monitoring capabilities will improve the accuracy of information
gathering and reduce unnecessary appointments and medical costs.
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GPs expressed three types of comments about future technologies: limitations of
future technologies such as lack of empathy and communication, lack of direct patient-
centred clinical decision making, increased efficiency benefits, and social benefits and
ethical concerns.

Social and ethical concerns include some dissenting ideas, mostly related to
uncertainties regarding patient acceptance of such technologies, safety and liability, lack of
a larger number of physicians trained in new technologies.

The findings raise important questions about the ability of medical programs to
prepare future physicians for potential changes in clinical practice, thus driving and
shaping important discussions about the future of patient care. Improving education
could help bridge the gap between current health Al researchers and practitioners.

¢. Omar Mushabi, in the study published in 2021, in the United Kingdom, "Public
patient views of artificial intelligence in healthcare: A nominal group technique study",
using the nominal group technique (four groups with seven participants each), validated
focused group interview which promotes the generation of Al ethics ideas and issues
related to security, bias, data quality, human interaction and accountability.

All participants saw the use of Al in the healthcare sector as a benefit: faster
service, 24/7 availability, reduced workload, equality in healthcare decision-making.
However, participants also identified issues regarding data security, Al data quality, lack of
human interaction, algorithm errors and accountability, technology errors. All of these
points fall under three common themes: healthcare data automation, data security, and Al
as a decision aid.

Al is a major step in recognizing the importance of ethics, emphasizing human
rights. In addition to digital skills training, it is important to design Al systems to reflect
the diversity of socioeconomic and health circumstances.

Other important ideas are protecting human autonomy, protecting privacy,
inclusion, ensuring security and accuracy, and promoting responsive and sustainable Al.
The findings of the study promote the need to further explore the human-computer
interface and how human variation and psychosocial need can be accommodated in Al
algorithms.

d. Department of Health Research Methods, Evidence, and Impact, McMaster
University, Hamilton, Ontario, Canada by researchers Jason D. Morgenstern, Laura C.
Rosella, Mark J. Daley, Vivek Goel, Holger J. Schinemann and Thomas Piggott have
published in 2021 the fundamental qualitative descriptive study of the implications of
artificial intelligence for public health "Al's gone have an impact on everything in society,
so it has to have an impact on public health” dealing with ethical issues such as bias,
fairness and equity. They used semi-structured interviews of 15 public health and Al
experts as their method.

In the medical field, it has been reported that the application of Al is equal to or
even better than that of doctors in various fields such as radiology, dermatology and
pathology. Although Al has received much attention in the medical field, its impact on
public health has received less attention. Still, researchers and public health experts are
beginning to use Al for a variety of projects, including new Internet searches, suicide
prediction using electronic medical records, and risk factor identification.

Participants will explore the potential of Al-based applications to integrate different
types of unstructured data in disease surveillance, to integrate more continuously and in a
timely manner, and to make better use of large, connected databases.
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As Al has the potential to enable completely new approaches to public health,
continued creative thinking could help maximize its benefits. In particular, the combination
of artificial intelligence and big data will enable new and precise characterizations of
decision-makers and their impact on health.

Opportunities for improving public health interventions were also highlighted,
including new forms of automated disease screening, personalized health promotion, and
the use of social media for health promotion.

As suggested by the participants, investments in artificial intelligence should
ideally focus on areas that could reduce inequalities, such as improving access to public
health services and health information.

Therefore, there is growing optimism about Al's potential to improve public health.
However, very few Al systems are actually deployed in public health agencies. Going
forward, there are serious concerns about the impact of Al on privacy, interpretability and
the potential for bias.

Barriers to adoption, such as confusion about the applicability of Al, limited
capacity and poor data quality, and risks, such as potential subjectivity/injustice/inequity
and weak regulation.

e. The study conducted in China by Jie Zhang and Zong-ming Zhang and published

in BMC Medical Informatics and Decision Making this year takes a multidisciplinary
approach to ethical issues related to data quality, algorithmic errors, safety and security of
Al, and attribution responsibilities, the ethical framework of ethical values-ethical
principles-ethical norms being used to propose appropriate ethical governance
countermeasures for an ethically and legally trustworthy medical Al.

From the title "Ethics and governance of trustworthy medical artificial intelligence"
we understand the topic addressed, namely the assessment and analysis of existing and
potential Al risks.

Data quality has a direct impact on the quality of medical Al. Medical data
mainly comes from heterogeneous data from multiple sources, such as literature data,
clinical trial data, real-world data, and health data collected by numerous with the help
of smart technologies.

Al systems work only by inputting data, and the responsibility remains with
humans. The safety aspects of medical Al present risks and harms that occur during its
implementation. Covering a variety of legal and ethical issues, including bugs, cyber
security breaches, the need for proper testing and software certification becomes difficult.

While no technology is 100% fool proof, the goal of medical Al should be
dedicated to protecting and promoting human health. Limited digital power in healthcare
facilities also makes it difficult to ensure data security.

The relevant legal system has not yet been improved, leading to a lack of effective
regulations and restrictions on the collection, use and protection of privacy through the
protection and streamlining of medical data. Therefore, sharing medical data and
protecting patient privacy is also an ethical issue in medical Al applications, as medical
data is sensitive information about individuals and has privacy implications. Respect for
privacy is an important ethical principle in health care, as privacy is linked to personal
identity and autonomy.

It is therefore essential that appropriate steps are taken to obtain patient consent
for the use of personal health information. Ethical values lead to ethical principles, and
ethical principles result in ethical codes. By combining the influencing factors, the authors
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propose appropriate governance measures for reliable medical Al from ethical, legal, and
regulatory aspects.

It was found that there are no quality standards, access systems, assessment systems
or assurance systems for the application of Al in the medical field, and that the related
guidelines and regulatory systems are not yet well established.

Only with the participation of all relevant sectors of society and many parties can
we develop ethical and acceptable medical Al.

In order to develop an ethical, acceptable and accessible medical Al, the
participation of all the relevant sectors of society is needed. Common to these studies is the
fact that all researchers have found the need for informed consent when using data even as
a database for Al. The legal system and regulations regarding Al security are necessary,
and quite under-addressed, regardless of country. The existence of algorithm errors directly
lead to ethical issues such as accessibility, safety and security. Also, a common conclusion
is that the responsibility still remains with the human part, not the technology.

What made the difference was the degree of trust in Al, which was better seen and
accepted in the US by both professionals and patients. Whether or not Al is useful in care
is still being questioned in Europe, but it is recognized as leading the way in investigations
and diagnostics.

DISCUSSIONS

The analysis reveals ethical issues generated by the use of artificial intelligence in the
provision of medical services. Even if it is about different cultures, different medical systems
from the point of view of Al, the studies of recent years highlight the fear that Al could
replace the human part of medicine, the suspicion regarding the privacy and security of data.

Just as in China new policies and regulatory systems have been proposed regarding
Al, in which all interested sectors participated, so it is recommended that all medical
systems implement and update the social and legislative part, so that the beneficiaries have
confidence in new technology.

Some doctors have a superficial and unscientific view of the field of medical ethics and
mistakenly believe that they have sufficient knowledge and good awareness of medical ethics.
One of the biggest challenges in ethics is the lack of adequate education in medical ethics. The
existence of negative models represents a potentially significant obstacle to the emergence of a
professional and ethical behavior among young professionals, which is mostly due to the gap
between theory and practice in terms of ethical aspects, even when it comes to new
technologies with which they are more accommodating than experienced professionals.

Responsibility rests entirely with the human side, although sometimes errors may
come from algorithms or the lack of quality standards, access systems, evaluation systems,
and assurance systems for the application of Al in the medical field.

In a technological and computerized world, doctors face challenges related to data
privacy and decision-making supported by artificial intelligence, modern medicine poses
new ethical dilemmas.

Across healthcare organizations, there is a growing trend towards the development
and use of smart technology. This fact leads to the improvement and efficiency of the
services provided to patients, and even to the reduction of costs. As digitization develops,
gaining more and more ground even in health services, the risk of cyber-attacks can also
increase proportionately, leading to the loss of sensitive patient data, blocking some
medical services and even endangering patient safety (EHB, 2022) [27].
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From the point of view of ethical and information management, cyber security
measures are required in the health system, implemented according to security objectives
specific to the health sector, starting with the protection of the confidentiality of medical
data, ensuring the integrity of the data, compliance with legal regulations, securing the
services of telemedicine and remote monitoring of patients, which following the pandemic
have developed significantly. Establishing incident management practices and increasing
staff awareness and training, healthcare data integrity systems are in the midst of an ongoing,
high-impact digital transformation to interventional practice and, by implication, to patients.

Technological innovations in surgery such as advanced imaging, minimally
invasive techniques and automation have brought many benefits, affecting the accuracy of
patient operations, reducing intervention time and increasing, most of the time, the
efficiency of medical services.

Regarding the state of security in the public health system, both deficiencies and
risks can be found, generated by the technological factor (the complexity of the IT
infrastructure, outdated equipment) and the human factor (lack of specialists, lack of
specialized departments and deficiencies in backup, insufficient training), lack of IT and
non-1T personnel training, non-compliance with standards and recommendations regarding
ethics and security (Mertoiu, 2020) [21].

This fact would require a continuous training of the employees of the public
medical sector, as a result of the introduction of new intelligent technologies in the
application of the medical act, both for the provision of medical services from the
intervention side, and from the prevention or education side.

The introduction and use of everything that is innovative and equipped with an
intelligent component, is seen by some of the actors of the medical services as a vulnerability
to the confidentiality and integrity of the medical act, but the trust in the new intelligent
technologies is also evident at the institutional level of public health, who managed to
overcome some obstacles caused by lack of financial resources or lack of confidence.

Ethical issues and risks associated with technology addiction are ever-present and
require additional measures to reduce their impact.

In modern medicine, these can be found in areas such as telemedicine, artificial
intelligence, forced testing, involuntary hospitalization, vaccination, end-of-life care,
priority testing, biotechnology, medical education and e-health.

The increasing use of medical technologies in all areas of healthcare raises ethical
challenges. Similar to the relationship between doctors and medical companies, the
relationship between doctors, hospitals and companies that produce medical technologies
IS necessary, but also involves ethical issues. They appear in educational institutions,
where doctors only theoretically learn how to use new equipment from representatives of
manufacturing companies, in personal research projects, where doctors collaborate with
corporations. Many medical devices are designed to prolong life when drug treatments
have failed, so they are often used for patients in very critical situations (BMJ, 2006) [28].

Meanwhile, advances in diagnostic technology allow doctors to detect diseases
earlier and more accurately and, in some cases, prevent complex diseases from developing.
These technologies promise a new age of preventive medicine. It is important to temper
public and physician enthusiasm for the potential of such technology with accurate patient
information and appropriate use by physicians (Gelijns et al., 1998) [29].

Recent innovations in medicine and biotechnology can lead to great speculation
about what advances will come next. While it is probably true that all doctors, scientists
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and bioengineers design and implement medical devices with only good intentions, the
pace of development and integration of medical devices into medical practice and other
medical fields is slowing. The speed of development makes it impossible to predict all
possible outcomes (Gelijns, 1998) [29].

The pace of development and integration of medical devices in practice is slowed
by distrust, even if researchers, doctors, bioengineers design quite quickly, which
sometimes makes it impossible to predict the results, the implementation of medical
technologies being only with good intentions.

For example, a stethoscope symbolizes the connection between the patient and the
doctor, but the use of new equipment is seen as weakening the close bond between the two.
The use of electronic health records can be involved in scientific studies, improving the
quality of medical services and optimizing patient care. This comes with the risk of data
being "hacked" and shared for the wrong purposes. In response to the question of when and
if consent, even formal consent, is necessary, other ethical considerations arise including
ownership of a person's medical records and patient history, with whom it will be shared
and who has access to it.

CONCLUSIONS

The purpose of our research study was to identify the medical ethics aspects
involved in the use of artificial intelligence in the provision of medical services and the
necessity of ethical education. The investigation covered several elements of medical
ethics based on ethical principles, ethics education, the existence of ethical issues, and the
benefits and drawbacks of new technologies.

Morality and compassion, as a preamble to care, are expressed by doing good.
Discernment is especially valuable in decision making, especially when ethical principles
collide, and ethical issues arise. Trust begets trust and is a necessary virtue when patients,
at their most vulnerable, place themselves in the hands of doctors. Integrity involves the
coherent integration of emotions, knowledge, and aspirations, while preserving moral
values. Professionals need both professional and personal integrity.

Improving the quality of healthcare services in response to the increasing health
needs of patients depends on how careful medical professionals are about ethical principles
and openness to new technologies.

Updating regulations and introducing new policies in the medical sector to address
the safe implementation and use of Al is a way forward to increase the trust of
beneficiaries and professionals, to improve cybersecurity and quality standards, assessment
systems and safety systems for the application of Al in the medical field.

Ethics education is essential to support the learning and development of ethical
competences in professionals and students training to become professionals.

We believe that medical ethics has not yet been sufficiently disseminated in the
health system and it seems that it is not yet sufficiently implemented or well presented in
society, even if more emphasis is placed on the existence of ethical codes, on knowledge
and education.

There are also ethical issues surrounding the acceptance and use of artificial
intelligence in promoting health services. They claim data confidentiality, a better
understanding of the patient's condition, but subjectivity or discrimination in medical practice
can also occur. Wherever technology exists, there is always the risk of inaccuracy and data
breaches, and errors in healthcare can have devastating consequences for patients. This is an

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). [2ele]


https://doi.org/10.53486/escst2023.26

O ) (YT g (A A U R AN 17«3 DOI: https://doi.org/10.53486/escst2023.26
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

important issue that needs research because there are no clearly defined regulations regarding
the legal and ethical aspects of artificial intelligence and its role in healthcare.

Medical artificial intelligence has no moral status, so the responsibility rests

entirely with professionals and patients.

Solutions to security and the acceptance of Al for good could come from

collaboration between relevant sectors of society and a concern for continuing education
on ethics.
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Abstract: The article describes modern educational technology webquest, its features, stages of
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INTRODUCTION

Studying the basics of information security is necessary at all levels of education in
all specialties, since information threats are increasingly appearing at the level of the state,
organization and in a person’s personal life.

Training economists in information security is associated with certain difficulties:
an insufficient number of hours to study this area, different levels of ICT competencies
among school graduates.

As part of the study of the discipline "Information Security”, future economists
need to consider various aspects of information security: legal, organizational, software,
moral and ethical, software, technical and physical.

Along with traditional didactic methods and techniques, it is important to use new
methods. One of these didactic methods is a web quest technology, proposed by Bernie
Dodge, professor of educational technology at San Diego State University (USA), in 1997.
Within its framework, the teacher can shape the search and cognitive activity of students
on the Internet, taking into account relevance, adequacy and safety [1].
METHODOLOGY FOR CONDUCTING THE WEB QUEST "INFORMATION
SECURITY FOR ECONOMISTS"

Webquest is an information and communication pedagogical technology that refers
to game-based teaching methods. Students choose pre-suggested roles and work in an
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individual direction. As a result, each student receives the entire amount of information,
but along his own individual “path of knowledge.” At each stage, the teacher sets specific
tasks and determines deadlines for completion. Students move on to the next stage, having
successfully completed the tasks of the previous one. Work within the webquest consists of
obtaining information on the World Wide Web under the guidance of a teacher.

Teacher Student
1. Before offering the quest to students, 1.You should carefully read the main task
complete it yourself. and the proposed quest roles. Only after

2. Before starting work with the quest, that choose your role.
give instructions to students. Point out th 2. Itis necessary to carry out the tasks of

most common mistakes. your role thoughtfully and consistently.

3. Specify a time frame. 3. When completing assignments, it is

4. Have students choose 3 captains. important to use the resources indicated by
5. Invite the captains chosen by lotto | the teacher in the “Roles” section.
select a team for themselves. Additional sources are welcome, provided

6. Invite students to choose their roles. that they are of an auxiliary nature.

7. Upon completion of the quest, groups 4. It should be remembered that the time
of students defend their reports. for completing the quest is limited (by the
8. Evaluate the work in terms of teacher).
completeness of assignments. Invite
students to participate in performance
evaluation.

Figure 1. Instructions for organizing a webquest
Source: designed by the authors

The thematic web quest on the topic “Information Security for Economists” is
intended for students studying in the bachelor’s degree program in the discipline
“Information Security.” It is also advisable to use this quest in students’ independent work
when studying information cycle disciplines. In the state standard for training bachelors in
the field of Economics, the graduate must have, among others, such general professional
competence as “the ability to solve standard problems of professional activity on the basis
of information and bibliographic culture with the use of information and communication
technologies and taking into account the basic requirements of information security".

The use of webquest technology in teaching requires some information
competencies on the part of the teacher. GoogleSites — free website builder and hosting. No
knowledge of web programming is required to work with it. It can be used for
collaborative editing. The developer is provided with many tools such as YouTube videos,
calendars, maps, forms, links, images, documents, HTML, CSS, or JavaScript code.

The thematic quest on information security contains sections (tabs): main, roles,
deadlines, test, is located at sites.google.com/view/bogdanova-zki/home.
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On the Home tab there is a video about one of the current threats to humanity -
information security. There is also a link to guidelines developed by the author using the
digital platform Joomag. These tasks help to develop practical information security skills.

To participate in the webquest, students need to be divided into three groups, each
of which studies and prepares materials from the point of view of information security:
information security at home, information security at office, information security at the
levels of states.

The Roles tab contains a set of fixed tasks for the roles selected by students. To
perform tasks efficiently, you need to follow the link of the corresponding role, where the
teacher selected information resources taking into account relevance, adequacy and safety [2].

The quest provides such roles for students as lawyer, psychologist, practitioner,
administrator, analyst and errorist. A lawyer studies in more depth the legislative aspects of
working with information, determines what and how to protect from the point of view of
legal norms. The psychologist examines in detail the moral and ethical standards for using
information. The practitioner delves into software information security tools, the
administrator into technical ones. The analyst studies organizational means of information
security, in particular international and Russian standards in the field of information
security. An error investigator searches for typical vulnerabilities in an information
security system.

Each quest participant generates a report (in the form of a computer presentation,
diagram, table, memo, etc.), on the basis of which the final report of the group is prepared
(Table 1).

Table 1. Final results of the group

The lawyer prepares: The psychologist prepares:

- list of legislative and regulatory acts in the | - a memo on ethical standards for the use of

field of information security; information technologies;

- basic summary of the topic “Legislative | - a reminder of protection from the influence of

means of information protection”; a social engineer.

- a structural diagram of the system of | - comparative analysis of ethical standards of

concepts of information types of access. different countries.

The practitioner prepares: The Errorist prepares:

- a map of freely distributed software in the | - a bank of typical errors in the field of

field of information security; information security;

- a selection of freely distributed antiviruses. | - memo “This is not how you work with
information”

The analyst prepares: The administrator prepares:

- chronology of the creation of standards in | - presentation “10 ways of technical

the field of information security; interception of information”;

- a list of the international standards in the | - memo “10 golden rules of technical

field of information security, indicating the | information security.”

scope of their application.

Source: designed by the authors

A list of materials that the participants prepare, depending on the role and taking
into account the specialization of the team (information security at home, office or state).
As a result of completing the webquest, students should learn:
— regulatory and legal aspects of information security;
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— moral and ethical standards, aspects of information security;
— organizational means of information security;
— technical, software and physical means of information protection.

The Deadlines tab contains deadlines for completing the task. Upon completion of
the quest, the groups defend their reports and the students, together with the teacher,
mutually evaluate the work done.

The Test tab is intended for participants to take the test individually after
completing the webquest. The password must be obtained from the teacher. This was done
so that it was possible to analyze who solved the test and how many questions they
answered correctly, which questions were answered by all participants, and which ones
caused the greatest difficulties.

CONCLUSIONS

Information security is a fairly new discipline with a distinct interdisciplinary
aspect. From the point of view of studying the theoretical aspects of cybersecurity, you can
turn to legislation, international standards, and many bibliographic sources. Forming
practical skills for future economists has certain difficulties: most workshops are focused
on studying software and hardware security tools. It is important for future economists to
develop skills in organizational, legal and ethical methods of protecting information. The
webquest “Information Security for Economists”, developed and presented in this article,
is aimed at developing these skills.
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Abstract: The current international environment, viewed from a geopolitical and geoeconomic point of view,
is characterized by unpredictability and heightened dynamism. After the Second World War, the theoretical
and doctrinal landscape was marked by an increasing openness to the concepts of harmony, cooperation,
structural peace, prohibition of war. The UN is a symbol of multilateralism and sustained worldwide efforts
for peace, security and sustainable development. Strategic autonomy, national security and other non-
economic objectives (environmental sustainability, protection of workers and human rights) motivate calls
for collaboration between countries with similar political-economic values and systems. In today's
conditions, security considerations have already become more prominent in trade relations. Since the end of
the 90s, several scenarios have been proposed for the reform of the United Nations: the reform of the
Security Council, the reform of the UN Secretariat, the financial reform, the reform of human rights, the
reform of operational activities and, last but not least, the reform of the Economic Council and Social. The
research methodology uses various research methods: the logical analysis method, the systemic method, the
comparative method, the historical method, the situation analysis used in geopolitical theory and the
stakeholder analysis to understand the positions and perspectives of the players (stakeholders) who have an
interest and/or likely to be affected by a particular reform, as well as to outline the prospects for reform and
how particular states/organizations might influence the outcome of the process.

Keywords: reform of international organizations, stakeholders analysis, geopolitics, geoeconomics.
UDC: 339.73:341.1
JEL Classification: F13, F02.

INTRODUCTION

After the Second World War, the theoretical and doctrinal landscape was marked by
a growing openness to the concepts of harmony, cooperation, structural peace, the
prohibition of war. In 1944, at the Monetary and Financial Conference of the United Nations
at Bretton Woods, it was agreed to place the international geo-economic system on three
pillars - the financial-monetary, the banking and the commercial. For this, the participating
states agreed to create three modern institutional architectures: the International Monetary
Fund (IMF), the International Bank for Reconstruction and Development (IBRD) and the
International Trade Organization (OIC). The first two institutional structures became
operational in a very short time, while the third encountered difficulties in its establishment,
which led to a long temporary one in the form of the General Agreement on Tariffs and
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Trade (GATT) formalized only in 1995 when it was established World Trade Organization
(WTO). Currently, at the level of the UN system, six main bodies are operational (the
General Assembly, the Security Council, the Economic and Social Council, the
Guardianship Council, the International Court of Justice and the Secretariat) which have an
important role in maintaining international peace and security, but also for the orientation of
the activity of modern societies towards a sustainable and balanced development.

The current international environment, characterized by unpredictability, viewed from
a geopolitical and geoeconomic point of view, is much different from the existing international
environment at the level of 1945. Against the background of large-scale transformations in the
economic-financial mechanisms and in the relations of forces existing worldwide, the reform
of international institutions is a necessary condition for them to be able to adapt to the new
geopolitical and geoeconomic realities. The purpose of this research is to facilitate the
understanding of the positions and perspectives of actors (stakeholders) who have an interest
and/or are likely to be affected by a certain reform, as well as to highlight the reform
perspectives and how certain states/organizations could influence the result of the process. The
research methodology assumes a gradual approach, in two steps: first, the general context of
the international environment in which the most important organizations appeared and operate
is presented, also pointing out the need to reform these organizations, then the analysis of the
interested parties is carried out. Various qualitative research methods are used: historical
method, logical analysis method, systemic method, comparative method, situational analysis
used in geopolitical theory and stakeholder analysis.

ANALYSIS OF INTEREST GROUPS THAT MAY MATTER AT THE LEVEL OF
THE REFORM PROCESS OF THE MOST RELEVANT INTERNATIONAL
ORGANIZATIONS

» CONSIDERATIONS REGARDING THE REFORM OF THE MAIN
INSTITUTIONS OF THE UNITED NATIONS SYSTEM

The urgency of the need for UN reform

The UN system, as it is today, is much different than originally planned. Its role is
quite mitigated compared to the provisions of some important documents from 1974;
Despite the fact that emerging/developing economies have been the main "engines" of
global growth in the last decade, their voting power in the IMF and the World Bank does
not reflect their economic power. Since the late 1990s, several scenarios for reforming the
United Nations have been proposed. However, there is little clarity or consensus about
what reform might mean in practice. The current stage of the UN reform is a multi-level
one: firstly, within the UN development system, the way of working at the global, regional
and country level is addressed; this ranges from UN strategic planning approaches and
tools to accountability systems, administrative arrangements and budgetary practices.

Reform of the United Nations Security Council

The Security Council (SC) represents the institutional component of the United
Nations Organization which, according to the Charter of the United Nations, has the main
responsibility for maintaining international peace and security. Currently, four groups of
states have emerged in the reform process: the Group of 4 (G4), the Uniting for Consensus
Group (UFC), the African Union and the ACT (a trans-regional group of 21 states promoting
the need revising the working methods of the SC, in order to increase the responsibility of its
members in front of the entire UN community and to increase the transparency of its
activity). The main controversy concerns the total number of members that the reformed
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Council should have and their distribution by category (permanent and non-permanent
members). At the UN level, there were debates on 5 major themes: categories of members,
the right of veto, the magnitude of the expansion, working methods and the relationship with
the General Assembly. In 2015, there was an intensification of the work of the Working
Group for the reform of the SC, but a consensus solution was not reached.

IMF and World Bank reform

As early as 2004, within the Report prepared by a group of experts led by the American
scholar Meltzer, the reform of international financial institutions was discussed, the major
changes that took place or that should have taken place in order for these institutions to become
more effective in achieving their goals. Much of what the IMF and World Bank charter states
about goals and objectives is outdated. The IMF's current mandate should be to reduce global
risk to the lowest possible level. The mandate of the World Bank should be to facilitate social
and economic development as a means of reducing poverty.

WTO reform

The multilateral trade system, with the World Trade Organization (WTO) as its main
institutional vector, is the most complex panel of economic management and development
tools. The institutional progress recorded over 70 years is notable and takes shape in the
creation of well-being in industrialized countries, the accommodation of the rural economies
of developing countries with supercompetitive commercial giants and the laying of
sustainable foundations for economic and technological progress in all regions of the world.
A growing number of voices question many of the successes attributed to a national
economy's participation in the multilateral trading system, arguing that it has become a
victim of its early successes. Criticisms of the current state of affairs within the multilateral
trade system are multiplying, emphasizing that it has not firmly switched to the new logic of
global governance. Part of the criticism is a reflection of the perception that the WTQO's
institutional mechanisms are not adequate to face the new challenges fueled by a set of
sources of economic, technological and even socio-cultural instability [1]. Against this
background of profound and unpredictable change, the idea of reforming the regulatory
framework and institutional architecture of the international trade system has slowed down.
Many reform proposals have focused on the WTQO's current decision-making mechanisms.

Five areas of WTO reform have been highlighted in recent multidisciplinary
research on strengthening the WTO's effectiveness as a forum for trade cooperation:
revising the organization's working practices; improving transparency: collecting and
reporting information on relevant (challenged) policies and supplementing them with
analysis of policy side effects; preparing the ground for the negotiation of new agreements
through evidence-based deliberations and support for plurilateral initiatives where there is
no consensus to proceed on a multilateral basis; reforming the WTO dispute settlement
system; and, last but not least, addressing what is called the "China Inc" problem [2].

In general, the reform proposals focus on three aspects of the functioning of the WTO:
rule-making; transparency and monitoring; and dispute resolution. Two major issues stand out:
the status of developing countries, i.e. Special and Differential Treatment (SDT), and free
market-distorting policies in terms of state involvement, mainly targeting China [3].

» STAKEHOLDER ANALYSIS

The analysis of Interest Groups focuses on 3 (three) basic elements:
a. The interest that the groups/actors have in achieving the objectives of the Process;
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b. Power of groups/actors (influence and importance) over the Process;

b. The amount and type of resources they can mobilize to influence the results of
the Process and their ability to mobilize resources.

Interest groups can be structured into 3 important categories:

— Key interest groups - are those that can significantly influence a project or a
program whose success directly depends on them (in accordance with the
major objectives of the policy and the purpose of the respective program);

— Primary interest groups - which are formed by people, groups of people or
institutions (depending on the level of analysis), which are affected, either
positively (beneficiaries) or negatively, by a certain project or program that
has an impact on them;

— Secondary interest groups — are various intermediary entities that carry out certain
activities within the program or project that may or may not take part in the
decision-making process and that may also be affected positively or negatively.

Identification of Interest Groups

The main Interest Groups identified can be structured as follows:
a. Key interest groups:

— The European Union (represented by its institutions);

— The Russian Federation;

— USA, China, Japan, India, Brazil, Turkey;

— International Organizations (eg: UN, WTO, World Bank, International

Monetary Fund, etc.).
b. Primary interest groups:
— The countries of the Middle East;
— African countries.
c. Secondary interest groups:

— Pressure groups (lobby)/ economic agents (potential investors);

— Consumers and Labor Unions.

It must be taken into account that the political environment has a considerable
influence on the reform of international institutions. Also, there are certain pressure groups
(lobbies), which, in turn, exert pressure on public decision-makers, in order to obtain
decisions in line with the interests they represent.

Analysis of Interest Groups

The interest in the process of reforming the most relevant international
organizations depends on how the reform directions will be formulated and, at the same
time, the implications of these changes on the targeted organizations, but also on each
member state, will be highlighted.

According to [4] - [6], the main positions of some states regarding the reform of the
United Nations system can be summarized as follows:

USA - contributes the most to the UN budget among the member states, their
contribution amounting to 22% of the total UN budget. The United States Congress has
shown a constant concern for reforms related to the effectiveness of the UN. The official
position: “The administration is focused on UN management reform. As the largest
financial contributor, we have the largest financial stake in sound management and
operational efficiency ... and it is essential that we refocus the efforts of all UN member
states on the need to reform this institution.”[4]
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China - is among the most prominent proponents of multilateralism and actively
participates in global governance reform and improvement. Chinese diplomacy appreciates
the value of "the international system built around the United Nations (UN), the
international order supported by international law, and the multilateral trade system
centered on the World Trade Organization (WTO). There are a number of different points
of view between China and Western countries regarding UN reform. Compared to Western
countries, China takes a more cautious stance, stressing the need for proper consultation
and coordination among all member states. According to official statements, China does
not want to rush reform as long as there are still significant disagreements between
developing and developed countries. China prefers a gradual and cautious reform of the
UN system. China supports UN reform to achieve the goal of coherence and efficiency in
the UN operational system. The difference is that Western donor countries emphasize "a
single UN system" and China appreciates "flexible approaches™ according to "diverse
national needs and requirements”, believing that the reform should lead to an increase in
the ability of UN activities to meet the different requirements of beneficiary countries in an
integrated and flexible way and that reform should not be strictly limited to certain areas.

European Union - The influence of the Union within the UN derives not only from its
official status, but also from its ability to coordinate the positions of its member states, to
take advantage of the diplomatic influence it exercises over third countries and to present
different positions through representatives his. The status of the Union in the various entities
of the United Nations system varies from membership (FAO, WTQO) to being non-status
(Security Council and some specialized institutions), through privileged observer status
(General Assembly) or simple observer status (ECOSOC and many specialized institutions).
The Union and its member states contribute about a third of the budget of the United Nations
system, although they account for less than 15% of the membership of the United Nations.
This contribution increases the visibility and influence of the Union in the organization. In
the context of the UN reform debate, it has been proposed several times since the 1990s to
grant the Union a seat on the Security Council. For now, this eventuality is unlikely. The
European Union is a full member of the WTO and is, to date, the only international
organization that enjoys such status. The European Union can also exert significant informal
influence. For example, it has no formal status within the IMF but, under an unwritten rule,
Europe nominates the person to head the IMF and the United States does the same for the
World Bank. In practice, the Union can exert considerable influence on the activities of the
specialized agencies of the United Nations due to its coordination with Member States, its
normative weight and its essential role as a financial contributor. The EU is committed to
strengthening and maintaining the UN's credible position on the international stage. As such,
the EU's priority at the 2018 UN General Assembly was to support UN reform. The EU
favors a rules-based global order with the UN at its core. The commitment to effective
multilateralism is a central element of the EU's external action, as enshrined in the Treaty of
Lisbon. The three pillars of UN reform run in parallel with the eight EU-UN strategic
partnerships for peace operations and crisis management for the period 2019-2021. The
interest of the European Union for the reform of international institutions is very high, and
power can be exercised through its institutions in various ways.

Russian Federation - The latest version of the Foreign Policy Concept of the
Russian Federation, approved in March 2023, clearly links the current official
understanding of Russia’s role in the modern world to its Soviet past: Russia's place in the
world is determined by its significant resources in all areas of life, its status as a permanent
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member of the United Nations Security Council, a participant in the main
intergovernmental organizations and associations, one of the two largest nuclear powers
and the successor (continuing legal personality) of the USSR. Russia, taking into account
its decisive contribution to the victory in the Second World War and its active role in
shaping the contemporary system of international relations and eliminating the global
system of colonialism, is one of the sovereign centers of global development. Overall,
Russia's actions in Ukraine and its ability to block any response from the Security Council
have contributed to an increasingly radical set of demands for reform. Many states are now
calling for the complete abolition of the veto, as well as more frequent recourse to the
General Assembly to avoid the use of the veto in the Security Council. For its part, Russia
has presented itself as generally sympathetic to Security Council reform, declaring its
general support but remaining vague and cautious on the details. At the opening of the 77th
UN General Assembly in September 2022, Russian Foreign Minister Sergei Lavrov spoke
in favor of better representation from Africa, Asia and Latin America in the Security
Council, naming India and Brazil as "worthy candidates to become permanent members of
the Council”. Given the realities of contemporary Russian foreign policy, it is hard to be
optimistic about Russian support for Security Council reform. Russia may eventually be
open to a limited expansion of the Security Council — including additional permanent
members — provided those candidates do not expect to receive veto power. One possible
solution could be to designate places for regional groups rather than specific countries
through an internal selection mechanism. While such measures would fall short of what
some UN member states are demanding, they would be the first major step forward in
reforming the Security Council since its expansion in 1965 [6].

Japan - joined the UN in 1956 and is a major contributor to the regular UN budget,
second only to the United States. Since 2005, Japan has been a strong supporter of United
Nations Security Council reform in a joint campaign with Germany, India and Brazil. While
countries such as Britain, France and the United States support Japan's bid for a permanent
seat in the UNSC, the country faces strong opposition from its two closest neighbors, China
and South Korea. The Ministry of Foreign Affairs of Japan (2014) pointed out that this
country was a major donor in the period 2004-2014, providing more than 20% of the total
volume of public assistance for development. In addition, Japan is one of the largest donor
countries in the world for the translation into practice of the main Millennium Development
Goals (MDGs), in areas such as education, health, water and environment. Japan has
contributed significantly to the socio-economic development of developing countries through
programs based on the concept of "ownership of developing countries and their partnership
with developed countries”. Based on these principles, Japan aims to fully cooperate in efforts
to achieve the internationally agreed development goals of the MDGs. [4]

India - as a founding member of the UN, India strongly supports the objectives and
principles of the UN and has over time made significant contributions to the
implementation of the objectives of the UN Charter, UN specialized programs and
agencies. India has been a member of the UN Security Council for seven terms (a total of
14 years) and is a member of the G4 (Brazil, Germany, India and Japan), a group of
nations that support each other for a permanent seat on the Security Council. Security of
the UN, advocating in favor of its reform.

Brazil - Since the founding of the UN nearly eight decades ago, the Brazilian
government has advocated for its own permanent seat on the UN Security Council.
Although the willingness and ability of successive national administrations to properly
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lobby for reform has waxed and waned over the years, the goal has become one of the most
entrenched pillars of Brazilian grand strategy. The belief that Security Council reform is
necessary for the international order to be legitimate — and that Brazil is an obvious
candidate for any expanded membership — has been stated so many times and repeated in
so many documents that it is taken for granted understood throughout foreign policy. From
a financial point of view, Brazil's position is not consistent with its desire for a seat on the
Security Council. Between 2018 and 2022, Brazil's annual budget allocations to the UN
fell from $92 million to $56 million, and as of December 2022, Brazil's outstanding debt to
the UN stood at $300 million. [6]

Turkey - "The world is bigger than five" is a slogan first coined by Turkish President
Erdogan in 2013. Almost a decade later, it remains the central message of Turkey's ongoing
campaign to reform the UN Security Council. As the size of the Security Council has not kept
pace with the growth of the UN, Turkey has consistently criticized the exclusivity of the
council. The absence of permanent members representing South America, Africa and the
Islamic world not only attests to a representative injustice, but also demonstrates a failure to
reflect multiculturalism. "Strengthening regional representation at the Security Council is a
must." Turkey is also proposing a formal review of the relationship between the General
Assembly and the Security Council, with the ultimate goal of expanding the authority of the
General Assembly. Turkey's most radical—indeed, revolutionary—proposal is the complete
abolition of permanent members' veto rights as a "first step toward UN reform.” A more
constructive and plausible reform agenda would be to create a new category of semi-
permanent members, with longer-term and potentially renewable seats. Under this scheme,
certain countries would be eligible for periodic elections (and re-elections) on a rotating basis.
This could provide an attractive option to key regional powers such as Turkey, which aspire to
play a more active role in global affairs. Eligibility criteria for this category could include,
among other factors, a nation's overall financial contribution to the UN, its contributions to UN
peacekeeping operations, the share of national GDP it allocates to development and
humanitarian assistance, and the rate his participation in various specialized agencies. Ensuring
fair representation of the Global South and the Islamic world would undoubtedly greatly
enhance the credibility of this reform initiative. This new category of semi-permanent
members should include at least some seats allocated to socioeconomic groupings such as least
developed states or small island developing states, just as non-permanent member seats are
designed to improve the geographical representation of different regions. The Russia-Ukraine
war is widely seen as ushering in a new period defined by great power competition. Unlike the
bipolar nature of the Cold War, however, the ongoing era is anticipated to be multipolar, with
key regional powers such as Turkey expected to play more assertive roles in regional and
global issues. These powers are generally inclined to act as so-called swing states, keeping
channels and options open to all great powers while taking advantage of great power rivalries
to maximize their own interests. [6]

Middle East - On the 75th anniversary of the UN, many leaders from the Middle
East criticized in their speeches the way the United Nations and the international
community is organized, functions and acts in the face of various problems in the region.
Some of them stepped forward and came up with proposal and regarding the reform of the
organization and especially of the UN Security Council.

African countries- African states have long advocated for the expansion and reform
of the Security Council. The Security Council must be adapted to meet new and evolving
challenges such as climate change, new pandemics and global terrorism. Such threats can be
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resolved, African leaders argue, only by an institution that represents the interests and
perspectives of all humanity. African states have long lobbied the council to include
development and poverty reduction, as well as controlling the flow of small arms, as key
conflict prevention strategies. The African Union (AU) in March 2005 adopted a common
position known as the Ezulwini Consensus. It called, among other things, for Africa "to be
fully represented in all decision-making bodies of the UN, especially the Security Council™,
where the continent should have no less than two permanent seats, "with all the prerogatives
and privileges of permanent member, including the right of veto”, as well as five non-
permanent seats. In June 2005, the AU issued the Sirte Declaration, reaffirming that Africa
should be given two permanent veto seats and two non-permanent seats on a twenty-six
member council. The Ezulwini Consensus and the Sirte Declaration pitted Africa against the
G4 (Brazil, Germany, India and Japan), the main contenders for permanent seats on an
enlarged council. In 2004, the G4 proposed expanding the Security Council to twenty-five
members. Unlike the AU, however, the G4 has signaled some willingness to give up its veto
power (at least during a transitional period) in exchange for a permanent seat on the Security
Council. South Africa and Nigeria have tried to bridge the gap between the G4 and the AU,
hoping that a common position will ensure their proposal gets the necessary two-thirds
majority in the General Assembly. The two groups were unable to reach a consensus.
Previous failed efforts to reform the Security Council have also exposed fault lines between
African states themselves. Egypt, Nigeria and South Africa have been touted as the main
contenders for permanent seats on an enlarged council. However, Egypt's dual identity as an
African and Arab state has led many African nations to question its proper character. Nigeria
and South Africa, as Africa's two largest economies, are generally accepted by non-African
observers as having the most compelling cases to represent Africa, particularly because
Nigeria has the continent's largest population and Africa’'s South the most sophisticated
economy. However, other regional powers such as Kenya, Algeria, Ethiopia and Senegal
contested the two countries' claims to continental leadership. [6]

Regarding Lobby/Economic Agents (Potential Investors), Potential Investors
represent an interest group that generally supports the reform process, as it actually allows
them to expand into new markets. Pressure groups (lobbys) exert pressure on political
power to obtain decisions in line with their interests, influencing political power in sectoral
decisions. In general, their power is relatively small, but the interest and impact of the
reform on them is important.

Consumers and Labor Unions represent an important interest group, showing a high
interest in the reform process. Instead, they have a less significant power and influence on this
process because they do not have important resources nor the ability to mobilize resources.
Unions are, in general, hostile to reforms for fear of repercussions on affiliated employees.

Stakeholder analysis can include a range of forms of analysis, from the very simple
to the more sophisticated. A very simple stakeholder analysis technique is the
Readiness/Power Matrix. This assesses, on an incremental scale from zero to high, how
ready different stakeholders are to participate in an activity and how much power they have
to influence its success. A Stakeholder Table can be combined with an
Importance/Influence Matrix. The Table is used to set out the primary and secondary
stakeholders, detail the interests of each and assign a value to the priorities of these
interests (relative to the aims/priorities of the action being contemplated), and to assess the
likely impact of any activity on them. The matrix takes the stakeholders and, using the data
from the table, situates them in a two-by-two grid where one axis ranges from low to high
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importance, and the other from low to high influence. This can help inform strategies and
priorities for engaging with various stakeholders [7].

In Table no. 1 presents an assessment of the interest and power of the Interest
Groups involved in the process of reforming the most relevant international organizations.
In order to remove the subjectivity of this evaluation, we also took into account the results
of the situation analysis used in geopolitics (based on the data and information collected
for the analysis of the geopolitical space — resources, the actors' perception of the
geopolitical space, the approach and resolution of conflicts, etc.)

Table 1. Evaluation of the interest and power of interest groups in the process of
reforming the most relevant international organizations

Interest Interest The power Resources available for The The Impact/Effect
Group in (influence and reform ability to position of of the reform
reform importance) mobilize the group on the group

over the resources  towards the
reform for reform
reform

() (©) (h)
A us (+5) (+5) -financial resources (+5) (+5) (+5) (+5)
-coercion (+5)
B China (+4) (+5) -financial resources (+5) (+5) (+5) (+5)
-coercitie (+5)
C European (+5) (+5) -financial resources (+5) (+5) (+5) (+5)
Union - coercion (+5)
D The Russian (+2) (+5) -financial resources (+3) (+2) (+1) (-1)
Federation - coercion (+3)
E Japan (+5) (+5) -financial resources (+5) (+5) (+5) (+5)
- coercion (+5)
F India (+5) (+1) -financial resources (-3) (-3) (+4) (+4)
-coercitie (+1)
G Brazil (+5) (+2) -financial resources (+2) (+2) (+4) (+3)
- coercion (+2)
H Turkey (+5) (+2) -financial resources (+2) (+1) (+4) (+4)
- coercion (+1)
| Middle East (+5) (+1) -financial resources (+3) (+3) (+3) (+4)
- coercion (+1)
J Africa (+5) (+1) -financial resources (-3) (-3) (+1) (+4)
- coercion (+1)
K International (+5) (+4) -financial resources (+5) (+1) (+4) (+4)
Organizations
(potential
funders)
L Pressure (+5) -financial resources (+4) (+4) (+3) (+3)
groups (+2)
(lobby)/Potenti
al investors
M Consumers/ (+5) (+2) -financial resources (+2) (+2) (+1) (+4)

Labor Unions

Note:(c) Estimation of the degree of interest the group has. This can be from Very High (+5), to Very Low (-
5); It can also be: Uncertain or Unknown

(d) Powerful (+5), No Influence (0)

(e) Enumeration of the resources held by interest groups (eg: financial, status, legitimacy, coercion)
(fHEstimating how the group can mobilize resources. It can be from Very High (+5) to Very Low (-5); It can
also be: Uncertain or Unknown

(9) Pro (+), with variation up to (+5); Against (-), with variation up to (-5).

(h) Positive (+5), Negative (-5)

Source: original
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Table 2. Classification matrix of interest groups
I=Interest, P=Power, H=High (>3), L=Low (< 3)

A:HI&L.P.: B:H.I.&H.P.:

L Indla_ 1. The European Union
2. Brazil

3. Turkey 2. US_A

4. The Middle East 3. China

5. Africa 4. Japan

6.International Organizations (including

potential funders)
7. Pressure groups (lobby)/Economic agents
(Potential investors)

8. Consumers/ Labor Unions
C:LIL&L.P.: D:L.I.&H.P.:

The Russian Federation

Source: original

Through the analysis of the Interest Groups, it was possible to identify those key
groups that are important for the process of reforming the most relevant international
organizations, that must be included in the process and that have sufficient strength to
favorably influence this process. Thus, the groups listed on the right side of the stakeholder
classification matrix at B and D and that hold "high power" are the key and most important
groups for the success of the reformation process of the most relevant international
organizations. So the Interest Groups important for the success of the Program are: the
European Union; USA, China, Japan, Russian Federation. Note that in window D (L.I &
H.P.) in the lower right is only the Russian Federation, indicating that it has an increased
interest in the reform process (in the sense of keeping the current configuration), but its
power to influence this process is (at least for now) quite reduced. On the other side of the
matrix are the groups listed in window A (H.I & L.P.), for whom it is important, for the
good progress of the reform process, to find the means by which to increase their interest
in the reform process of the most relevant international organizations. They are: India,
Brazil, Turkey, Middle East, Africa, International Organizations (including potential
funders), Consumers/Labor Unions.

In fact, however, all interest groups related to the reform process must be involved
and, for its success, those means will have to be identified by which high-powered,
disinterested groups do not obstruct the reform process.

CONCLUSIONS

The new global geopolitical and geoeconomic context differs substantially from the
developments recorded in the 19th and 20th centuries; we are witnessing in the 21st
century a redefinition of power relations worldwide, a shift in the centers of power and a
marked affirmation of multipolarity.

Few global issues have taken on more current importance than the future of the
postwar, rule-based international order. Revisionist pressure against the order today is not
as much opposed to the idea of multilateral rules and institutions per se as it is to US
hegemony over key aspects of the order. The post-1945 order has come under
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unprecedented strain from the ambitions of increasingly revisionist powers, challenges to
the underlying neoliberal ideology of the order.

The UN is a symbol of multilateralism and sustained global efforts for peace,
security and sustainable development. Strategic autonomy, national security and other non-
economic goals (environmental sustainability, worker protection and human rights)
motivate calls for collaboration between countries with similar political-economic values
and systems. In today's conditions, security considerations have already become more
prominent in trade relations. Since the late 1990s, several scenarios have been proposed for
the reform of the United Nations: the reform of the Security Council, the reform of the UN
Secretariat, the financial reform, the reform of human rights, the reform of operational
activities and, last but not least, the reform of the Economic and Social Council.

Although the reform should always generate a positive impact on society,
experience has shown that the real interest in the reform of international institutions is still
low, while the power and influence on the reform process is very high.
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HNCITOJIB3OBAHUE UCKYCCTBEHHOI'O UHTEJIJIEKTA B
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Abstract: The paper considers issues related to the relevance of research into the safe use of artificial
intelligence, identifying vulnerabilities and potential threats to the use of neural networks in business, as well as
ethical aspects of the use of neural networks in order to prevent possible abuse of this technology in society.
Current data characterizing the development of the global market of artificial intelligence, related to reflecting
the attraction of investments in this sphere, and various indicators reflecting the forecasts of its development are
studied. The indicators characterizing the Al market, its users, solved problems, labor market, forecasts of its
development and emerging risks are summarized. The indicators of Al market development in Russia, including
the level of use of the main groups of Al technologies (in % of the number of organizations-users of Al), as well
as in the Republic of Belarus are considered.

On this basis, the main global trends in the Al sphere are identified: the desire of states for technological
sovereignty in conditions of mutual restrictions, toughening competition for human resources, development of
safe artificial intelligence, the desire of scientific researchers in various technological fields to use increasingly
powerful large language models and generative Al, the growth of economic effect from the use of Al.

The paper analyzes the possibilities of using neural networks to solve various business and marketing tasks:
analytics and forecasting, user service, personalized marketing, content generation, market research, and
voice assistant.The paper explores the directions of solving business tasks using neural networks in various
organizations and spheres of activity: large retailers, technology companies, hospitality companies, financial
institutions, travel agencies. The threats and risks arising in this process are shown, related to hacker
attacks, insufficient data verification, decision making without explanation, training failures, personal data
security and others. The main dangers of using neural networks, directions of legislative regulation of
artificial intelligence development are formulated.

Keywords: artificial intelligence, neural networks, business, threats, security, regulation.
UDC: 004.8:005.334
JEL Classification: O3, K24, F52, C8.

BBEJIEHUME

HccnenoBanne 0€30MacHOrO MCIOJIB30BaHUS HCKYCCTBEHHOTO WHTEIUIEKTa U
HEHUpOCETEeN SBIAETCA AKTyaIbHOW TEMOW B COBPEMEHHOM MHpE, I'/I€ MCKYCCTBEHHBIN
UHTEJUIEKT M MalIMHHOe oOy4yeHHe Bce Ooyiee BHEAPSIOTCS B paszlUuHble cdepsl
NeSTeNIbHOCTH W ku3HU. Heillpocetn ucCHonb3yloTcss B  MenuLuHE, (UHAHCAX,
aBTOMOOMJIBHOM MPOMBIIIIIEHHOCTH, 00OPOHE, 1 MHOTHX APYTHX 00JacTsAX, UTO JIeNaeT uxX
0€30MacHOCTh KPUTUYECKU BaXKHOM.

HccnenoBanust B 3T0M 006JaCTH MOMOTAIOT BBISIBUTH YSI3BUMOCTH M ITOTEHLMAIbHBIE
yrpo3bl, CBA3aHHBIE C HCIOJIb30BAHHWEM HeWpoceTedl. DTo BKIOYaeT B ceOd aHamu3
3alIUThl OT AaTakK, INPOBEPKY Ha MPOHUKHOBEHHE, a Takke pa3paboTKy METOI0B
OOHapy)XeHHUS W TPEIOTBPAIICHUS BO3MOXKHBIX yrpo3 0e30macHOCTH. Takke BakKHO
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U3yyaTb OSTHYECKHE AacCMeKThl HCIOJb30BaHUS HeWpoceTei, 4YToObl MperoTBPaTHTh
BO3MOJKHOE 3JI0YTIOTPEOICHUE ITOI TEXHOIOTHH.

be3onacHoe HCIONB30BaHUE HEHUPOCETEH TaKKE€ MMEET OIPOMHOE 3HAa4YCHUE s
3aIIUTHl JIMYHBIX JAQHHBIX W KOHOHICHIMAIBHON nHpopMarnmu. VccnemoBanust B 3ToH
00J1acTH TIOMOTAIOT pa3palbaThIBaTh METOMAbI IU(GPOBAHUS M 3aIIUTHl JAHHBIX, YTOOBI
IPEeOTBPATUTH YTEUKY HH(POPMALIMH U HECAHKIIMOHUPOBAHHBII JOCTYII K HEH.

OCHOBHAA YACTDH

PriHok uckycctBenHoro unresuiekra (M) ctaHoBuTCs mpolBeTaroieil oTpacibio,

MPUHOCSATICH Bce OOJBIIE MPEUMYIIIECTB OU3HECY.
[To mutoram 2023 roaa craprambl B 00JAaCTH MCKYCCTBEHHOI'O MHTEIUIEKTa B IJ00alIbHOM
MaciTabe IPUBICKIA HA Pa3BUTHE MPUOIM3UTENBHO $27 MIIp/, UTO SABJISIETCS PEKOPIHBIM
pesyibraroM. [peapiaymmii MmakcumyM Ha ypoBae $11 mupa 6bu1 3adukcupoBan B 2021
roxy. Takue maHHbIe TIpUBOAATCS B HccieoBanmu kommanuu PitchBook, pesynbrarhl
KOTOpOTro onmyOiIuKoBaHbl B KOHIlEe nekabpst 2023 rona [1].

B otuere rosoputcs, 4to u3 $27 muipa npuMEpHO BE TPETH IMPEIOCTABJICHBI
koproparusymu Microsoft, Google u Amazon. B gactaoctr, Microsoft Biaoxuna $10 mipa
B kommanuio OpenAl — paspabotumka Heiipocetn ChatGPT, a Takke y4yacTtBoBana B
paynne ¢unancupoBanusi MU-craprana Inflection Al Ha cymmy B $1,3 mupn. B cBoro
ouepens, Google 1 Amazon coo0ria Beiiesimim $6 MIIpI Ha MOJIEPKKY MOJIOJ0N (HUPMBI
Anthropic, koropas CrelHaIu3upyeTcsi Ha pa3paboTKe OOJBIIUX S3BIKOBBIX MOJCICH

(pucynoxk 1) [1].
Big tech investors push generative Al fundraising to record highs
Investment into generative Al ($bn)

Hl Conventional VC OpenAl - Microsoft Bl Anthropic - Amazon
Il Inflection - Microsoft

2018 2019 2020 2021 2022 2023

*2023 year to date
Source: PitchBook
< FT

Pucynok 1. UuBecTHIIMM B pa3BUTHE HCKYCCTBEHHOI0 HHTe/IeKTa B 2018-

2023 rr.
Wcrounuk: https://www.tadviser.ru/index.php/

OO0oOIIeHHBIC MOKa3aTeNd, XapakTepusytomue pbiHOK WU, ero mosib3oBarenet,
peraembie TPOOIeMbl, PBIHOK TPy/a, MPOTHO3bI €r0 Pa3BUTHS W BO3HHKAIOIIUE PUCKH,
npuBojsTcs B Tabnuie 1 [2].

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). 0]


https://doi.org/10.53486/escst2023.29
https://www.tadviser.ru/index.php/%D0%98%D0%98
https://www.tadviser.ru/index.php/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BD%D0%B8%D1%8F:Microsoft
https://www.tadviser.ru/index.php/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BD%D0%B8%D1%8F:Google
https://www.tadviser.ru/index.php/Amazon
https://www.tadviser.ru/index.php/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BD%D0%B8%D1%8F:OpenAI
https://www.tadviser.ru/index.php/%D0%9D%D0%B5%D0%B9%D1%80%D0%BE%D1%81%D0%B5%D1%82%D0%B8
https://www.tadviser.ru/index.php/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%82:ChatGPT
https://www.tadviser.ru/index.php/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BD%D0%B8%D1%8F:Anthropic
https://www.tadviser.ru/index.php/

O ) YT g 1A R LR AN 1753 DOI: https://doi.org/10.53486/escst2023.29

of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

Ta6auna 1. O6001meHHbIC TOKA3aTE/IH, XapaKTepU3yoIue pa3suTue peinka U

IToxa3zarenu

AKTyaJ'H)HI)Ie JaHHBIC U MPOTHO3bI PA3BUTUA

1. Pemaok
numn

- $407 mupa nocTurHeT 00BbEM PHIHKA UCKYCCTBEHHOTO HHTeIUTeKTa K 2027 rony;
- 37,3% B rox coctaBaT TeMiibl pocta MU ¢ 2023 no 2030 rox;

- $1,8 TpnH mocTuraeT Beipyuka riodansHoro peiaka MU B 2030 roxy;

- 6oree 1800 xoMmaHM B MEpe pa3pabaThIBAIOT MOACTH €CTECTBEHHOTO SI3bIKa
IUTSL pa3IIMIHBIX cdep;

- Ha $15,7 tpnu BeIpacter Muposoii BBII 6naronapst U B 2030 roxy;

- 26% pocra BBII Kuras npunercs na UM-otpacns B 2030 roxy, mpuyem cTpaHa
MOJY4HT 26 % MUPOBOTO PHIHKA HCKYCCTBEHHOTO MHTEIIICKTA;

- MUHUMYM ojHa Kommanus B chepe MU Briiizer Ha [PO B 2024 roxy;

- 6ontee $1 mupa OymeT TpaTUTHCS Ha 00yUYCHHE OJHOMN OOJBIION S3BIKOBOM
mozenu B 2024 rony;

- $180 mMapa gocTUTHET 00BEM PhIHKA HOCUMBIX YCTPOMCTB C HCKYCCTBEHHBIM
uHTenIekToM K 2025 roay;

- 90% uHTEepHEeT-KOHTEHTa OyIeT CO3/AaBaThCs MPU IIOMOIIY HCKYCCTBEHHOTO
uHTeekTa Kk 2026 roay.

2.
ITonws30Bat
enu U

- 314 mutH yenoBek OyayT HcMoNb30BaTh HHCTpyMeHTH U B 2024 Tony;

- 54% monp30Bareiel cunTaroT, uTo M MOXKeT yayqiuTh 00beMHBIH TEKCTOBBIN
KOHTEHT, K IPUMEPY COIAEP)KUMOE CalTa;

- 97% MOOWIBHBIX MOJIB30BATENEH HCIIONB3YIOT TOJIOCOBBIX IOMOIITHUKOB Ha 0ase
HCKYCCTBEHHOTO MHTEIIEKTA;

- 41% nonp30BaTeNel CYUTAIOT, YTO UCKYCCTBEHHBI HHTEIJIEKT TEM WJIM UHBIM
00pa3oM yIy4IlIUT UX KHU3Hb;

- 65% moTpeduTeENeH HEe TEPSIOT TOBEpUE K OM3HECY, KOTOPBIN HCIIOIb3YET
TexHojoruu NU;

- 1,5 Mupz1 4eloBeK B MHUpE YK€ HCHOJb3YIOT 4aT-00TOB;

- 8,4 MJIpZ1 JOCTUTHET YHCIIO YCTPOICTB € TOJIOCOBBIM IIOMOIIIHUKOM B MHUPE K
2024 rogy — 9710 O0JIBIIIE, YEM HACENICHHE 3eMITU

3. busuec
n U1

- 97% BinanensleB 6usHeca cuuTaroT, YTo ChatGPT nmomMoskeT uX KOMIaHUIM;

- 87% TpaHCHAIMOHAIBHBIX KOPIOPALUi YBEPEHBI, YTO MHTErpaLusl
HCKYCCTBEHHOT'O MHTEJIEKTa Oy/IeT CI0cOOCTBOBATH POCTY MX OM3HEca Ha
BBICOKOKOHKYPEHTHOM PBIHKE;

- 80% pykoBoauTenen cuuTaroT, uto MI-apToMaTu3anuo MOXHO IPUMEHUTH K
JII000My OM3HEC-PEIICHHUIO;

- 35% MUPOBBIX KOMIIAHHUN YK€ aKTUBHO UCTOIB3yIOT NU;

- 73% KOMIIaHUH UCIIONB3YIOT WM IJIAHUPYIOT BHEAPSTH 4aT-00TOB ISl OOIIECHUS
C KJIMEHTaMU;

- 6onree 80% mpennpusATHII OyIyT KCOIB30BaTh APl 1 Momenu reHepaTHBHOTO
HCKYCCTBEHHOT'O MHTEIIEKTa, a Takxke NN -npunoxenns k 2026 roxay;

- 92% npennpUATHIA yXKe JOOMINCHh U3MEPUMBIX PE3YJIBTATOB OT HCIOIb30BAHUS
WU B OuzHEC-OmIEpanusix;

- 40% opranu3zanuii ypennyaT HHBeCTUITNH B U;

- 64% npennpuaTuil oxunarot, yro UM yayqmuT ux onepaunuu u
B3aMOJCHCTBHE C KIIMCHTAMMU,

- 95% B3auMoieicTBHI OM3HECa ¢ KIIMEHTaMH OYIeT OCYIIECTBIATHCS C
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nomotbio MU k 2025 rony;

- 92% pa3zpaborunkos B CLLA yxe ucnonb3yroT nuacrpyMentsl MU s 3amayq
MpOrpaMMHUPOBaHUS KakK Ha paboTe, Tak U BHE e¢;

- Ha 50% x 2026 roxy BeipacteT 3¢ dextuBHOCTH Moaeneit UM B kommaHusix,
KOTOpBIE BHEAPSIOT MPO3PavHOCTh, TOBEPHE M OE30MaCHOCTh B CHCTEMBI Ha Oaze
HCKYCCTBEHHOTO HHTEJUIEKTA;

- $1 Maps exeroHO 3KOHOMHUT CTPUMHUHTOBBIN cepBrc Netflix, HCTOMB3ys
MalIMHHOE O0YYCHUE B IICIIAX CO3AaHUS WHIANBHUITYJTbHBIX PEKOMCH AN JIsT
TOJIBL30BaTEIICH;

- Ha 225% yckopuia Bpems BEIOOpa MPOAYKTOB TOProBas IIIomaaka Amazon
Onarozapsi MallMHHOMY OOYYCHUIO;

- KOKJBIN JIECATHIH aBTOMOOMIIL OyIeT OeCIUIIOTHBIM OJ1aroiaps TeXHOJIOTHIM
NN k 2030 rony

4. U n
PBIHOK
Tpyaa

- 77% pecnonneHToB onacatotcs, uro M moxeT mpuBecTu K norepe padounx
MecT B OmpKaiimem OyayIem;

- 300 mMiTH paOOTHHUKOB 10 BCEMY MHUPY MOXKET BHITECHUTh HCKYCCTBEHHBIH
HHTEJUIEKT 110 MEPEe CBOETO Pa3BUTHUS;

- 0T 75 MiH 10 375 MIIH YeNoBeK NpHIeTcss CMeHUTH nipodeccuio yxe k 2030 romy;
- B 14 pa3 yaie OyayT YBOJBHITH PaOOTHHKOB HU3KOOIIAYMBAEMBIX MPOQeccril B
CIIA x 2030 romy m3-3a aBTOMaTH3AINH WX 00s13aHHOCTEIH;

- 97 muiH pabounx Mect coznact MU k 2025 roxy;

- 10 40% x 2035 roay HOBBICUTCS MTPOU3BOAUTEIHHOCTE Tpy/a B 16 oTpacisix,
BKJTFOUasi 00pabaThIBAIONIYIO TPOMBIIILUIEHHOCTD, OJ1arogaps BHEIPEHUIO
TexHoyoruit U

- 30% xkoMmaHM1 BHEAPAIOT TEXHOJIOTUH UCKYCCTBEHHOI'O MHTEIJIEKTa U3-32
HEXBATKH YEJIOBEYECKHX PECYPCOB U JUIsl aBTOMATH3aLMH PYTHHHBIX 3a1a4;

- okosio $160 ThIC. B TO/I COCTaBIIsIeT CpeHsIs 3apIuiaTa HHxkeHepa B cepe UU;
- 35% xoMmaHuii 00ECIIOKOEHBI TEM, €CTh JIH y UX COTPYIHHUKOB HEOOXOTUMEIE
TEXHUYECKHE HABBIKH 1715 3 (HeKTHBHOTO Hcnonb3oBanus U,

- 37% KOMIIaHUH UHBECTHPYIOT B 00yUYEHHE U BHEAPSIOT APyTrHe CTUMYJIBI AJIs
Oosiee OBICTPOrO OCBaMBaHHS COTPYIHUKAMH HaBBIKOB paboThl ¢ MU;

- 61% cOTpYJHHMKOB IUIAaHUPYIOT HCNOJIb30BaTh MU B cBoei padoTe;

- 3 nu4 B Hexenmo OyayT paboTarts oy, korga U craner noctatouHo
Pa3BUTHIM, cuUTaeT ocHoBaTenb Microsoft busr ['efitc.

5.
OnaceHus
U PUCKHU
HCIIOJIH30B
anns MU

- 28 rocynapcts noanucany dexnapanuio bretwim — nepBoe MexXIyHapoIHOE
COTJIAIICHKE, HAIIPABICHHOE HA YCTPAaHEHUE Yrpo3, ucxoasamux ot UU;

- bonee 75% moTpebuTENCH KOHTEHTa 00ECTIOKOEHBI OMTACHOCTHIO
pacrpocTpaHeHus ae3uHbopManmu ¢ momoirso 1UU;

- 56% KOMTIaHUH HA3BIBAIOT HETOYHOCTH PabOTHI MO/IENEH TNIABHBIM PUCKOM TIPH
BHenpeHuu 1,

- 75% pykoBoauTeNEl OMacarTcs, YTO HeCOCOOHOCTh BHEAPUTH M MoxeT
TIPUBECTH K 3aKPBITHIO HX Ou3Heca yxe B 2024 roxy;

- TOJBKO 52% PECIIOHIEHTOB CMOTIIN OTINYUTH crenepupoBannbiii ChatGPT-3
KOHTEHT OT CO3JIaHHOTO YEJIOBEKOM;

- k 2025 roJy MOXeT 3aKOHYUTHCSI JJOCTYITHBIH 3a1ac OTKPBITHIX TAHHBIX JUIS
o0yuenus M.

Hcemounux: https://trends.rbe.ru/trends/industry/657963559a79474dd4bc9b88

Hanunbie o pazsutuu peiHka M B Poccuiickoit denepanuu MokaspIBarT, 4TO 110
KOJINUeCTBY TeHepaTuBHBIX mozaeneit MM Poccus 3aHumaer 4-¢ Mecto B MUpE, a IO
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COBOKYITHOW MOIIHOCTH CYNEPKOMITBIOTEPOB — BXOIUT B Tom-10. OO0BEM poccuiickoro
peiika MU o utoram 2022 roaa npessicun 650 mupa pyouneit, uto Ha 18% Gomnblie, yem B
2021 romy. bonee 1000 poccuiickux KOMITaHUH BeAyT pa3paboTku B 3T0# cdepe. CoznaHo
6osee 90 uccnenoBaTenbCKuX MEHTPOB i u3ydeHus: M u pa3paboTKu HOBBIX PEIICHUM.
Bo MHOTHX OTpacisx yXe COCTOSUICS MEPexXo] OT CTaauu pa3padoTku TexHomoruit MU k
uX npaktuyeckomy npumeHenuto. [IpasurensctBo P ogHuM U3 nepBbIX B MUPE Hayalo
paboTtaTh Ha cOOCTBEHHBIX IUIaTOpPMEHHBIX pemeHusx. B 2023 roxy crapToBan nepexon
BCEX TOCYIAPCTBEHHBIX OPraHOB HCIOJHUTENIBHON BJIACTU M PErMOHANBHBIX OpPraHOB
BiacTu Ha atpopmy «I'ocTex», B KoTopoii conepxkutcs moxyns MU [3].

CreuunanbHO pa3paboTaHHBIA MHJEKC UHTEIUIEKTYaIbHON 3pEIOCTU 110 BHEIPEHUIO
NN noctur 31,5% B NpUOPUTETHBIX OTPACISIX skoHomuKH. JIMTUPYIOT B ATOM (HHAHCOBBIH
cekTop, chepa nHGOPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHI U 3xpasooxpanenue. [10
cpaBHeHu1o ¢ 2021 rogom B 2022 rony cpenHuil ypoeHnb ucnonb3oBanus 11 B PO Beipoc
B 1,5 pa3a. Yposenb BHeapenus MU B denepanbHbIXx opraHax UCHOTHUTENBHON BIACTH
cocraBisgeT 6omee 60% [3].

WHCTUTYT CTaTUCTHYECKHUX MCcenoBaHuM u sxoHomuku 3Hanuil (MCUD3) HUY
BIIID 26 centabps 2023 rojxa moAenuscss UTOraMU IPOBEJEHHOTO UCCIIEI0BaHMs, B X0/1€
KOTOPOTO JKCIIEPTHI OLEHUIN Pa3BUTUE U PACIIPOCTPAHEHHE MCKYCCTBEHHOI'O MHTEIJICKTA
B Poccun, m3yunnu cnienuuky ncnoiap3oBaHus penieHnid Ha ocHoBe MU u cBs3aHHBIE €
3TUM HaIlPaBJI€HUEM TE€XHOJIOTMM TPEHbl MHHOBALIMOHHOM AESTENIbHOCTH KOMIaHuil [3].

[To nanasiM UCUD3 HUY BIIID, nBe tpetu (65%) obcienoBaHHbIX OpraHU3aluil
npumensitoT M moka B TeCTOBOM (9KCIEPUMEHTAILHOM) PEKUME, H3ydyas U OICHUBAs
BO3MO>XHOCTH HOBBIX pelieHui ajsi Ou3Heca. [IpuMepHo 3/4 pecrioOHIEHTOB HCIIOIB3YIOT
WU coBMecTHO ¢ ApyruMH HHU(POBBIMU TEXHOJIOTUSIMH. B monoBuHe ciy4yaeB pedb UIET O
Pa3INIHBIX BHUIax MMPOMBIIIJICHHOT'O HO, BKJIFO4Yas CHUCTEMbl  ABTOMATHU3MPOBAHHOI'O
npoekTHpoBanus, YIPABIEHHUs mporeccamMu u Jp. bonee derBeptu (27%) opraHuszanuii
npuMenstor MU Hapsgy ¢ TEXHOIOTHUSMH Wnrepuera emeit, 38% — B CBSI3KE C
KOMMYHHKAIIMOHHBIMU CepBUCAMHU, 00ECIIeUMBAIOIIMMU B3aUMOJICHCTBHE C KIMEHTAMU U
pelIeHre MapKeTHHTOBBIX 3a]1a4.

Haubonee BocTpeOOBaHBI MPOAYKTHl HAa OCHOBE TEXHOJOTMH KOMIIBIOTEPHOTO
3peHusi W pacnio3HaBaHus U cuHTe3a peun (78,7% u 62% OTBETOB COOTBETCTBEHHO).
AKTHUBHO TPUMEHSIOTCS M PEKOMEH/IaTeNIbHbIe CUCTEMbl Ha OCHOBE M OOJBIINX JAHHBIX
(40,7%), obecnieunBaromue GyHKIMUA MPOTHO3ZUPOBAHUS PAa3BUTUS CUTYallU ¥ TIOBEACHUS
00BEKTOB, HampuMep, NpU 00CTYKMBAaHUU 0OOpPYIOBAHUSA U TPAHCHIOPTHBIX cpeAcTB. [1o
onieHkam skcneptoB MCUI3, vame Bcero MM -pemienns onTUMU3UPYIOT YIPaBIEHYECKUE
3amayn (MPOJaXH W MapKETUHT, (PUHAHCOBBIM M OyXTraiTepcKuil ydyeT), B MEHbIIEH
CTENEeHW — TPOM3BOJACTBEHHBIE Tporiecchl. ['opa3no pexe (okomo 10%) pecrmoHACHTHI
MPUMEHSIOT MHTEJUIEKTYalbHbIE CUCTEMBl YIPABIEHUS [JIsi ABTOMATH3allUU CIIOMKHBIX
IIPOLIECCOB, KOTOPBIE TPYJHO KOHTPOJIUPOBATh TPAAULIMOHHBIMUA METOJAMHU.

YpoBeHb HCIIONB30BaHMUS OCHOBHBIX TIpymmn TexHojorudt MU (B % ot uyucna
opranm3anuii-nmonp3osarencii 1) B PO B 2023 r. mpuBoauTcs Ha pucyHke 2 [3].
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PeKomeH,aneanble CUCTeMbl
T

O6paboTka ecTecTBEHHOro A3blka
Cuctembl knbepbesonacHocTn Ha ocHose U

MepcnekTnBHble MeToabl A

WHTenneKkTyanbHble CUCTEMbI YNpaBreHns

PucyHok 2. YpoBeHb HCIIOJIb30BAHUS OCHOBHBIX rpynn TexHoJoruii U (8 % ot

yucsa opranusaumii-nosab3osaresieit U) B 2023 r.
Hemounux: https://www.tadviser.ru/index.php/

Kpome Toro, npoBeneHHbIe aHATUTHYECKUE HCClenoBaHus ¢ aBrycra 2022-ro mo
despare 2023 1. Ilokaszamu, YTO KOJMYECTBO IOJb30BaTellell Heipocereld B Poccum
BBIPOCJIO B IISITh pa3, a IPOJOJIKUTENBHOCT B3auMoaencTeus ¢ MU — B tpu pasa [4].

Uro kacaercs Pecriybnuku bemapych, To o ganHbM bencrata 06 Mcnoib30BaHAN
UH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH HAaceleHHEM U KOMMEPUYECKUMHU
opranuzaiusmMu B 2022 roay [5], TEXHOJIOTMHM HWCKYCCTBEHHOTO MHTEJUIEKTa COCTaBUIIM
ToJBKO 3,6 % OT o01iero koauuecTBa ucnoyb3yembix opranuzanusimu UKT. Otmedaercs,
YTO 3a MocieqHue miATh JieT B PecnyOnuku benapych akTHBHO pacTeT HMHTepeca K
HEMpOCeTsIM y TOCYJapCTBEHHBIX CTPYKTYp, KpYyIHOro OuszHeca u HaceneHus. Tak, B 2022
roJy mokaszaTellb MX BOCTPEOOBAHHOCTH B CTpaHe YBEIWYMJICS B JIE€CATh pa3, a 3a JBa
MOCJIETHUX T0Ja, — B IBA/ILATH pa3 [6].

DKCHEepThI BBIIEISIOT MATh OCHOBHBIX MI00ANBHBIX TpeH10B B chepe U [3]:

1. CrpemieHne rocyaapcTB K TEXHOJOIMUECKOMY CYBEPEHHTETY B YCIOBHSIX
B3aMMHBIX OIPaHMYEHUN, KOT/la OTHEIbHBIE CTPaHbl 3aKPBIBAIOT JIOCTYI K
CBOMM pa3paboTKaMm.

2. Yxecrouenne OOpbOBI 3a Kamapbl. [109TOMY MpaBHTENBCTBO CTPEMHUTCS
o0ecrneunTb poccuiickuM crenuaniucraMm B obnactu MU myuimwme yciaoBus
pabotel. AnbsHc B chepe UM coBmectHOo ¢ MunoOpHayku pazpaboTan
pPEUTHHI KadyecTBa IOATOTOBKU CIELMAIUCTOB II0 HCKYCCTBEHHOMY
UHTEJJIEKTY,  KOTOPbIM  IOKa3blBa€T, HACKOJBKO  0oOpa3oBaTeibHbIE
OporpaMMbl  pa3IMYHBIX BY30B OTBEUYAIOT 3ampocaM pbiHKa. Tom-10
POCCUIMCKHX YHUBEPCUTETOB B 3TOM PEUTHUHIE YXKe CepPbE3HO KOHKYPUPYIOT
3a 3BaHHUE JIYYIIUX U TOTOBSAT BHICOKOKBAM(UIIMPOBAHHBIX CIIEIIUATUCTOB.

3. Pa3Butme 0e30macHOr0 WMCKYCCTBEHHOTO HWHTEIUIEKTa. lMMeercs B BHIY
NEPEXO0]l OT KJIMEHTOLICHTPUYHON K YEJIOBEKOLEHTPUYHON MOJENH, KOrjaa
OpUOpUTETaMU Ul TOCyJdapcTBa W OW3Heca CTaHOBATCS HHTEPECHI
KOHKPETHOr0 uesnoBeka. [103ToMy BaKHBIM SIBISi€TCSl MOHUMAaHHE, YTO MpHU
nanbHelimem pazputun MU Bc€ Gomnbliiee 3HaUEHUE MPUOOPETAIOT BOMIPOCHI
STUKHM MCKYCCTBEHHOTO HWHTEIeKTa. 3a JBa roaa K Kopaekcy 3TuUKH
HCKYCCTBEHHOI'O MHTEJUIEKTa MPUCOEANMHWIOCH 0Koslo 330 opraHu3anui, B
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ToM uncine 23 3apyOexxHele u  mouTH 60 pOCCHIICKMX OpraHoB
MCIIOJTHUTENIbHOM BJIaCTH.
2. CrpemjieHHE HAYYHBIX HCCIENOBATElICH B PA3IUYHBIX TEXHOJOTHMYECKUX
00JacTsIX UCHOIB30BaTh BCE Oo0Jiee MOIIHBIEC OOJNbIINE SI3bIKOBBIE MOJICIH U
renepatuBHblid U. Tlo skcriepTHBIM oneHKaM, B Ommxkainme 10 jer Takue
TEXHOJIOTHH JI00aBSAT OKOJIO 7 TPJIH J0UTapoB K MupoBomy BBII.
3. Poctr skoHommyeckoro 3ddekra ot ucnonszoBanus MU, Ilo skcnepTHbIM
oreHkam, k 2030 roay B MUPOBOM SKOHOMHKE OH IIPEBBICUT 15 TPJIH J0JIapOB.
B nHacrosimee Bpemsi MIMPOKOE paclpoCTpaHEHHUE I pelIeHus 3a1ady Ou3Heca U
MapKEeTHHTa MOJIYYUJIO UCIIOJIb30BAHNE MOJIETIN UCKYCCTBEHHOT0 MHTeekTa oT OpenAl —
ChatGPT. OcCHOBHBIMH NPEHUMYIIECTBAMH YaT-00TOB C MCKYCCTBEHHBIM HHTEILICKTOM
ABIIIETCS KPYIVIOCYTOYHOE OOCITY)KMBAHHE I0JIb30BaTENe, ONEpaTUBHbIE OTKIMKUA Ha
3arpochl U OTBETHI HA IPOCTHIE BOMPOCHI.
ChatGPT MosxeT HCIONIb30BaThCs MJSl PEIICHUs pa3jMYHbIX 337a4 B OW3HEce U

MapkeTuHre (tadiuua 2) [7].

Tadauua 2. Conepxxanue pe3yJibTaTOB pelieHHs 3a/1a4 ¢ ucnojb3oBanuem ChatGPT

Tune! 3a1au

CopepxaHue pe3ysIbTaTOB pEeLIeHMs 3a/1a4

1. AganuTHKa 1
MPOrHO3UPOBAHUE

O0paboTka 00JBIINX 00BEMOB JIAHHBIX B PEaJbHOM BPEMEHH C OOJIBILOH
TOYHOCTHIO M CKOPOCTHIO; 00paboTKa JIF0O0OT0 KOJUYECTBA BXOSIIHX
3alpPOCOB U FeHEepaIlisi TEKCTOB OTBETOB HA BOTIPOCHIL.

2. O6cmyxuBaHue
IIOJIB30BATENEH

ABTOMaTH3aIMs Mpolecca 00CTyKUBAaHHs KIMEHTOB Yepe3 OHJIaiH-4aThl
WIN 4aT-00ThI; OTBETHI HAa BOIPOCH IOJB30BAaTENCH, NMPENOCTABICHHUE
nHpoOpManuM O MPOAYKTAX M yCIyrax; IIOMOIIb B PEHICHHH NpodieM u
pa3peleHny KOH(INKTOB.

3. IlepcoHanu3upoBaHHBIN
MapKEeTHHT

HOMOH.[B B CO3JaHUN NEPCOHATU3NPOBAHHBIX COO6H.IGHI/II>1 u
pGKOMeHHaHHﬁ JUIA HOHBSOBaTCJ’IGﬁ; AHAJIN3 NaHHBbIX O MPCANOYTCHUAX U
IIOBECACHUH IOJIb30BaTelIel ¢ HEJIbIO  MNPCAJIOKCHUA UM HauOoJee
NOAXOAAIINX IMPOAYKTOB UJIU YCIIVYT.

4. I'enepanyst KOHTEHTa

Co3ngaHne KOHTEHTa (CTaTbd, OJIOTH, PEKIaMHBIE TEKCTHI M OINHCAHUS
NPOJYKTOB); T€HEPUPOBAHUE YHUKAJIBHBIX U MPUBJIEKATEIbHBIX TEKCTOB B
COOTBETCTBHH C 33IaHHBIMHU I1apaMeTpaMy 1 TpeOOBaHHUSIMHU.

5. MapKeTHHT OBBIE
MCCIIeI0OBaHUS

Ilomome B IPOBEJEHUM MAapKETHHIOBBIX WCCIIECIOBAaHUMM Ha OCHOBE
aHajM3a TEKCTOBBIX MAHHBIX (OT3BIBOB KIHEHTOB, KOMMEHTapHeB B
COLIMANIBHBIX CETAX) M OOpaTHas CBA3b C IOJH30BATENSAMU; BBIIBICHHUE
TEHJICHIUH, NIpeicKa3aHue MOTPEOUTENBCKUX MPEINOYTSHUI U IOMOIIb B
pa3paboTKe MAPKETHHIOBBIX CTPATETHil.

6. ['0J10COBOM TTOMOIITHUK

OTBeTH Ha BOIPOCHI MOJIb30BaTeNeH u peaoCTaBJIICHUC I/IHq)OpMaL[I/II/I (6]
MPOAYKTAX U yCJyrax ImyTemM rojloCOBbIX COO6III€HHfI.

Hcemounux: cobcmeennas paspabomia

ChatGPT MoxxeT ObITh HCIOJIB30BAaH B Pa3IMUHbBIX OPTaHU3ALUAX JUIS PELICHUS UX

ousHec-3a1ay4 (tadmuma 3) [7].
B xonTekcTre momcka (MHAHCOBOW BBITOJBI OT wucmosb3oBanus WU cremyer

YYUTBIBATh, YTO TMOMHMO 3KOHOMHYECKUX 3(P(PEKTOB CYLIECTBYIOT €IIE U COIMAIbHBIC,
MHCTUTYIMOHATIbHBIE U apyrue. [loaToMy BakHO mNoa00paTh NpaBMWIIBHBIA MOIXOA K
PETYJINPOBAHUIO 3TOM TexHOoIoruu. CynecTByeT HECKOJIBKO TaKUX IMOAXO0/I0B:
— TPHOPHUTET OTIAETCS CAMOPETYIUPOBAHUIO CO CTOPOHBI OM3HECa;
— TUOpUAHBIM, Korja akThl JKECTKOTO  HOPMATHBHOTO  PETYJIMPOBAHUS
KOMOMHHPYIOTCS C CAMOPETYJIHPOBAHUEM;
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—  OTrPaHUYUTENBHBIN MOAXO/, KOTJla PEryJIMPOBaHUE COCPEIOTOUECHO HA PUCKAX U
OIPaHUYCHUSX.

Tabauua 2. Coaepxxkanue OM3Hec-32/1a4 B Pa3JIMYHbIX OPraHU3AIUAX €
ucnoJuan3osanuem ChatGPT

Bunbl opranuzanuii Copnepxanue Ou3zHec-3a1a4
1. Kpymabie OpraHu3anuy  pO3HUYHON TOProBiM MOryT wucnoib3oBate ChatGPT mns
pUTENIIEPHI 00CITy’)KMBaHUsI KIMECHTOB Yepe3 OHJIAMH-YaThl WU 4aT-OO0ThI, IS OTBETOB Ha

BONPOCHl KIMEHTOB, HX BO3paXEHUS U 3aMEuaHMs; IpeJoCTaBICHUE
nHpOpMaLMK O MPOAYKTaX M yCIyrax; MOMOIIM C BBIOOPOM MPOAYKTOB U
pelnIeHneM pobIeM NOKynaTeIeH.

2. Texnonornueckue | Kommanmm, 3anmMarommecs: pa3paboTKO# U peanu3aueil HayqHO -TeXHHIECKOH
KOMIIAaHUHA MPOAYKIIMA W yCIyr, MoryT wucmoib3oBate ChatGPT mis oOcmyxuBaHus
MOJTb30BATENICH W MPEAOCTaBICHNS TEXHUIECKOW MOAIECPIKKH; ISl OTBETOB Ha
BOIIPOCHI O (PYHKIIMOHAIFHOCTH HPOJYKTOB; TIOMOIIM B YCTPAHCHUH HEIONAT0K
Y NIPEAOCTABICHUN PEKOMEHIANH 0 HCIONb30BAHUIO.

3. Komnanuu B Otenbepel W Jpyrue OpraHu3allud B cdepe TOCTEIPHUAMCTBA MOTYT
chepe ucnonb3oBath ChatGPT mysi oOciyXuBaHMS KIMEHTOB W TMPENOCTaBIICHHS
TOCTEIPHIMCTBA nHdopmanuu 0 OpoHMpOBaHMHY, yciyrax U MECTHBIX

]IOCTOHpI/IMe‘-IaTeHI)HOCTSIX; Jis1 OTBETOB Ha BOHpOCLI KJIMCHTOB, IIOMOIOU C
OpOHHMPOBAaHHEM MECT MPOXKHBAHUSA W TPEAOCTABICHHM PEKOMEHIAIMA 00
00BEKTaX IJIs1 MMOCEIICHUS.

4. ®uHaHCOBBIE BaHku W CTpaxoBble KOMIIAHMM MOTYT ucmnonb3oBath ChatGPT mns
YUPEKIECHHUS 0o0cmy)KMBaHUSl KIMEHTOB 4epe3 OHJAaWH-4aThl WM 4aT-O00Thl, OTBETOB Ha
BOTIPOCHI KJIIMEHTOB O TMPOIYKTAaX M yCIyrax, IIOMOIIHM B PEIIeHHH IpolieM c
TUTaTe)KaMH, TIPEJOCTABICHIH (DHHAHCOBBIX KOHCYIIBTAITHIA.

5. Typuctuueckue Komnanuu B cdepe TypusMa u MyTEMISCTBHA MOTYT Hcmoib3oBate ChatGPT
areHTCTBA Juist OOCITYyXHMBaHHMS KJIMEHTOB M TPEJOCTaBICHHS HMHGpOpPMAlMd O Typax,
OpOHMPOBAaHMM WM BH30BBIX BOIPOCAX, /U OTBETOB Ha BONPOCH KIHEHTOB,
MPEeI0CTaBICHUN PEKOMEH/IAIMI 110 BHIOOPY Typa M MOMOIIM B OPOHMPOBaHUHU
MECT MIPOKUBAHUSL.

Hcemounux: cobcmeennas paspabomia

Vcnonb3oBaHue HelipoceTell B OM3Hece UMeeT KakK MpoOJieMbl, TaK U MEePCIEKTUBBI.
OpnHako ONacHOCTH, CBSI3aHHBIE C MCIOJNb30BAaHMEM HEHPOHHBIX CeTe B OM3Hece U B
o011ecTBe, MOT'YT OBITh JOCTATOYHO CePbE3HBIMU. OCHOBHBIE U3 HUX CIIEAYIOLIHE.

— Xakepckue aTaku. VIcKycCTBEeHHble HEHpPOHHBIE CETH MOTYT OBITh

UCMOJIb30BaHbl XaKepaMu Ui BBIMYCKa Oojiee CIOXKHBIX M aJalTHBHBIX
BHUPYCOB, CO3/1aHUs (aJIbIIUBBIX JOKYMEHTOB, a TaKXe JJs MOIIEHHHUYEeCTBa
IIPY OHJIAMH TPaH3aKIUIX;

— HeJ0CTATOYHOCThb NMPOBepPKH AaHHbIX. HelipoHHble ceTn paboTaroT Ha OCHOBE
o0y4yeHMs Ha JaHHBIX B YCJIOBHUSX, KOTJIa MOTYT CYIIECTBOBaTh HEJOCTaTKH B
MPOBEPKE M KOHTPOJIE ATHX JAHHBIX, YTO MOXKET NMPUBECTH K HEMPaBHIbHBIM
BBIBOJIAM WJIM K TIOJYYEHHUIO HEIOCTOBEPHON HH(POPMALIUY;.

— TINpHUHATHE pelleHUi 0e3 00bsicHeHHs. HellpoHHBIE ceTM MOTYT IPUHUMATh
peuieHus 0e3 OOBSCHEHMS CBOETO pEIICHUs, YTO MOXET CO3[aTh PUCKU B
OTHOIIEHUU OTBETCTBEHHOCTH B OM3HECE U B O0ILIECTBE B IIEJIOM;

— cOou B o0yyenuu. JlroOble cOOM MM OMIMOKH B Ipoliecce 00ydeHHUs MOTYT
BbI3BAaTh CEphE3HbIE MpPOoOJIeMbl B paboOTe HEHPOHHOM CEeTH, 4YTO MOMKET
IIPUBECTH K HEBEPHBIM BBIBOJAM WM AK€ PUCKY JUIS JKU3HM (HAampuMep, B
cllydae C HEHPOHHBIMH CETSMH, HCIHOJB3YEMBIMU JUISl  YIPaBJICHUS
ABTOHOMHBIMH aBTOMOOWIISIMH);

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). s


https://doi.org/10.53486/escst2023.29

O ) YT g 1A R LR AN 1753 DOI: https://doi.org/10.53486/escst2023.29
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

— JIMYHbIe JaHHbIe. /[aHHBIE, NCIIOJIb3yEeMbIE ISl 00yUeHUsl HEMPOHHBIX CETEM,
4acTO COJEp)KaT 4YYBCTBUTEIBHYIO HMH(OpPMALMIO, KOTOpas MOXKET ObITh
UCIIOJIb30BaHA Uil HENpaBUJIBHBIX  LleJed, ecau  [momaaer K
HEZ00pOCOBECTHBIM JIULIAM;

— HCHOJIb30BAHME HCKYCCTBEHHOr0 MHTEJIEKTa MOXeT IpPHBECTH K
Yype3MepHOil aBTOMATU3AllMU NPOU3BOJACTBEHHBIX U OM3Hec-mpoueccoB: B
pe3yibTaTe MOTYT BO3HHKHYTH YTPO3bI MOTEPH PAOOYMX MECT U K CO3IAHHUIO
o01miecTBa, B KOTOPOM KOMIIBIOTEPHI 3aMEIIAI0T YEJIOBEYECKHE POJIM, YTO B
CBOIO OUYEPEb MOXKET BbI3BaTh COLUAIbHbBIE IPOOIIEMBI.

ITosToMy BaxxHO OOecIeYUTh TIIATEIbHOE PEryJIUPOBAaHUE U KAUYECTBEHHYIO ATHUKY
MCKYCCTBEHHOI'O HHTEJJIEKTA JJIi MUHUMU3ALUU 3TUX PUCKOB U yrpo3. be3omacHocTb
JaHHBIX, pa3paboTka oObsichuMoro MU m HajexkHOro ymnpaBiIeHUs PUCKaMU - BCE 3TO
JOJDKHO CTaTh IHPHOPUTETHBIMM OOJIACTSMU B HCIIOJIB30BAaHMM HEHPOHHBIX ceTed B
oO1recTBe U OU3HeEce.

3aKOHOJATENbCTBO, PETYIHMPYIOIIEE MCIOJIb30BAHUE HCKYCCTBEHHOTO HWHTEIIEKTA
U Helpocerell B Ou3Hece M OOIECTBE OTJIMYAETCS B Pa3HbIX CTpaHaX U PErHOHaX.
OcHOBHbBIE HaIlpaBJIEHUS 3aKOHOJATEJILHOTO PETYJIMPOBAHMS BKIIIOYAIOT 3ALUTY JMYHBIX
JaHHbIX, 3TUKY VU, 6€301macHOCTh U OTBETCTBEHHOCTD:

1. 3ammrTa JaM4YHBIX [JaHHBIX. B eBpomelickoM coo3e 3alMra  JIaHHBIX
peryaupyercss O6mumM periameHToMm no 3ammre JaHHbIX (GDPR), xotopsrii
YCTAaHABJIMBAET CTPOTHE TpeOOBaHMS K COOPY, XPAaHEHUIO W HCIOJIH30BAHUIO
nepcoHaIbHBIX AaHHbIX. B CIA TakXke CyIIEeCTBYIOT pa3jiu4HbIE 3aKOHBI HA
YpOBHE MITATOB, Takue Kak KannpopHUCKHIA 3aKOH O 3aIlUTe OTpeOUTeIcH B
untepuetre (CCPA).

2. ITHKA UCKYCCTBEHHOI0 MHTE/UIEKTA. DTOT acleKT 3aKOHO/IATENIbCTBA EIIe
HaXo/auTcs B pa3paboTke B MHOTUX cTpaHax. B 2021 roxy EBponeiickuii Coro3
OpeUIOKUI TEepBOE B MHpPE 3aKOHOAATENbCTBO IO HCKYCCTBEHHOMY
UHTEIJIEKTY, KOTOpO€ perynupyer wucnonb3zoBanue WM u ycraHaBnuBaer
CTaHAAPTHI JJIs1 «BBICOKOPUCKOBBIX)» HCIIOIb3YEMbIX CUCTEM.

HekoTopele oTpacneBple TpyIIbl M OpraHU3aluy, B 4yacTHOCTH Kwuraii, nbrtarorcs
chopMUpOBaTh M BBECTH MPHUHLMUIIBI ATHUYECKOTO PETYJIUPOBAHUSA HCIIOIb30BAHUS
HelpoceTeil, KOTOopble MPU3BaHbI 00ECIEUNUTh ATUYECKOE HCIIONIb30BaHUE HeWpoceTed u
3alllMTUTh TpaBa W UHTEpEChl Mojb3oBaTesned [8]. OTu mpuHIMIBI CHOPMYIUPOBAHBI
CJIEAYIOIIUM 00pa3oM:

1 npuUHUMN NPO3PAYHOCTH, KOTOPHIM MpeNrnoyiaraetT, 4To HEUPOCETH TOJIKHBI
OBITE HOHATHLIMU M OOBSICHUMBIMU IS TTOJIB30BaTEIICH;

2 NPUHIOMI OTBETCTBEHHOCTH, KOTOPHIH ITOJpa3yMeBacT, 4YTO CO3JATeId U
BIIAJENbIBI HEHPOCETe HECYT OTBETCTBEHHOCTh 3a HX MCIOJb30BaHUE W
BO3MOKHEIE ITOCIIE/ICTBUS;

3 MNpPUHUMI COPaBeIJMBOCTH, KOTOpbI TpeOyer, u4ToObl HeHpoceTH He
JMCKPIMUHHUPOBAIN JIIOAEH Ha OCHOBE pachl, IOJla, BO3pacTa W JIPYyrHX
XapaKTEPUCTHK;

4 npuHOUN 0€30MACHOCTH, KOTOPBIA MOJpa3yMeBaeT, YTO HEUPOCETH IOJKHBI
OBITH 3aIIMIIECHBI OT 3JIOYMOTPEOICHUI 1 KHOepaTak.

S5 0e30MacHOCTb U OTBETCTBEHHOCTh. Bompockl 0€301macHOCTH U OTBETCTBEHHOCTH
B obmactu MM TpajuIMOHHO CIOXHBI M3-32 MPHUPOJBI NPUHATHA pEIICHUH C
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ucrnonb3oBanneM WM. 3akoHOmaTenbcTBO B ATOW 00NacTH elie HaxoauTcs B
pa3paboTKe, HO OOBIYHO LIEHTPATBHON QUTYPOU TIpU 0OCYKIICHHH 3TUX BOIIPOCOB
ABJISIFOTCSL [TPOM3BOJUTEINN, KOTOPbIE MOTYT IPUBJIEKATHCSI K OTBETCTBEHHOCTH B
cllyyae HelpaBOMEPHOI'0 UCIOIb30BaHUsI HEHPOCETEH.

Tak, YouTube pazpaboran HOBbIE IpaBuiia B oTHOmeHU: aunderikos. C 2024 rona mo
TpeOoBaHUsAM IIaT(HOPMBI, KOHTEHT, CO3/IaHHBII HEHpOoceTsaMH, 005S3aTelNbHO JOJKEH ObITh
OTMEYEH CIeNUabHOW MakupoBKoi [9]. 3a HecoOmroneHue mnpaBwia OyIyT Haka3bIBaTh
OTKJIFOYEHHEM MOHETH3alliu WK yJaleHUeM BUE0, HO YPOBEHb BPEIHOCTH KOHTEHTA OyAeT
ouenuBathk cam YouTube. Hanpumep, mapoauu wiu caTupy B OTHOILICHUH ITyOIMYHBIX JIFO/ICH
ynaimste He Oymyr. HoBble mpaBuia Takke HauHyT paborath st MM-my3biku. JleiOuibr
CMOT'YT yJaJIsiTh KOHTEHT, UCTIOJIHEHHBIM B MaHEPE U3BECTHBIX MY3bIKAHTOB.

BbIBO/IbI

B pesynprare wmccienoBaHus BBISIBICHO, YTO OAaHKOBCKOE J1€10, (MHAHCOBBIE
YCIYrd, CTPaxOBaHWE U 3APABOOXPAHEHME 3aHUMAOT HaMOOJBIIYIO JOJI0 PpBhIHKA
HCKYCCTBEHHOI'O MHTEJIJIEKTA.

OTBeTrbl Ha cOOOIEHUs, OTBEThl Ha (PMHAHCOBBIE BOIPOCHI, IJIAHUPOBAHUE
MapILIpPyTOB MYTEIIECTBUN U MyOJIMKalMs KOHTEHTA B COL[MAJIbHBIX CETSX CTalu Haubosee
nonyJsipHbIMHU BapruanTamu npumenenus UM B 2023 roay.

BaxxHO OTMETHUTB, YTO HOPMATUBHO IIPABOBOE pEryJMpoBaHue UCHob30Banus 1N
elle HaxoguTcs B CTaguu (HOpMUPOBaHMS, M HEOOXOAMMO OOJbIlE YCWIMH JUIsl TOTO,
4TOOBI 00ECTIEYUTh COOTBETCTBYIOIINE U A(P(PEKTUBHBIEC CTPATETUU PETYINPOBAHUS B 3TOU
ObICTPO pa3BHBaroLIeiics chepe AeITeNbHOCTH.

Taxum o0Opazom, uccieqoBaHue 0€30MacHOr0 MCMOJIb30BaHUS HeHpoceTeil urpaer
Ba)XHYIO pOJIb B 0OecrieueHNH 0e30MacHOCTH U 3allUThl JIMYHBIX JIaHHBIX B YCIOBHUSAX BCE
0oJsee MUPOKOro NPUMEHEHHUSI UCKYCCTBEHHOI'O MHTEIIJIEKTA.

BUBJIMOI' PA®USA

1. UckyccTBeHHBIH HHTEIEKT (MHUpPOBOM pbIHOK) [oHmaitH]. 2023 [Jlata nmoctyma:
3.11.2023]. Pexum nocryna: <https://www.tadviser.ru/index.php>

2. HckyccTBeHHBI MHTEUIEKT B Lu¢ppax u ¢akrax [oHnaita]. 2023 [[lara nocryma:
11.11.2023]. Pexum JIoCTyna:
<https://trends.rbc.ru/trends/industry/657963559a79474dd4bc9b88>

3. HUckyccrBeHHblil uHTEeKT (pbiHOK Poccum) [ommaiH]. 2023 [Jlata poctyma:
13.11.2023]. Pexxum goctyna: <https://www.tadviser.ru/index.php>

4. Yucmo monp3oBaTeneil HehpoceTedl B Poccuu BBIpOCIO B TSATH pa3 3a IMOJTO/Aa
[oHMalH]. 2023 [daTa Jlocryna: 13.11.2023]. Pexum JOCTyMa:
<https://www.vedomosti.ru/technology>

5. Hudopmarmmonnoe odbmectBo B Pecmyonmke bemapych, 2023. [onmaita]. 2023 [[lata
nocryma: 3.11.2023]. Pexum pocryma: <https://www.belstat.gov.by/ofitsialnaya-
statistika/index_77679>

6. 3a rox momynspHOCTh Helpocereidt B bemapycu Beipocna B 10 pa3. [onnmaiin]. 2023
[[Mara moctyma: 28.10.2023]. Pexxum goctyma: <https://providers.by/2023/04/digest/ >

7. TIYTAYEBA O. B. Hcnonp3oBaHWe HCKYCCTBEHHOTO HHTEJUIEKTa B OHW3HECE.
AKTyaJIbHbIE BOMPOCHI COBPEMEHHOM 3KOHOMHYECKON HAayKH: TEOpUs U TNPAKTUKA:

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). [dste]


https://doi.org/10.53486/escst2023.29
https://www.tadviser.ru/index.php/
https://trends.rbc.ru/trends/industry/657963559a79474dd4bc9b88
https://www.tadviser.ru/index.php
https://www.vedomosti.ru/technology
https://www.belstat.gov.by/ofitsialnaya-statistika/index_77679/
https://www.belstat.gov.by/ofitsialnaya-statistika/index_77679/
https://providers.by/2023/04/digest/

O ) YT g 1A R LR AN 1753 DOI: https://doi.org/10.53486/escst2023.29
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

cOoopHHMK HayuHbIX crareil. Bemmyck 2.— I'omens : [TY um. ®@. Ckopunsi, 2023, C.
209-212.

8. YouTube amanTupyer cBOIO NOJUTHKY K MPEACTOSIIEMY BCIUIECKY BHACO C
MCKYCCTBEHHBIM HMHTEJUIEKTOM [onnaitH]. 2023 [[arta goctrynma: 25.11.2023]. Pexum
JOCTYyIIA: <https://techcrunch.com/2023/11/14/youtube-adapts-its-policies-for-the-
coming-surge-of-ai-videos>

9. IIpaBoBoii (peiMBOpK JUI KCHOJB30BAHUS HEMPOCETEH: KaK TrocynapcTBa MOTYT
peryJupoBaTh MCKYCCTBEHHBIM MHTEIUICKT [onHmaitH]. 2023 [[lara goctyna:
25.11.2023]. Pexxum noctyna: <https://www.cossa.ru/news/322021>

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). [dsfe]


https://doi.org/10.53486/escst2023.29
https://techcrunch.com/2023/11/14/youtube-adapts-its-policies-for-the-coming-surge-of-ai-videos/
https://techcrunch.com/2023/11/14/youtube-adapts-its-policies-for-the-coming-surge-of-ai-videos/
https://www.cossa.ru/news/322021/

O ) YT g (A A LR AN 1753 DOI: https://doi.org/10.53486/escst2023.30
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova
INCUXOCOHUAJIBHASA A JANTALUS JIMIL C OCOBBIMHA
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Abstract: The paper examines the features of the demographic situation that has developed in recent years in
terms of an increase in the birth rate of children with special needs, personnel shortages and additional
pressure on the social protection system, which have a direct relationship and impact on the security of the
individual, society and the state. The main difficulties associated with the psychosocial adaptation of persons
with special educational needs into society, which is associated with the fulfillment of a number of socio-
economic conditions, the main of which is access to quality education and multilateral development, are
analyzed. Organizational forms of health, physical education and sports activities were studied as the most
effective opportunity for the socialization of children with special educational needs.

Analytical and statistical research methods were used, including the method of constructing and analyzing time
series. A sociological study was conducted to study the attitude of the adult population to the possibility of
psychosocial adaptation of children with special needs in the process of physical education in general education
and sports schools. The respondents were: teachers of secondary schools, specialists from various fields, including
teachers of physical education, parents of children with special educational needs, sports coaches.

Keywords: motor activity, autism, survey, national security.
UDC: [316.344.6:364.048.6+376.5:372.853](478)
JEL Classification: 138; J13; O15.

BBEJIEHUE

OpHa U3 OCHOBHBIX 33Ja4 pEIIeHUs OOIEHAMOHAIBLHOW NMPOOIEeMbl, UMEIOIINE
OpsIMO€ OTHOIIEHHWE K TIOBBIIICHUIO WU CHIDKEHUIO IKOHOMHUYECKOW O€30MacHOCTH
CTpaHbl, SBISETCS YEJIOBEUECKHI KalWTaj, WX BO3MOXHBIM MOTEHIHAN, (Pu3ndeckue u
YMCTBEHHBIE CIOCOOHOCTH, KOTOPBIE MOTYT OBITh TPUMEHEHBI AJI TOTO, YTOOBI YBEIHUUTH
MPOU3BOAUTEIPHOCT M COIMATBHO-DKOHOMHUUYECKYIO  A((PEKTUBHOCTH  CHUCTEMBI
rocyznapcrsa [1].

B MHOTOYHMCIEHHBIX HCCIEOBAHUSAX B 00JaCTH YKOHOMUYECKHUX HAYK OTMEUYAIOTCS
dakTopbl TOBBIICHHUST d(PPEKTUBHOCTH COIUATBHO-DKOHOMUYECKOW CHUCTEMBI, KOTOpHIE
OTPaXKalOT OCHOBHBIC MPOIOPIIUU PA3BUTHS M (DYHKIIMOHUPOBAHUS TaKUX CTPYKTYp Kak:
(MHAHCOBOM, MHBECTHIIMOHHOM, YKOHOMHUYECKOM, COIIMATILHON U ieMorpaduueckoi [2].

Bonpoc nemorpaduueckoro coctosiHust uist Jito0Oi cTpaHbl BECbMa 3HAUUTEIBHO,
MOCKOJIbKY YHCIIEHHOCTh HACENIEHUs UTPaeT 3HAYUMYIO POJIb B KOHKYPEHTOCIIOCOOHOCTH
rocymapctBa [3]. Ilomstue “memorpadus’” ¢ IpedecKkoro s3blka O3HAYaeT ‘“ONMHMCaHHE
Hapoaa”, U HAMPSMYIO CBS3aHO CO BceMHU cepamMu KU3HEICATSILHOCTH uenoBeka. Ha

Academy of Economic Studies of Moldova, ISBN978-9975-167-43-7 (PDF). de0]


https://doi.org/10.53486/escst2023.30
https://orcid.org/0000-0002-7186-9462

O ) YT g (A A LR AN 1753 DOI: https://doi.org/10.53486/escst2023.30
of Systemic Transformations International Conference, December 07-08, 2023, Chisindu, Moldova

puMepe YPOBHS POKIaEMOCTH, MOKHO HaOIIOIaTh IBOJIOIUIO U3MEHEHHH, OTPAXKAIOIIIIX
Ha MPOIEHTHOE COOTHOIICHUE MOCTYIMAIONINX B BBICIINE YYCOHBIC 3aBEICHHS, U3MECHCHUS
CTPYKTYpHI 3aHSITOCTA HACEICHUS B MPOGECCHOHATHHOM IIaHe, MeduIlnTa phIHKA TPY/a,
KOHKYPEHTOCIIOCOOHOCTH YeJIOBEYECKOro KamuTana, u T. 1. [4]-[5].

HammonaneHast crparermyeckass mporpaMma B 00JIacTH  JieMorpaduiecKoi
6e3onacHoctu Pecnybmuku MommoBa (2011-20251.r.) IUKTyeT HOBOE BUACHHUE TOJUTHK
pasBUTHsI CIIOCOOHOCTEH YEIOBEYECKOTo IMOTEHIMANIa, HANPaBICHHAs Ha COTJAcCOBAaHHE
BCEX Mep UIsl pEIICHUs] TPOoOJIeM HaCeJIeHUs, KaK OCHOBHOT'O MHIMKATOPa 3PHEKTUBHOCTH
aro60ro rocynapersa. CoryiacHO MOCIETHUM JeMOTpapUuecKUM TEOPETHUECKUM BBIBOJIAM,
NpEeJCTaBICHHBIC B POrpaMMe, eMorpaduvecKuii epeXoHbIH TIEPHO ONpeeIseTCs He
TOJIBKO CITaJIOM POKJAEMOCTH U CMEPTHOCTH, HO K HUM JI00ABIISFOTCS TAK)KE M M3MEHEHUS
B BO3PAaCTHOW CTPYKTYpE HACEJCHHS, CEMbH, MUTPAIIMU, U T.J. TakuM 00pa3oMm, siBJICHHUE
«aeMorpauueckoro craja» BBIPAKACTCS B IPOJOIDKAIOMIEMCS CIajJe YHCICHHOCTU
HACEJICHUS M3-32 OTPHUIIATEIIBHOTO €CTECTBEHHOTO MPUPOCTa HACEIICHUS U OTPHUIIATEIILHOTO
calbli0 MUTpanud. B To e Bpemsi COKpalleHHe pPOKAAEMOCTH NPUBEIO K aucOaNaHCy
BO3PACTHOW CTPYKTYpPbI HACEJICHHUS U YCKOPHJIO TpoLiece AeMorpaduueckoro crapenus [6].

MATEPHUAJIBI U METO/IbI

Hcnonp30Banuch aHAIUTUYECKUE U CTATUCTUYECKUE METOMABI UCCIIE0BAaHUsA, B TOM
4YuClIe€ METOJ IIOCTPOCHMS M aHauu3a JUHAMUYECKHX psAJOB. DbbBUIO NpOBEIEHO
COLIMOJIOTUYECKOE HUCCIENOBAHUE C LICJIBI0 U3YYCHUSA OTHOLUEHUS B3POCIOr0 HACEIICHUS K
BO3MOXXHOCTH IICHUXOCOI[MAJIbHOM ajanTaluu JeTed ¢ O0cCOoObIMH MOTPEOHOCTSIMH B
nporecce pU3NIECKOro BOCIUTaHUs B 00111€00pa30BaTeIbHbIX U CHOPTUBHBIX LIKOJax. B
KayecTBE PECIOHJAEHTOB  BBICTYNWIM: TeJarord  oOmeo0pa3oBaTeIbHBIX  LIKOJ,
CHELMAINCThl U3 pa3HbIX oOnacTeil, poauTenu aereil ¢ ocoObMU 00pa30BaTENbHBIMU
NOTPEOHOCTSIMU, CIIELUATUCTHI B 00JIaCTU CIOPTUBHON TPEHHUPOBKHU.

PE3YJIbTATBI UCCJIEJOBAHUA

beccriopno, kmroueBast mpooOiiema aemMorpaduyecKoi MOJTUTHKHA COCTOWT B POCTE
YPOBHSL POXKIa€MOCTH, K COXKaJICHHIO, B TMOCIEAHEEe BpeMs HAONIOAAeTCs yMEHbIIECHUE
KonudecTBa jaereit (Pucynok 1).

TBIC. JIETEH
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Pl/lcyHOK 1. Yucio POKIAAEMOCTHA JeTed u YBCJIMYECHUS YUCTCHHOCTH HACCJICHUA 3a

nsTh JieT, nepuoa 2018-2022 rr.
Hcemounux: [6] https://statistica.gov.md

[To nmamabpiM HammonanpHOro OrOpo cratucThkd Ha 1 sHBaps 2022 rona
KOJM4ecTBO AeTeil B Bozpacte 0-17 nmer B Pecnybiauke MonmoBa coctaBmiio 559,4 Thic.,
mwm 21,5% oT o0lmero Koau4ecTBa HAaceIE€HHA C OOBIYHBIM MECTOM JKUTEILCTBA. UTO
BBI3BIBACT HACTOPOKEHHOCTH 3a Oymymiee [7].

Opnako, Mo HAlIeMy MHEHHIO HEOOXOJMMO H3YYUTh U MPOOJIEMY pPOXKIAEMOCTH
JIeTel C OrpaHUYCHHBIMH BO3MOXKHOCTSIMH, U Ha TIPUMEPE PUCYHKA 2 MbI MOYKEM BBIJICIIUTH
CTPEMHTEIIBHBIN POCT POKIAEMOCTH JICTEH ¢ OrpaHUYCHHBIMU BO3MOKHOCTIMU [8].

Bonee Ttoro, u3ydenme mpoOIEMbl HCCIEIOBAHUS TO3BOJIIO OTMETUTh, YTO B
MOCJICIHUE TOAbI B CTpPaHE IMPOU3ONUIM 3HAYUTEIILHBIE WM3MEHEHUS U B IOKa3aTesix
POXTaEMOCTH JIETEH ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSAMHU. Takum oOpazom, B niepuon ¢ 2019
r. 1o 2023 1. MBI MOKeM HaOJIIOAaTh POCT MOKa3aTeNeil poKIaeMOCTH KOJIMYECTBa JACTEeH C
OrpaHMYEHHBIMU BO3MOXKHOCTSMU B Bo3pacte 0-17 set B Pecniybnuke Mongosa (PucyHok 2).
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PI/IcyHOK 2. Yuciao POXKIAEMOCTH JeTed u YBCJIMYECHUSA YUCTCHHOCTH HACCJICHUA 3a

NnATH JieT, nepuox 2018-2022 rr.
Hcemounux:[6] https://statistica.gov.md

N3 oOmeil knaccupukanuu JroAed C OrpaHUMYEHHBIMH BO3MOXKHOCTSIMH, MBI
aKIIEHTUPOBAJIM BHUMaHUE Ha JeTe C 0coObIMH MOTPEOHOCTAMHU, B OCOOEHHOCTH
BBIIETIWIIA POXKJIAEMOCTh JIe€T€ € AayTUCTHUYECKMMM pacCTpPOMCTBAaMH, ITOCKOJBKY B
MOCJIEAHUE TOJIbl BCe OoJIbllIee PACpOCTPAaHEHHE MOTYYal0T AyTUCTHUECKHUE paccTpoiicTBa
paznuunoit stuosoruu [8]-[9].

[IpenocraBieHHple AaHHBIE MEXIyHapomaHOW kommaHuel ,,Focus for Health", B
Havyane 2019 roga KonMYECTBEHHBIE IOKAa3aTENM B HEKOTOPBIX CTpaHaX BBIMJISAEIN
ciemyromuM o0pa3oM, pUCYHOK 3: Ha MIEpPBOM MecTe oka3zajcs ['oHkoHT, Trie 372 pebeHka
Ha 10 ThICSIy ObLTM MuarHoctupoBaHbl ¢ aytu3mom [10]. Ilpu stom kaxaomy 27-my
pebenky B ['oHKOHre ObLI MOCTaBJIEH AMArHo3 "pacTyilas MHBAIUIHOCTH', HA BTOPOM
MecTe okazanach Oxnas Kopes, B 3TOH cTpaHe BBISIBIEH CaMblil BBICOKMH YpPOBEHb
ayTHUCTHYECKUX PACCTPOMCTB IUAarHOCTHpOBaH y 263 neredt m3 kaxaeix 10 000, wm y
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onHoro u3 38. Tperbe MecTo 3aHMMaOT CoenuHeHHble LllTaTel AMEpUKH € ITOKa3aTeleM
oKo0JI0 263 neteit Ha Kaxapie 10 ThICSY, WM COOTHOIIEHHEM 1 pebeHOK u3 45.
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Pucynok 3. /lannblie npeacraB/jieHHble Komnanueii ,,Focus for Health" o kosmmuecTse

AeTel, CTPAJAIIUX AYyTHCTHYECKMMH PACCTPOIICTBAMHU, B MUPe
Hcemounux: [9] Draghici, E. (2016), pp. 58-60.

ITo MupoBO#l cTaTUCTUKE, KOJIMYECTBO JIETEH C ayTU3MOM TOJIBKO 3a nocieanue 10
JeT yBEIMYMIOCh B jecsaTh pa3 (¢ 1 pebenka Ha 1500 HoBOpoxaeHHBIX B 2000 roay no 1
pebenka Ha 150 HoBopoxaeHHbIX B 2010 romy) [3]. [lo odunmansHbIM JaHHBIM,
npezcTaBieHHble BceMupHoil opranuszanueii 3apaBooxpanenusi, B 2014 roxy B Mupe ofuH
pebenok u3 160 crpagan ayTUCTHYECKUMHU paccTpoiicTBaMu. OHAKO, OBUIO MTOAYEPKHYTO,
4YTO COOTBETCTBYIOIIAs IMdpa OblIa CTATUCTUYECKH CpEAHEH M 4YTO B HEKOTOPBIX
UCCJIEIOBAaHMSIX, KOTOpble OBUIM TIIATENbHO MPOBEPEHBI, peanbHble (3 EKTUBHBIC)
UGpbI OB HAMHOT'O BBIIIIE.

[IporpamMmMa pa3BUTHS WMHKIIO3UBHOrO oOpa3oBaHus B PecnyOiuke MoinjgoBa Ha
2011-2020 roapl, Crparerust pa3Butus obOpazoBaHus Ha 2014-2020 roxwl, Komekc 00
oOpa3oBanuu, yrBepxkaAeHHbII B 2014 roxy, TpaHciupyooT B cdepy o00Opa3oBaHUS
YHUBEpCaJIbHbIE IPUHIUIBI U3 00JJACTH OCHOBHBIX IIPaB M CBOOOJ YelIOBEKa U U3 00JIaCTH
KOHULENIMY WHKJIIO3UU JJs oOecreyeHusl JOCTyna K KadyeCTBEHHOMY OOpa30BaHMIO B
00111e00pa30BaTENIbHOM MIKOJIE I BCEX JETeH.

3a mocneaHue Heckosbko Jyer B Pecmybnmuke MongoBa ObulM IpeNITpPUHSITHI
MOCJIEeI0BaTENIbHbIE U OJHOBPEMEHHBIE JEHCTBHUS BO BCEX TPEX KIIOUYEBBIX OOJIACTSIX VIS
BHEJ[PEHUSI HHKJIIO3UBHOTO 00PAa30BaHUs. HOIUMUKA, NPAKMUKA U UHKTIO3UBHAS KYIbIYPA.

Opnako Korza Mbl oOpaiaemcsi K TeMe JIeTel ¢ OrpaHMYEeHHBIMH BO3MOXKHOCTSIMU
B OCOOEHHOCTH JeTeil C pacCTpOCTBaAMU AayTHCTUYECKOTO CIEKTPa, OJHOBPEMEHHO
BO3HUKAET PUTOPUYECKHI BOIMPOC: HACKOJIBKO OOIIECTBO B LIEJIOM M IIKOJAa B YaCTHOCTH
TOTOBBI IPUHSATH TAKUX JETEi?

Jlannble 0 mpobGieMe pacrpoCTPaHEHHOCTH PACCTPOIMCTB ayTUCTUUYECKOTO CIEKTpa
B CTpaHaX C HHU3KUM M CPEIHUM YPOBHEM JI0XOAa MPAKTUYECKH OTCYTCTBYeT. YTo
M3BECTHO TOYHO, TaK ATO TO, YTO YHUCIIO AyTHCTOB UMEET CTA0MIbHYIO TUHAMHUKY pPOCTa BO
BceM Mupe. K cokanenuto, craTucTuku no aytusmy B PecnyGnuke MonnoBa, YkpauHe u
npyrux crtpanax CHI' ¢aktuueckn et [11]. MIMeHHO MO3TOMY HEBO3MOXHO TOYHO
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CKa3arh, CKOJIbKO JIFOJICH ¢ ayTU3MOM MpokuBaeT B Pecrmybnmuke Momnmosa. [1o maHHBIM
Munzapasa [10], B 2012 r. aytusm ObLI AMarHOCTHPOBAH MPUMEPHO y 157 uenoBek, u3
Hux —144 nereii; B 2013 romy — 220 yenoBek, 191 pebenok, B 2016 romy — mox
MEIUITMHCKUM HaOJII0ICHUEM HaXOJIMIUCh 366 YeoBeK ¢ IMarHo30M ayTh3M, U3 HuX 349
nereil; B 2019 roay BbIsiBI€HO OK0jJ0 633 yesloBEK C paccTpOMCTBAMM ayTHCTUYECKOTO
criekTpa, u3 Hux 603 - meru. M gaHHOe 4YMCIO MOCTOSIHHO YBEIWYMBAETCA, HA JaHHBIN
MOMEHT CUHMTAETCs, 4TO Jitojiel ¢ ayruamom Ooisiee 1000 (Pucynox 4).

1200
1000 m2012
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m2013
800 633 603
600 2016
366 349
400 157 220 144 191 m2019
200
. miR m = 2020

Bcero Jrozeii ¢ ayruzmom JleTu ¢ ayTu3mom

Pucynok 4. KosmuectBo Jroaeii ¢ ayruzmom B Pecnny6simke Mosigosa 3a 2012-2020 rr.
Hcemounux: [10], Draghici, E. pp. 58-60.

Ota TCHACHL U BHYIIACT OoJIbIIINe OImaCcCHHsA, CBA3aHHBIC C IIOJTHOCTBIRO
HEU3YYCHHOW MPUPOAON ayTU3Ma, HEBO3MOXKHOCTHIO NPOQWIAKTHKH, MPOOIEMaMu €ro
KOppCKInr, HCOAHO3HAYHBIM BO3,HeI>iCTBHeM JICKapCTB U JApYIruMu (I)aKTOpaMI/I. B Mupe,
A€ 4YHuCIIOo .HIO]Ieﬁ C ayTU3MOM, Y KOTOPBIX BO3HHUKAIOT CJIOKHBIC HpO6J1€MLI C
COLII/I8.JII/I38.LII/ICI‘/'I n O6H_IeHI/IeM, YBCINYNUBACTCA C KAXIBIM I'OAOM, TEMIIbI COLUAIBHOTO
Pa3BHUTHS CHIDKAIOTCS, U B OYIYIIEM 3TO MOXET CTUMYJIHPOBATh HETATUBHBIE COIUATHHBIC
ABJIEHHSI, KOTOPBIE TPYAHO Mpezckasath [9].

MOXHO OTMETHUTh HEOCTIOPUMYIO UCTHHY, YTO BAXHEHITUMHU (DaKTOpaMH Pa3BUTHUS
MO3ra  SABJIAIOTCA JABUXCHHUC u (I)I/BI/I‘IGCKOC 6J‘IarOHOJIleI/Ie. MHOTro4YHCJICHHEIC
WCCJICIOBAHMS TTOKA3BIBAIOT, YTO PA3BUTHE JBUTATEIHHBIX HABBIKOB TECHO CBS3aHO C
pPa3BUTHEM DPEUYH, INMCUXUYCCKUX MPOLECCOB, COLUAIBHBIX W S5MOLMWOHAJIBHBIX HABBIKOB,
MO3BOJIIOIINX JIMYHOCTH aJalTHPOBATHCS K OKPYXKArolieMy MUPY. B TaHHOM KOHTEKCTe
MOKHO OTMCTHTb, YTO TPCHUPOBKA MABUIATCIBHBIX HABBIKOB JIOTUYHO BKIIIOYCHA B
BOCIIMTAHME OOBIYHOrO PEOEHKA, y KOTOPOTO NPSIMO MM KOCBEHHO, Yepe3 OOIIEHHE C
OIU3KUMH JIOIAbMH, B TOM YHCIC HTOCPECACTBOM HBHFaTeHBHOﬁ ACATCIIBHOCTH, WIDP,
CTPOUTCA cOOCTBEHHOE OpeaAcCTaBJICHUE O TOM, KaK OH CaM YCTPOCH, HAYMHACT IIOHUMATh,
noyeMy €My npuxoaurcd cCamMmomMy CO6I/IpaTI> HUI'pylIKH, YCTKO BbIpAKaTb CBOU ITOXKCIIAHUA,
370pOBATHCS C IPYTHMH JIFOIMHU U MHOTOE JIPYTOE.

MeTOﬂOHOFquCKI/Iﬁ MOIYJIb HeI[aFOFH‘{eCKOﬁ CUCTCMbI COCTABJISIFOT COBPECMCHHBIC
KOHIIETIITUM TCOPHH M METOAWKHU (PM3MUECKOM KYJIBbTYphI M cliopTa. B kauecTBe pe3ynbraTta
pcajm3anuun HeﬂarOFI/IquKOﬁ CHUCTCMBI B OGp%OBaTeHBHBIX YUYPCKACHUAX BBICTYIIAOT ABC
IeJTH: TAPMOHM3AIHS MOTOPHOTO IMOTSHIIMANIA JIETSH W MOBBIMICHUE MPO(HEeCcCHOHATEHOTO
mactepctBa Tegarora [12]. TTostomy, mOTpeGHOCTh Pa3sBUTHS CUCTEMBI MHKIIO3MBHOTO
00pa3oBaHusi B 00JIACTU (PU3MUECKON KyJbTYyphl M CIIOPTAa — Y4aIIMXCcs 00IIe00pa3soBaTebHBIX
IIKOJ U CHIENUANbHBIX yueOHbIX 3aBEEHUI HECET B cebe IOCTATOUHO aKTyalbHyo npobiemy. ToMy
CBHUICTCIIBCTBYET ITonoxenue 00 opramn3aivii M JOCATCIBbHOCTH CIIOPTUBHBIX MIKOJI,
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yrBepxacHHoe B 2019 Iloctanosnenuem IlpaBurensctBa PecnyOnuku Mongosa Ne 31,
n.22 mpeaycMaTpUBAMONIasi PETUCTPALMIO JIOJEH ¢ OCOOBIMH IOTPEOHOCTSIMH B
criopTuBHbIe cekimu [13].

JIns  OIEHKM COCTOSIHME JaHHOM mpoOieMbl MBI OOpaTWIIMCh K MHEHHUIO
PECIIOH/IEHTOB, CIEMUATUCTOB pa3IuyHbIX oOnacteil. B ompoce mpunsim ydyactue 113
pecnionneHToB. Hac 3amHTepecoBano, Ha CKOJBKO, MJaHHas TpoOJieMa H3BECTHA
pECIoHIeHTaM B OCOOCHHOCTH CHEIMAIMCTaM MO (U3NYECKOMY BOCIHUTAHHIO M CIIOPTA
(Pucynok 5). Ananu3 pe3yibpTaTOB OIpoca IOKas3aj, YTO yYpPOBEHb 3HAHUH 00 ayTu3me
SIBIISICTCS CPEIHHM.
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Pucynok S. Hacko/ibK0 H3BeCTHA Mpo0d/emMa ayTu3Ma Cpeid CIIeNHaJINCTOB U3

pa3IuYHBIX obJiacTeil
Hcmounux: [13] Polevaia-Secareanu, A., pp. 183-192.

Ilo MHOrOYMCIEHHBIM HCCIENOBAaHUSAM B LEJIOM Yy JETEH € ayTU3MOM IIIOXas
Motopuka. CienoBaTesbHO, alalTalluOHHbBIE TEPAIIEeBTUYECKUE TPOrPaMMBbI 10JKHBI ObITh
COCpPEeIOTOUEHbl Ha (OPMHPOBAHHWE OCHOBHBIX JIBUTATENIBHBIX HABBIKOB, MOJEIeH
JIBUKEHUM, a TakKe Ha JBUTaTelIbHOM AaKTUBHOCTH, IOBBIIIAIOMIUX (UINYECKYIO
KOMIETEHTHOCTh, B OOBIYHOM JKU3HH HCIOJNB3Ys IIPH ATOM pa3linuHble BUIBI criopTa [8].

JlaHHOE TOJIOKEHHE TIO3BOJMJIO HaM MPOJOJDKUTH COIMOJIOTHYECKHH OIpoc,
BBUICHUTH M IIPOBECTH HCYEPHBIBAIOIIMKA  aHAIM3 MHEHMM PECIOHICHTOB  IIO
IPUOPUTETHOMY HCIIOJIb30BAHUIO CIOPTHUBHOW JEATEIBHOCTH B ICUXOCOLMAIBHYIO
aJIanTaluio JHI ¢ 0coObIMU oTpeOHOCTIMH. Ha pucyHke 6, HaryIsJHO MOXKHO BUJETh, YTO
Ha TEpPBOE MECTO PECMOHAEHTHI oToOpanu miaBaHue "minaBanue" - 46,02%, Ha BTOpOE
MecTto BbIcTaBWIM urpel - 40,78%, Ha Tperbe MecTo oToOpanuch "I'mMHacTuka" u
,,EnnHo0o0pcTBa". He octanuchk 6e3 BHUMaHUS Takue BUABI CIIOPTa Kak, ,,KOHHBIN criopT”’-
21,24%,, Jlerkas atnetuka” - 17,70%, ,,Hacronbuerit Tennuc”- 0,88% u apyrue.

[lo pe3ynpraTaM JOaHHOTO OMpOCa MOXKHO, OTMETHTb, TO, YTO PECIOHIEHTHI
JIOCTAaTOYHO OCO3HAHO, OTHOCATCS K (PU3MYECKOMY pa3BUTHIO JeTeil € OCOOBIMH
MOTPEOHOCTSIMHU.
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Pucynoxk 6. Kakue BUJbI CIOPTA MOKHO MCIIOJIb30BATH ISl PA3BUTHA U

MCUXO0CONUAJIBHYI0 aJaliTalulo0 JIMI C 0COOBIMH HOTpeﬁHOCTHMI/I
Hemounux: [13], pp. 183-192.

[TosToMy cnemyromMii 3aJaHHBIA  BOIPOC, OTpaXkaJl IMOHMMAHUE COCTOSIHUS
TOTOBHOCTH TI€JAarOTMYeCKUX KaJgpoB B 0OOJAaCTH (PU3NYECKOTO BOCIHTAHHUS W CIOPTA
pabotaTth ¢ Takoil Kkareropueil gerell. MHEHUS PECIOHIEHTOB paclpeieInInCh
cienyromuMm o6pazoMm. 70% pecnonnentoB otBetwnu “HET”, 26% pecrnoHzieHTOB
oTMeTHIIM “M0okHO nonpoOoBaTk” U Beero Juib 4% ormerunu “JIA”. 3anaercs Bonpoc, B
yeM mpobiieMa 0TKa3a CHEeIHaIMCTOB M0 (PU3MUECKOMY BOCIIMTAHUIO U CIIOpTa paboTarh ¢
JeTbMHU € 0COOBIMU MOTPEeOHOCTSIMU. BhIsiBIIEHO, 4TO mepBas npuunHa 310 “Her ombita”,
BTOpas npuuuHa 310 “Her meToamueckux nmocoduii”.

BbIBO/IbI

[IpoBeneHHOE HCCleIOBaHWE IO3BOJISIET YTBEPXKAATh, YTO OAMH M3 OCHOBHBIX
NPUHIUIOB obecredyeHus: 0e30MacHOCTH TOCYAApCTBa SBISETCS COOMIOZeHHe OalaHca
JKU3HEHHO BaXXHBIX HMHTEPECOB JIMYHOCTH TMOTpeOHOCTH obmiectBa. OOpa3oBaHue u
o0y4yeHHe MOTYT CHOCOOCTBOBATH SKOHOMUYECKOMY pPOCTY M CO3/aHUIO pabouux MecT
TOJIbKO B TOM cllyyae, €cid OOydeHHE COCpPEAOTOYEHO Ha 3HaHUAX, HaBbIKaX U
KOMIIETEHIIUSIX, KOTOphIe HEOOX0IMMO MpHUOOpecTH B mpolecce 00y4eHus, BKIIOYAIOIINe
00pa3oBaTeNbHbIil HAYyYHO-METOAMYECKHM pecypc s (OPMUPOBAHUS U BBISBICHUS
4eJI0BEYECKOr0 OTEHIIHAJA.

[ToaTomy cTpaTerus pa3BUTHUSI HAYYHO-METOJOJIOTUYECKOro 00ecrieueHne KauecTBa
npolecca MCHXOCOIMATIbHOM ajanTaldu Jiojeil ¢ 0coObIMH HOTPEOHOCTSIMH, €ro
COOTBETCTBUSI COBPEMEHHBIM TpeOOBaHUSAM, IMO3BOJIUT TMOBBICUTH 3(PPEKTUBHOCTD
COLIMAJIbHO-OKOHOMHMYECKON CHCTEMBI, OTPAXKAIOILYI0 OCHOBHBIE MPOIOPLIUU PA3BUTHUS U
GYHKIIMOHUPOBAHMSI ~ TaKUX  CTPYKTYp  Kak:  (UHAHCOBOW,  WHBECTUIMOHHOM,
9KOHOMHUYECKOM, COLMAIbHON U IeMorpaduiecKoi.
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